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1 Introduction

1.1 Firewall

The hardware firewall is the most important safety device of a network infrastructure in a
company. That is a location where you can define different security policies over the entire
data traffic going in and out from the company's network. Their main purpose is to
prevent unauthorized external (Internet) access to private (mostly intranet) networks.
According to the defined criteria, a firewall inspects packets and filters those packets it
determines that they do not meet these criteria and the set by the security policy. There
are several traffic blocking techniques, depending on the layer in which the firewall works.
In addition to the primary function the modern firewalls (often called safety devices) have
multiple capabilities such as intrusion detection and prevention (IDS and IPS), VPN
connection support, content filtering, monitoring of individual clients within the network,
antivirus and antispam protection, etc. Different companies offer a wide range of such
devices, differing in bandwidth, according to the size of a company, and functionalities.
Some of them are closely specialized and are used in combination with other firewalls or
other devices.

1.2 Next Generation Firewall

Over the past few years, a multitude of business applications which employees are using
for business and private purposes has emerged on the Internet. Many of them increase
productivity, but some of them needlessly consume large amounts of bandwidth or pose
a significant security risk. Therefore, the manufacturers, like PaloAlto concentrated on
developing of devices that can automatically recognize hundreds or even thousands of
applications.

Next generation firewalls represent so called full application firewalls. Such devices offer a
high level of granularity in management of the application traffic. With the help of these
devices applications can be setup to allow only a specific functionality, rather than being
completely enabled or disabled. It is possible to manage the quality of service, or limit the
bandwidth of certain applications. This gives administrators additional flexibility in
defining the security policy. One of the devices with these capabilities is the tested model
PA-2020 of the PaloAlto Business Networks Company. In addition to the mentioned
granularity in management of the application traffic, another important feature of this
model is the integration with Active Directory which provides traffic control toward users,
not IP addresses. In addition, PA-2020 Firewall offers the integration of several services,
usually in the network architecture located on different servers within the network, into
one device. An example is the built-in antivirus/spyware tool.

1.3 PaloAlto Networks

PaloAlto Networks Company was founded in 2005 by Nir Zuk, a former employee of well
known companies in security solutions, like Check Point and Juniper. On other leading and
managing positions are people with years of experience in large companies such as
McAffe, Cisco, NetScreen and others (including the ones previously mentioned). Since its
establishment, the company concentrated on development of next generation firewalls
since they regarded that the concept of a firewall has been generally outdated and that
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there has not been any significant progress in this area in the past 15 years. The company
introduced many innovations in the development of hardware firewalls, such as the
patented technology, App-ID™. By using these technologies, products of PaloAlto
Networks can accurately identify used applications, regardless of port, protocol or overlay
technique the application uses and whether it uses SSL encryption. Two other important
technologies developed by this company are User-ID and Content-ID. The first enables
an insight into the activities of individual users through integration with various directory
service implementations (Active Directory, LDAP, eDirectory), while the other allows
identification of security threats according to its unique generated description.

The company describes the following unique features of their products:

w Data traffic can be classified with precise identification of the application, not only
with the use of information about the protocol and port;

w They can identify, monitor and analyse the traffic encrypted with SSL and the
applications which use it to communicate with it;

w In real time, with a little latency, they scan the content and provide protection
against viruses, spyware, data leakage and exploitation of known vulnerabilities in
applications, and all that by using a protective mechanism on the stream based
analysis;

w They provide a graphical representation of the used network applications,
including the detailed information about users, user groups and data from a
network-level categorized according to sessions, bytes, ports, safety hazards and
time.

1.3.1 Product Line

PaloAlto Networks divided its product line into three branches, PA 500, PA 2000 and PA
4000. The lines vary according to bandwidth (from 250 Mbps to 10 Gbps), IPS component
and SSL decrypting components bandwidth, the number of simultaneous connections
and the number of virtual systems supporting it. Figure 1.1 provides an overview of the
available models.

b . B 9

PA-4060 PA-4050 PA-4020

10 Gbps FW 10 Gbps FW 2 Gbps FW

5 Gbps threat prevention 5 Gbps threat prevention 2 Gbps threat prevention
2,000,000 sessions, 125 vsys 2,000,000 sessions, 125 vsys 500,000 sessions, 125 vsys

4 XFP (10 Gig) I/O 16 copper gigabit 16 copper gigabit

4 SFP (1 Gig) I/O 8 SFP interfaces 8 SFP interfaces /

PA-2050 PA-2020 PA-500

1 Gbps FW 500 Mbps FW 250 Mbps FW
500 Mbps threat prevention 200 Mbps threat prevention 100 Mbps threat prevention
250,000 sessions, 6 vsys 125,000 sessions, b vsys 50,000 sessions
16 copper gigabit 12 copper gigabit 8 copper gigabit
\4 SFP interfaces 2 SFP interfaces 5

1.1: The PaloAlto Firewalls Product Line
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Model PA-500 is designed for smaller companies or individual departments within larger
companies. Provides prevention from security threats, URL filtering and network
management with high performance. PA-2000 Series consists of models of PA and PA-
2020-2050. These models are designed for individual departments of larger companies or
midsized companies. The stronger model has a double bandwidth compared to the
weaker model of the series. Unlike the 500 series, the models from this series have an
optical and Gigabit interfaces, with of course a much greater bandwidth. The strongest
series, PA-4000, designed for businesses with multi-gigabit networks to which they
provide complete protection. The series includes models PA-4020, PA-4050 PA-4060. The
two strongest models have a bandwidth of 10 Gbps and they differ in optical interfaces.
The stronger model PA-4060 has four 4 XFP 10 Gbps interfaces, while PA-4050 has only 1
Gbps RJ45 and SFP interface (total 24).

2 PaloAlto Networks PA-2020

2.1 Specifications

This document provides a description of the test results of the PaloAlto Networks PA-2020
firewall; the Manufacturer has declared the following features:
bandwidth of 500 Mbps
IPS component bandwidth of 200 Mbps
IPsec VPN component bandwidth of 200 Mbps
1000 IPsec VPN interface
maximum of 15,000 new connections per second
total of 125,000 simultaneous connections
The device has the following physical interfaces:

w 12 RJ45 (1 Gbps) interface

w 2 optical SFP interface

w 1RJ-45 console interface

w 1 management interface
Hardware specifications:
average / maximum power consumption: 175W / 200W
input voltage and frequency: 100-240V AC (50-60 Hz)
Max. input current: 70A at 230V /35Aat 115V
Dimensions: 1in 19 ‘standard rack (1.75 x 17 x 17 inches)

= =4 =4 4 -8 -9
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PA-2020

2.1: The view of PA-2020
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2.2 Features

The basic software part of the device is its operating system PAN-OS ™, which integrates
PaloAlto Network technologies with firewall, network management, VPN, etc. The
component responsible for discovery of applications can recognize and manage the work
of more than 950 different applications. SSL decrypting of incoming and outgoing traffic is
also supported. The firewall component itself is based on defining of the various policies
(Policy) that can manage individual applications, categories and subcategories of
applications, according to the technology, risk assessments, or other characteristics. The
maximum number of security rules which can be defined in this model is 2500. The firewall
provides protection against attacks by the fragmented packets, scanning, DoS and DDoS
attacks.

The component for identification of users interacts with the directory service, and can be
integrated with an external user repository (XML API). The retrieval of data from WMI and
NetBios service is also supported and the maximum number of supported concurrent
users (and IP address) is 64,000. PA-2020 enables filtering of the data according to content
(e.g. credit card numbers, insurance or arbitrarily defined data) and can control
unauthorized file transfers (recognizes more than 50 different file types). As for the URL
filtering, the device divides URLs into 76 categories and has an internal database of 20
million URLs. This database can be upgraded with another million arbitrary URLs from a
web database, which contains 180 million URLs. You can define your URL categories and
layout of web pages in case of content blocking.

The device supports IPsec and SSL VPN with split-tunnelling. With IPsec you can use your
own key or IKEv1 protocol. Encryption algorithms 3DES, AES (128.192 and 256 bit), SHA1
and MD?5 are supported. It is possible to impose a uniform policy for the implementation of
all SSL VPN traffic. Authentication via LDAP, SecurlD and the Local DB are supported.

High availability can be ensured by using two firewalls in an active or passive failover. In
the network part the device offers support for standard routing protocols BGP, OSPF and
RIPv2. It also features a traffic analysis (Tap modepnd so called W+ A NJi diketiveendioNS Q
interfaces on the second layer. Virtual wire represents two connected interfaces within the
network that allows transparent monitoring and traffic filtering (no routing). Several these
(virtual) connections may be included in the so-called virtual zone. IPv6 application traffic
inspection is supported through virtual connection. NAT functionality allows dynamic
translation between 254 ports and 16 243 IP addresses. The device serves as a DHCP server,
and it can be configured to support up to three DHCP relay agents. Furthermore, each
physical interface can be configured as a set of independent interfaces using 802.1q VLAN
mark-up, which allows the firewall operating system to see each virtual interface as an
independent port. The maximum number of such supported VLAN interfaces is 4094. It is
also possible to configure up to 10 virtual routers and 40 secure zones. As for virtual
systems, they can be defined to a maximum number of 6, but additional licenses are
needed.

Protection against security threats, includes detecting and blocking of application exploits
(IPS functionality), and virus protection (including malicious HTML/Javascript code),
spyware and worms by stream based analysis. Scanning is also supported within the
compressed files which use deflate algorithm for compression (such as Zip, Gzip etc.). You
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can add your own definitions of vulnerabilities and spyware, and as for the regular
definition updates, they are executed on daily bases for malware, on a weekly basis for
application vulnerabilities, or specifically in case of critical security threats.

Quality of Service (QoS) can be managed from the application, user and network (source,
destination) level. There are eight classes of traffic over which it is possible to define and
guarantee the maximum bandwidth and priorities. All traffic (to classes and to other
parameters) can be graphically monitored in real time. Marking of the application traffic
through DiffServ is also supported (through an output or input device) within a particular
security policy.

The device is controlled via a web interface or command line interface, CLI for short. The
administration is based on roles, meaning that the users who manage the device can be
assigned different authorisations. For the purpose of event logging, i.e. control of the
device operation the Syslog and SNMPv2 protocol are supported. Panorama is a
centralized system of management that provides global visibility and control over multiple
PaloAlto Networks Next Generation firewalls, through a simple web interface.
Administrators can monitor the overall state of the device or manage the security policies
of a single device from one place.

3 Technologies

3.1 App-IDE

Identification of applications is the first task performed by firewalls of the PA series, and
they use four mechanisms supported through patented App-ID technology, which offers
classification of traffic of more than 950 applications. The above technology allows
administrators to review the applications used on the network, to oversee their behaviour
and the relative risk. In combination with the User-ID technology the administrators have
the insight about the usage of application with regard to the identity of users, not just its IP
address. In this way reliable security model that blocks risky applications can be formed,
while the allowed applications are monitored and only some parts of their functionalities
are blocked, if necessary. Depending on the application, a different number of mechanisms
and sequences of their execution is used for the purpose of its identification. These
mechanisms are as follows:

w applications signatures - the signatures are used first, depending on the context,
in order to find unique features and characteristics of the application
communications, regardless of the port and protocol used. Signed application
also detects whether the application uses a standard or another port

w SSL decryption - if App-ID founds that SSL encryption is used (if SSL decrypting
policy is included), all traffic is decrypted and then processed. If traffic does not
pose a security threat, i.e. if it corresponds to the policy, it is encrypted and
returned to the SSL session, which is then continued

w application protocol decoding - if necessary, decoders are used that reveal
whether an application uses a protocol exclusively for own transport or if it is used
to conceal the traffic. These decoders also help in narrowing the number of
possible applications in the identification process and in determining the files and
other content that needs to be scanned in search of malware and confidential
information
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w heuristics in some cases, the application still does not detect all of the
aforementioned techniques. In such situations it is necessary to apply additional
heuristics or behavioural analysis. Examples of such applications are VolP clients
which use custom encryption.
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3.1: Application Identification Techniques

When a full insight into the applications, their behaviour and used ports is gained, the
organizations can define different security policies which can be very specific. Accordingly,
the application traffic can be:

prohibited or allowed

allowed, but with scanning for viruses and other security threats

allowed depending on the schedule, individual users or user groups

decrypted and analysed

limited by a QoS

rerouted with respect to the defined policy

allowed with only certain application functions

managed with a combination of several of the above rules

PaloAlto’s application database is divided into 5 main categories and 25 subcategories that
can be used as filters or to learn more about the application for the purposes of better
security policy. Categories and their subcategories are as follows:

w business - authentication services, databases, ERP software, applications for
general management, office applications, software upgrades, applications for data
storage, etc.

w general web applications - applications designed for sharing files, additional
online tools (web browsers, web toolbars, etc.)

w applications designed for collaboration - e-mail clients, clients for real-

messaging, tools for Web conferencing, VolP clients, etc.

multimedia - tools to retrieve audio and video content live, games

network - clients for encrypted data tunnelling, proxy tools, tools for remote
computer control, etc.
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