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1 Uvod 
 

  



 

 

2 Servisi za mrežno igranje 
 

2.1 Steam 
 

 

 

2.1: logotip Steama 

 

                                                 
1
 Valve je tvrtka koja je 1998. stajala iza igre Half-Life, jedne od najpopularnije računalne igre u povijesti. 

Krajem 2003. Valve je predstavio Steam  zajedno s novom  inačicom Half-Lifea, što se pokazao kao odličan 

potez za tvrtku. 



 

 

2.2 Battle.net 
 

 

 

Slika 2.2: sučelje Steama 

 



 

 

 

2.3: sučelje servisa Battle.net classic 

 

 

 

 

2.4: sučelje za "chat" na novom Battle.net-u 



 

 

2.3 Ostali servisi 

 

 

2.5: web stranica servisa WeGame 

 

http://www.gog.com/
http://www.wegame.com/
http://www.impulsedriven.com/


 

 

 

: sučelje servisa OnLine



 

 

3 Vrste napada 
 

 

3.1 Phishing 
 

 

 

3.1: primjeri phishing (krivotvorenih) web stranica 

 

3.1.1 Primjeri phishing poruka 

 

 

Primjer 1 - Steam phishing e-mail: 

 

Hi there, this is Greg Coomer. 

I'm the head of communications at Valve. 

http://www.valvesoftware.com/people.html 

We have recently been detecting more than 1 user IP connecting to your Steam account, 

http://www.valvesoftware.com/people.html


 

 

which is illegal. 

This means that we are going to block all IP's from connecting to your Steam account. 

We can however, if requested by the owner, allow his or her IP only to connect to the account. 

If you are the owner of the account, and would like to be able to continue connecting to it, 

reply to this e-mail with the following information, in the following format: 

 

Name: 

Steam Account Name: 

Steam Password: 

E-Mail address: 

 

NOTE: Ensure that the e-mail address you enter, is the e-mail address which you have 

registered your Steam account with. 

 

Details will be automatically checked with our database, If the information that you've entered 

is correct, you are the proven owner of the account and your IP address will be allowed to 

connect. 

 

If no reply is recieved, all IP connections to your account will be blocked as of Monday 9th 

April 2010. 

 

 

Primjer 2 - World of Warcraft (WoW) phishing e-mail:     

 

From: "WoWAccountAdmin" <WoWAccountReview@blizzardadmins.net> 

 

Greetings, 

 

It has come to our attention that you are trying to sell or trade your personal World of 

Warcraft account. As you may or may not be aware of, these actions conflict with the EULA 

and Terms of Service (TOS) of Blizzard Entertainment and World of Warcraft. If upon further 

investigation you are indeed attempting to obtain monetary profit against the TOS agreement, 

your account can and will be disabled. Blizzard has the right to consider legal action if 

necessary, based on the severity of the action. 

 

If you hope to avoid account suspension you should verify your personal possession of the 

account in question. We at Blizzard Entertainment take infractions of the TOS quite seriously 

and we must confirm the original ownership of the account. This is easily done by supplying 

your account information below. 

 

Please use the following template below to verify your account and information via email. 



 

 

 

- Account Email: 

- Account Password: 

 

If you ignore this communication your account can and will be closed permanently due to 

suspicions of alternative ownership. We ask that during the investigation you give 

approximately twenty-four hours of inactivity after sending a response email. This should 

provide enough time for Blizzard to confirm your identity and that the TOS are being 

followed as outlined. 

 

Blizzard Entertainment Inc 

Account Administration Team 

P.O. Box 18979, Irvine, CA 92623 

 

Regards, 

Krondel 

Account Recovery Team 

Blizzard Entertainment Inc. 

 

 

Primjer 3 - World of Warcraft (WoW) phishing e-mail 2:     
 

Greetings, 

 

An investigation of your World of Warcraft account has found strong evidence that you are 

eligible for an account upgrade. You are eligible for the Wrath of the Lich King Beta. To 

sign-up and get your download please visit our website at this special link: 

http://worldofwarcraft.com/login This process usually last’s one week. Thank you for your 

time and attention to this matter, and your continued interest in World of Warcraft. 

 

Sincerely, 

 

Account Administration 

Blizzard Entertainment  

  

 

 



 

 

 

 

 

 

 

 

 

3.2: izgled phishing e-mail poruke 

 



 

 

Primjer 4 - Steam phishing putem Friends poruke: 

 

 

3.3: phishing poruka na Steamu 

 

 

3.2 Keyloggeri i trojanski konji 
 

 



 

 

 

 

 

 

3.4: sučelje programa za izradu keyloggera 

 

 

 

 

 

 



 

 

4 Savjeti za zaštitu 

 

 

 

 

 

4.1: izgled adresne trake u popularnim web preglednicima prilikom pristupa HTTPS stranicama [8] 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

5 Zaključak 
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