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1 Uvod 

2 Arbor Networks Peakflow X 

2.1 Arbor Networks 

2.2 Peakflow X 
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3 Sučelje uređaja 

3.1 Naredbeno sučelje (CLI) 

 



3.2 Web sučelje 
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4 Konfiguracija uređaja 

4.1 Osnovne mrežne postavke 
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4.2 Konfiguracija izvora netflow podataka 

4.3 Instalacija „Identity tracking“ softvera 



4.4 Konfiguracija objekata 

4.4.1 Grupe 

4.4.2 Servisi 

4.4.3 Time objekti 



 

4.4.4 Notification objekti 

4.5 Definiranje pravila sigurnosne politike 



5 Upozorenja i izrada izvještaja 

5.1 Upozorenja (Alerting) 
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5.2 Izvještaji (Reports) 



 
 
 
 



 
6 Testiranje 

6.1 Testna mreža i konfiguracija 
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6.2 Simulacija korisnika u internoj mreži 

6.3 Otkrivanje aplikacija 



6.3.1 BitTorrent 

6.3.2 Facebook 



6.4 Otkrivanje novih klijenata u mreži 

------------------------------ 

Type:     Unapproved Client                                                                                    

Rule:     TEST                                                                                                 

URL: https://controller.lab.cert.hr/event_detail/alertdetail/?type=3& 

search_text=client+10.0.20.21&id=233 

Severity: 1                                                                                                    

Client:   10.0.20.21                                                                                           

Server:   10.0.21.61                                                                                           

Service:  TCP/80              

https://controller.lab.cert.hr/event_detail/alertdetail/?type=3&search_text=client+10.0.20.21&id=233
https://controller.lab.cert.hr/event_detail/alertdetail/?type=3&search_text=client+10.0.20.21&id=233


6.5 Skeniranje portova 

6.6 Denial of Service napadi 

6.6.1 Ping Flood 



------------------------------ 

Type:     Static High Bandwidth                                                          

Rule:     Flood test                                                                     

URL:      https://controller.lab.cert.hr/event_detail/alertdetail/?id=234& 

type=4&units=0 

Severity: 5                                                                              

Expected: 1.00 Mbps                                                                      

Actual:   4.85 Mbps                                                                      

6.6.2 „DNS Amplification“ napad 

https://controller.lab.cert.hr/event_detail/alertdetail/?id=234&type=4&units=0
https://controller.lab.cert.hr/event_detail/alertdetail/?id=234&type=4&units=0


6.7 Pojava i širenje malvera u internoj mreži 



6.7.1 SpyEye 

6.8 SNMP mitigation 





6.9 Access Control List (ACL) 



 



7 Zaključak 


