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NCERT Do’s & Don’ts
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© Uklanjanje malicioznog sadrzaja s Interneta

©® Obrada incidenata na Internetu, ako se jedna od strana u
incidentu nalazi u RH, osim tijela drzavne uprave (ZSIS
CERT)

© Diseminacija informacija (vijesti, preporuke, dokumenti,
brosure, alati)

© Forenzika, analiza malvera, mreznog prometa, logova...

X operativno rjesavanje problema i briga o sigurnosti
pojedinih sustava

X kaznjavanje problematicnih korisnika
X arbitraza u sporovima
X pokretanje krivicnih prijava
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SRU@HR = vrste incidenata

Name

-] ] Incidenti
4[] ] Constituency

2016 |v |EH Datumkraja - | Apr | |30 |v||[2016 |v|E@ | & Obnovigraf | MjesecniPrikaz
Stupci Pita Tablica
HR-CERT

Udio vrste incidenata SRU@HR

Malware URL 46

= Phishing URL &5
= Malware URL 46
— Web defacement 22

= Phishing 19
— Do5 10
= MNMA &

= Spam URL 3
— Ostali incidenti 1

Phishing URL 63

Fhishing 19

| Das 10

= NMA &

+Spam URL 2

Ostali incidenti 1
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Obradeni incidenti u zadnjih 30 dana
chart by amcharts.com

Malver
posluzitelji: 28.57%

Web defacement: 37.14%

Phishing
posluzitelji: 11.43%

Scan | brute-force: 2.86%

Phishing: 2.86%

Spam: 17.14%
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SRU@HR

Kretanje broja incidenata na posluzZiteljima

chart by amcharts.com
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Automated input (e.g.):

URL Monitor

* SRU
* ACDC-CCH
Integration

URL checking and
data collection

URL Monitor Dashboard

[Manual input

Web
interface

Storing data

Email notifications

N
"
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UREMonitor Dashboard

URL Monitor pet

@ Dashboard

% Monitored

@ Statistics

20

URL Monitor Dashboard

2

New URLs!
[TODO] View De )
B8 Last URLs
URL
Ll Chart: URL Type
URL Types

Iast 15 days

Bl Web Defacement (46.34%)
B Phishing URL (17.07%)

View All URLS

Malware URL (36.59%)

URL Type

Web Defacement

Web Defacement

Malware URL

Phishing URL

Phishing URL

Phishing URL

Phishing URL

Malware URL

Maiware URL

Maiware URL

Active URLS!

state

ACTIVE

ACTIVE

INACTIVE

INACTIVE

INACTIVE

INACTIVE

INACTIVE

INACTIVE

Ls Chart: URL Trend

Last Change

4. svibnja
2016 13:07

4. svibnja
2016. 12:40

4. svibnja
2016. 12:07

4. svibnja
2016. 04:40

3. svibnja
2016. 23:07
3. svibnja
2016. 23.07
3. svibnja
2016. 23:07
3. svibnja

2016 16:00

3. svibnja
2016. 12:15

3. svibnja
2016. 11:30
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A Active URL -
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URL Trend

Iast 15 days

Collected URLs

[TODO] View All Events
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= URL Details
INACTIVE
URL: IP Address:
URL Type: Domain:
Phishing URL v
Source: DNS Data:
SRU v
Frequency: Redirect URL:
= 60 +
Country Code:
FR
Customer:
Monitor Type:
MD5 Hash v
Save Changes
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4 URL Log
Show 10 v entries Search:

State Status Code Screenshot MDS5 Hash File Type File Last change Actions
changed 200 @ 7aeb47b912a8099048eef1239e74f73  text/html 11/05/2016 - 00:40 C/}‘ E]
inactive Unreachable Q 10/05/2016 - 20:45 E/}‘ E]
active 200 @ 7aeb47b912a8099048eef1239e74f73  text/html 04/05/2016 - 20:40 Ce‘ E]
inactive Unreachable Q 04/05/2016 - 17:30 @ B
active 200 @ 7aeb47b912a8099048eef1239e74f73  text/html 04/05/2016 - 04:40 @ E]
inactive Unreachable 0 04/05/2016 - 01:00 E}J‘ B
active 200 @ 7aeb47b912a8099048eef1239e74f73  text/html 03/05/2016 - 08:07

£ B

Showing 1 to 7 of 7 entries

< Previous 1

Next >
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€= 2 Alibaba co

Global trade sta
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Phishing sites

Start your Trade on Alibaba.com
[ 45 million members in 190+ countries

Over 2 million supplier storefronts
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Ll URL Type Distribution

URL Type Distribution

(01/01/2016 - 11/05/2016)

' B Phishing URL (43.24%) Web Defacement (34.64%) |
B Malware URL (17.57%) [ Unknown (4.3%)
B Spam URL (0.25%)
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URL trend

Ll URL Trend

URL Trend

(01/01/2016 - 11/05/2016)
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* Sluzi za ucCenje, poducavanje i istrazivanje

e Otvorenost — slabo postavljene sigurnosne
mjere

* Veliki broj korisnika — ucenici, studenti,
nastavno osoblje, vanjski suradnici...

* Napredna racunalno-komunikacijska
tehnologija

* Veliki kapaciteti linkova



Napadi na akademske mrei#é
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Mreze obrazovnih i akademskih zajednica

Prema raznim istrazivanjima pri samom vrhu
orema broju napada na internetu

Najcesce nisu krajnji cilj
lzvodenje daljnjih napada



/_\ Trendevi napada na internetu
OWASP

¥ The Open Web Application Security Project

Top 10 Distribution of Targets
2015

® Industry

B Government

¥ Organization

® Education

B Single Individuals
u>1

¥ News

¥ Finance

“ Healthcare

® Online Services
& Other

(Izvor: www.hackmageddon.com)
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Pregled ranjivosti po razinama
3%

15% 8%

Level Number Percentage

Kriticne 706 3%
1760 8%

17007 74%

Niske 3509 15%

Total 22982 100%

74%

M Kriticne Visoke Srednje M Niske
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www

msrdp

ssh

smtp

pop3

imap

snmp

ftp

telnet

mssql

w2104
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Pregled ranjivih servisa

Tip ustanove: Sve ustanove (Travan), 2016.)
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* 5456 javno dostupnih adresa

e 1817 detektirano kao web server

— 716 Apache
— 321 Microsoft-IIS (5.0 - 10)

— 71 nginx

Distribucija web servera

Apache Microsoft-1IS M nginx ostalo
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e Ranjivosti kriticne razine:
— OS sa isteklom podrskom (Windows/Unix)
— Nepodrzani i zastarjeli programski paketi

* Ranjivosti razine:

— Ranjivi servisi i programski paketi (Apache, PHP,
OpenSSL, RDP...)

— msrdp Remote Code Execution
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* Ranjivosti razine:
— koristenje SSL v2/v3 protokola
— msrdp MITM ranjivosti
— Problemi sa SSL certifikatima (self-signed/expired)
— DNS server spoofed request amplification DDoS

* Ranjivosti niske razine:

— Koristenje slabih kriptografskih algoritama
— Clear Text Authentication (FTP, SMTP, POP3)
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e Shellshock
* Logjam

e BEAST
 Heartbleed
« DROWN

e GHOST

e Bar Mitzvah
e POODLE

e FREAK

Vulnerable!
\

,Brand name” ranjivosti
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,The only truly secure system is one that is powered off,
cast in a block of concrete and sealed in a lead-lined room

with armed guards - and even then 1 have my doubts.”

- Eugene H. Spaﬁord



—— -
OWASP

The Open Web Application Security Project

Hvala na paznji!
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