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URL Monitor - sustav za nadgledanje
kompromitiranih web sjedista

Marko Stanec - CARNet

Projekt je sufinancirala Europska unija iz europskih strukturnih i investicijskih fondova. Vise informacija o EU fondovima mozete naci na web
stranicama Ministarstva regionalnoga razvoja i fondova Europske unije: www.strukturnifondovi.hr
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Automatizirani unos (npr.):

SRU
ACDC-CCH

provjera URL-a i
prikupljanje podataka

URL Monitor Dashboard

Otvaranje ticketa

[ Rucni unos
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Web sucelje

Spremanje
podataka

Obavijesti e-mailom
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URL Monitor peta®

URL Monitor Dashboard

[TODO] View Details o

[TODO] View Detaits ©

B8 Last URLs

URL URL Type State

Web Defacement  NEW

Web Defacement

Malware URL NEW

AAAAAA

Phishing URL

Phishing URL INACTIVE

Phishin, g URL INACTIVE
Maltware URL INACTIVE
Maiware URI INACTIVE
Maiware UR INACTIVE

View All URLS

Lt Chart: URL Type sl Chart: URL Trend

URL Types
tast 15 days
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Bl Web Defacement (46.34%)
Bl Phishing URL (17 .07%)

Makware URL (36.59%)

INACTIVE | >

Last Change
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2016. 23.07
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2016. 23:07
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2016 1600
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2016. 12:15
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2016. 11:30
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Inactive URLS Under Surveiliance!

A Notfications Panel

% New URL

[TODO] View All Events

URL Trend
last 15 days
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= URL Details
NEW
URL: IP Address:
URL Type: Domain:
Phishing URL E|
Source: DMS Data:
SRU E|
Frequency: Redirect URL:
- 60 +
Country Code:
HR
Customer:
Monitor Type:

MD5 Hash
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B URL Log
Show entries Search: |
State Status Code Screenshot MD5 Hash File Type File Last change Actions
inactive Unreachable o 0 09/11/2016 - 12:00 E’; @
active 200 @ 3ch53a82911fc080bdSh200604194545  text/html @ @ 0811/2016 - 16:40 E/; @
inactive Unreachable o 0 0811172016 - 14:30 E’; @
active 200 @ 3ch53a82911fc080bdSh200604194545  text/html @ @ 2810/2016 - 16:40 E/; @
inactive Unreachable o 0 28110/2016 - 14:00 E’; @
active 200 @ 3ch53a82911fc080bdSh200604194545  text/html @ @ 2810/2016 - 08:40 E/; @
inactive Unreachable o 0 28110/2016 - 08:30 E’; @
active 200 @ 3ch53a82911fc080bdSh200604194545  text/html @ @ 1810/2016 - 16:40 E/; @
inactive Unreachable o 0 1810/2016 - 13:15 E’; @
active 200 @ 3ch53a82911fc080bdSh200604194545  text/html @ @ 17110/2016 - 16:40 E/; @
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Alibaba com’ English ~
~  Global trade starts here.™

Start your Trade on Alibaba.com

[ 45 million members in 190+ countries
[ Over 2 million supplier storefronts
[ Safe and simple trade solutions
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Email Password:
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Forgot password?
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Join free now!

SlideS
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ldd URL Type Distribution

URL Type Distribution

{01/01/2016-01/11/201E)

- Web Defacement (43.67%) Phishing URL (42_94%)
0 Malware URL (11.21%) Il Unknown (1.96% Bl Spam URL (0.229%)
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Projekt je sufinancirala Europska unija iz europskih strukturnih i investicijskih fondova. Vise informacija o EU fondovima moZete naci na

web stranicama Ministarstva regionalnoga razvoja i fondova Europske unije: www.strukturnifondovi.hr



