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Ovaj dokument je vlasniStvo Nacionalnog CERT—a. Namijenjen je za javnu objavu, njime se
moze svatko koristiti, na njega se pozivati, ali samo u izvornom obliku, bez ikakvih izmjena, uz
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gornjim navodima, povreda je autorskih prava CARNeta, a sve sukladno zakonskim odredbama
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1 Uvod

U danasnje vrijeme svjedoci smo sve veceg broja sigurnosnih incidenata koji rezultiraju
kradom povijerljivih podataka i koji nanose znacajnu financijsku Stetu zrtvama. Osim izravnih
udaljenih napada preko mreze, vrlo ¢esto do gubitka podataka moze doci i jednostavhom
kradom prijenosnih racunala koja sadrZze povjerljive podatke ili sadrze podatke koji se mogu
iskoristiti za olakSavanje daljnjih napada na glavnu infrastrukturu organizacije. Svojim
prodorom u sve sfere ljudskog Zivota racunala su postala nuznaiizvan radnog mjesta, a svojom
rastu¢om prenosivo$¢u omogudila su da ih uvijek imamo uza sebe. Posljedica ovoga je uvelike
povecana opasnost od gubitka racunala i na njima pohranjenih podataka. Steta nastala
gubitkom podataka ¢esto moze viSestruko nadilaziti vrijednost samog racunala, a u slucaju
odgovornih osoba velikih poduzeca ili zaposlenika u vladinim agencijama, krada podataka
moze biti i glavni razlog krade racunala.

Postoje¢e metode i alati za sprje¢avanje neovlastenog udaljenog pristupa racunalu, iako
ucinkovite u borbi protiv hakerskih napada, u ovakvim su slu¢ajevima potpuno neucinkovite.
Fizicko posjedovanje racunala napada¢u omogucdava lako zaobilaZzenje svih zastita te vadenjem
tvrdog diska i zatim njegovim umetanjem u racunalo pod svojom kontrolom jednostavno
postize cilj. Vise nije dovoljno samo sprijeciti pristup i ¢itanje s medija za pohranu veé treba
onemoguciti da napadac ¢itanjem dode do podataka u upotrebljivom obliku. To se postize
Sifriranjem podataka.

Osim kao mjera zastite podataka u sluc¢aju krade racunala, Sifriranje diska mogu zahtijevati i
propisi koji reguliraju nacine pohrane i zastite poslovnih, povjerljivih, tajnih ili osobnih
podataka krajnjih korisnika koji se ¢uvaju i obraduju unutar neke organizacije. Jednako tako,
Sifriranje podataka koristi se kao mjera umanjivanja Stete i odgovornosti u slu¢ajevima krade
podataka neovlastenim udaljenim pristupom jer se gubitak Sifriranih podataka smatra manjim
sigurnosnim incidentom.

1.1 Sto je Sifriranje diska?

Sifrirati se mogu datoteke i poruke, a i cijeli medij, na primjer disk. Sifriranje diska je tehnika
kojom se cijeli disk ili njegovi dijelovi Sifriraju kriptografskim algoritmom, ¢ime se
onemogucava Citanje podataka bez poznavanja tajnog kljuca. Za razliku od Sifriranja
pojedinacnih datoteka, Sifriranjem cijelog diska u potpunosti se stite svi korisnic¢ki podaci,
ukljucujudi i metapodatke. Na taj se nacin izbjegava opasnost da korisnik nepaznjom zaboravi
zastititi neke osjetljive podatke ili da napadac pristupi povjerljivim podacima kojih korisnik nije
niti bio svjestan, kao $to su npr. pohranjene lozinke Web preglednika, privremene datoteke ili
spremnici, dnevnici rada i sl.

Kako bi se omoguéio nesmetani rad sustava i pokretanje operacijskog sustava racunala sa
Sifriranog diska, potrebno je ili koristiti odvojeni disk za pokretanje operacijskog sustava ili
ostaviti jedan mali dio diska neSifriranim kako bi se s njega mogao pokrenuti alat za unos
korisni¢ke lozinke i otklju¢avanje ostatka diska. Svi ostali podaci na disku zasticuju se
kriptografskim kljuéem.
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2 Tehnicka pozadina Sifriranja diska
Jednostavan pristup Sifriranju diska odvijao bi se na sljedeci nacin:

e Korisnik odabere lozinku za Sifriranje

e Cijeli disk se Sifrira koristeci tu lozinku izravno kao klju¢

No u stvarnosti, kako bi Sifriranje diska bilo sigurno i prakti¢no, postupak je znatno sloZeniji.

Kada bi se cijeli disk Sifrirao u komadu, primjerice kao $to se datoteke obi¢no Sifriraju, tada bi
se on morao kod koristenja u cijelosti i deSifrirati. Zbog veli¢ine diska to je u pravilu
neprakticno — potpuno desifriranje danasnjih diskova Cija se veli¢ina mjeri u terabajtima bi
trajalo satima, ako ne i vise.

Zato se prilikom Sifriranja diska on prvo dijeli na blokove pa se svaki blok zasebno Sifrira. Na
taj je nacin moguce brzo desifrirati individualne blokove i drzati njihov sadrzaj u radnoj
memoriji, bez potrebe da se desifrira cijeli disk. To zapravo odgovara i uobi¢ajenom koristenju
diska — racunalo prilikom koristenja ne Cita njegov sadrzaj u cijelosti, ve¢ Cita pojedinacne
blokove koji mu u tom trenutku trebaju.

Uz to, u pravilu se lozinka koju korisnik upisuje ne koristi izravno kao klju¢. Uobicajeni postupak
je zapravo sljededi:

e Klju€ za Sifriranje diska nasumicno se generira.

o U konacnici se sastoji od 128 ili viSe nasumicnih bitova.
o On se naziva klju¢em za Sifriranje podataka (eng. data encryption key — DEK).

e Disk se Sifrira tim klju¢em za Sifriranje podataka (DEK).

e Sada bi korisnik morao zapamtiti taj dugacki nasumicni klju¢ Sto bi bilo vrlo
neupotrebljivo u praksi. Najbolje je taj klju¢ zapisati na sam medij koji se njime Sifrira,
na dogovoreno mjesto. Medutim, tada bi napada¢ mogao iskoristiti kljuc.

e Zbog toga se kljuc prije zapisivanja Sifrira.

o Za to Sifriranje koristi se klju¢ za Sifriranje kljuca (eng. key encryption key —
KEK).

e Taj se klju¢ dobiva iz lozinke koja je puno kraéa i koju sam korisnik izabere tako da ju
moze lagano zapamtiti.

e Lozinka koju korisnik upisSe koristi se kao ulazni podatak za funkciju izvodenja kljuca
(eng. key derivation function).

o Ta funkcija obavlja tzv. rastezanje kljuca (eng. key stretching).

o lzlaz funkcije je klju¢ (KEK) od 128 ili vise bitova.
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e Kljuc za Sifriranje podataka (DEK) se Sifrira klju¢em za Sifriranje kljuc¢a (KEK) i zapisuje

na pocetak diska.

Kako bi korisnik mogao koristiti disk, prilikom pokretanja racunala odvija se sljedeci postupak
(tzv. otklju€avanje diska):

1. Korisnik upisuje lozinku.

2. Lozinka se ubacuje u funkciju izvodenja kljuca i generira se klju¢ za Sifriranje kljuca
(KEK).

3. Pomodu tog generiranog kljuca desifrira se zapisani kljuc za Sifriranje podataka (DEK).

4. Kljuc za Sifriranje podataka (DEK) ostaje u radnoj memoriji racunala do njegovog

gasenja i koristi se za deSifriranje podataka na disku.

SloZzenost ovog postupka opravdava njegova postignuéa. Kao prvo, koriStenje kljuca za
Sifriranje podataka (DEK) koji ne ovisi nikako o lozinki omogucava lako mijenjanje lozinke te
koriStenje razli¢ite lozinke za svakog korisnika.

Ako korisnik odluci promijeniti lozinku, nije potrebno deSifrirati i ispoCetka Sifrirati cijeli disk
novim kljuéem, vec je dovoljno Sifrirati klju¢ za Sifriranje podataka (DEK) kljuéem za Sifriranje
klju¢a (KEK) izvedenim iz nove lozinke i zapisati ga na pocetak diska.

Ako racunalo koristi vise korisnika, svaki od njih moze koristiti vlastitu lozinku te posredno i
vlastiti klju¢ za Sifriranje kljuéa (KEK). | dalje postoji samo jedan kljuc¢ za Sifriranje podataka
(DEK) s kojim je Sifriran disk. Kada postoji vise korisnika, potrebno je Sifrirati taj klju¢ za
Sifriranje podataka (DEK) sa svakim od kljuc¢eva za Sifriranje klju¢a (KEK) i rezultat tih Sifriranja
zapisati na pocetak diska. Kada korisnik upise svoju lozinku, program pokusa desifrirati svaki
od tih zapisa dok ne uspije, tj. dok ne naide na upravo onaj zapis koji je Sifriran klju¢em za
Sifriranje kljuca (KEK) od tog korisnika.

Kao drugo, najslabija karika u lancu sigurnosti Sifriranja diska ¢esto je lozinka koju je korisnik
odabrao. Korisnici Cesto biraju loSe, predvidljive lozinke tako da je u pravilu najlaksi nacin za
desifriranje diska napad visestrukim pokusavanjem (eng. brute force) desifriranja nizom
potencijalnih lozinki. Taj napad nije moguce u potpunosti sprijeciti — ako korisnik odabere
lozinku koju je dovoljno lako pogoditi, napadac ¢e uvijek modéi doci do podataka. No tu vrstu
napada moguce je usporiti tako da uspjeSan napad traje primjerice pet godina umjesto pet
dana.

Klju¢ je usporavanja tih napada prethodno spomenuta funkcija izvodenja klju¢a (eng. key
derivation function) koja obavlja tzv. rastezanje kljuca (eng. key stretching). Pojednostavljeno
objasnjenje te funkcije je sljedece:

e Funkcija kao ulaz prima korisnikovu lozinku
e Zatim, nad njom racuna velik broj (npr. milijun) iteracija neke kriptografske funkcije

racunanja saZzetka (eng. cryptographic hash function)
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e | konacno, kao izlaz vracda rezultat te operacije.

Gledajuci tu funkciju izvan ovog konteksta, ona radi beskoristan posao — samo trosi vrijeme.
No u ovom slucaju, to je izrazito korisno. Ona trosi vrijeme na taj nacin da napadac tijekom
napada za svaku lozinku s kojom pokusSava desifrirati podatke mora obaviti veliku koli¢inu
vremenski zahtjevnog posla (npr. milijun iteracija kriptografske funkcije racunanja sazetka).
Korisniku to troSenje vremena ne smeta jer taj posao mora obaviti samo jednom prilikom
svakog paljenja rac¢unala, dok napadac to vrijeme mora potrositi za svaku potencijalnu lozinku.

2.1 Hardversko i softversko Sifriranje diska

Dvije su osnovne vrste rjeSenja za Sifriranje diska: hardversko Sifriranje ugradeno u sam uredaj
i softversko rjeSenje uporabom programskog alata za Sifriranje diska. Glavna prednost
hardverskog Sifriranja je lakoc¢a primjene za krajnjeg korisnika. Podaci se Sifriraju automatski
na samom uredaju tako da osim omogudavanja Sifriranja i izbora lozinke, nije potrebno
poduzimati dodatne korake. Buduci da je posao Sifriranja podataka prepusten specijaliziranom
procesoru ugradenom u sam disk, hardverska rjeSenja ne opterecuju glavni procesor racunala
te su Cesto brza u radu.

Softverska rjesenja temelje se na uporabi softvera za Sifriranje diska kojeg je potrebno
instalirati na racunalo. Cijenom su ovakva rjeSenja daleko pristupacnija jer osim Sto se isti alat
u pravilu moze koristiti za Sifriranje viSe diskova, postoje i provjerena besplatna rjesenja.
Ovisno o konkretnom alatu, konfiguracija Sifriranja moze biti slozena, no danasnji operacijski
sustavi ve¢inom dolaze s ugradenim rjeSenjima namijenjenima jednostavnom i lakom
koristenju.

Sa sigurnosnog aspekta, hardverska rjeSenja nude prednosti u obrani od nekih vrsta napada
jer se glavni klju¢ nikada ne nalazi u memoriji racunala ve¢ je Sifriranje u cijelosti pod nadzorom
posebnog hardvera. Uz to, u hardverska rjeSenja mogu biti ugradene dodatne zastite od
napada viSestrukim pokusajima tako da uredaj nakon odredenog broja neuspjelih pokusaja
zabrani pristup ili ¢ak unisti podatke. Efikasnost tih zastita ovisi o tome koliko je lako rastaviti
sam diskiizravno pristupiti Sifriranim podacima i Sifriranom kljucu za Sifriranje podataka (DEK).

Sigurnost softverskih rjeSenja ovisi o sigurnosti samog racunala jer je neovlastenim upadom u
racunalo u radu moguce dodi u posjed kriptografskog kljuca ili na neki drugi nacin izvrsiti napad
na sigurnost podataka. S druge strane, softversko rjesenje omogudéuje odabir rjeSenja
otvorenog koda. Kriptografija je slozeno podrucéje prepuno zamki i izrada sigurnog
kriptografskog alata iznimno je slozen i zahtjevan posao. Ozbiljni sigurnosni propusti dogadali
su se i iskusnim proizvodacima (1), a naZalost, postoje i slu¢ajevi namjernog sniZzavanja razine
zaStite (2) ili ¢ak ugradnja tajnih ulaza (eng. backdoor). Koristenjem softverskog rjesenja
otvorenog koda moguce je uvidom u izvorni kod do neke mjere utvrditi sigurnost rjeSenja. Alat
¢iji je izvorni kod javno dostupan, kojeg su analizirali i nastavljaju analizirati brojni struénjaci
te koji je i nakon toga opéeprihvaéen kao siguran, zasigurno je dobar izbor za zastitu podataka.
Ovo niposto ne znaci da su sva rjeSenja zatvorenog koda nuzno nesigurna, ali ostaje nepobitna
¢injenica da se njihova sigurnost ne moze neovisno dokazati ve¢ je potrebno u potpunosti
vjerovati proizvodacu.
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3 Nedostaci Sifriranja diska

Glavni nedostatak zastite podataka Sifriranjem diska je Cinjenica da su podaci zasti¢eni samo
kada je racunalo ugasSeno. Nakon Sto korisnik unese ispravnu lozinku tijekom pokretanja
raCunala, kriptografski klju¢ za desifriranje podataka drzi se u memoriji racunala kako bi se
omogucio nesmetani rad i pristup podacima. Ako napadac ostvari fizicki ili udaljeni pristup
pokrenutom racunalu, Sifriranje diska nece sprijeciti neovlasteni pristup podacima.

Zbog toga Sto se kriptografski klju¢ nalazi u memoriji, zaklju¢avanje racunala povratkom na
zaslon za prijavu korisnika ne Stiti podatke u potpunosti. Brojni forenzicki alati omogucuju
stvaranje preslike memorije racunala koristenjem nekog od prikljuc¢aka s izravnim pristupom
memoriji, kao Sto su PCl, PCI Express, Thunderbolt, ExpressCard ili FireWire, ¢ime napadac
izravno dolazi u posjed klju¢a pohranjenog u memoriji. Prikljucke koji se ne koriste poZeljno je
iskljuciti u postavkama BIOS-a kako bi se smanjio broj mogucih izvora napada.

Presliku memorije mogude je dobiti i iskoriStavanjem svojstva memorijskih ¢ipova da nakon
nestanka napona jos kratko vrijeme zadrZavaju svoj sadrzaj. Naglim sniZzavanjem temperature
¢ipova ovo se vrijeme moze produljiti i do nekoliko minuta, $to omogucava tzv. napad hladnog
pokretanja (eng. cold boot attack). Nakon naglog hladenja memorijskih ¢ipova, napadac gasi
raCunalo te zatim memorijske Cipove prikljuéuje na racunalo posebno pripremljeno za
stvaranje preslike glavne memorije ili jednostavno pokrece napadano racunalo s prijenosnog
medija na kojem se nalazi operacijski sustav s alatima za forenzi¢ko kopiranje memorije.

Kako bi se izbjegli ovi nedostaci, raCunalo ne treba ostavljati uklju¢enim bez nadzora te treba
onemoguciti gasenje racunala metodom spavanja i hibernacije. Pri spavanju, glavna memorija
racunala zadrzava sav sadrzaj, Sto omogudava ranije spomenute napade. Prilikom hibernacije
racunalo se gasi, ali prethodno sadrzaj memorije pohranjuje na disk. Sigurnost podataka
izravno ovisi 0 nacinu na koji alat za Sifriranje upravlja ovim procesom. Ukoliko alat prije
gasenja racunala Sifrira i pohranjeni sadrzaj memorije, podaci su zasti¢eni. Ako se pak on ostavi
nesifriran, racunalo je zapravo izloZzeno poveéanom riziku jer je hibernacija odradila dio posla
za napadaca i unaprijed mu pripremila datoteku s preslikom memorije u kojoj moze pronaci
kriptografski klju¢ za desifriranje svih podataka.

Posebnu paZnju treba posvetiti i sigurnosti ostalih korisni¢kih racuna na racunalu. Zbog
Cinjenice da se za Sifriranje podataka na disku koristiti samo jedan kriptografski kljug, svi
korisnici racunala nakon uspjesne prijave u pravilu imaju potpuni pristup kljuéu. Za postizanje
Zeljene razine zastite potrebno je dosljedno se pridrzavati pravila o minimalnoj slozenosti
korisnicke lozinke.

Na kraju, potrebno je imati u vidu i ¢injenicu kako nije moguce postiéi potpunu sigurnost. Uz
dovoljno motivacije, pripreme i vremena za nesmetano djelovanje, fizicki pristup racunalu
napadacu pruza brojne moguénosti napada.

Jedan od napada koje napadac moze izvesti je tzv. napad zle sluskinje (eng. evil maid attack)
(3) (4). Ime napada dolazi od scenarija u kojem Zrtva ostavi svoje rac¢unalo u hotelskoj sobi i u
njenoj odsutnosti ,zla sluskinja“ koja ima pristup sobi neometano mijenja racunalo. ,Zla
sluskinja“, tj. napadac, mijenja nesifrirani dio diska koji sluZi za poéetno pokretanje ra¢unala
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(objasnjen u odjeljku 1.1) tako da kada korisnik upise svoju lozinku, ona se posalje napadacu
ili zapiSe negdje gdje ju napadac kasnije moze procitati.

Za uspjesan napad nije potrebno ni mijenjati sadrzaj diska — bududi da se sigurnost Sifriranja
oslanja na sigurnost lozinke za otklju¢avanje, ugradnjom hardverskog uredaja za snimanje
pritisnutih tipki (eng. keylogger) ili postavljanjem skrivenih kamera napada¢ moZe saznati
korisni¢ku lozinku. Onog trenutka kada napada¢ sazna lozinku, korisnik se vise ne moze
oslanjati na bilo kakvu zastitu podataka prilikom krade ili neovlastenog pristupa disku.
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4 Zakljucak

Sifriranje diska korisna je mjera zastite podataka od neovlastenog ¢itanja dok je racunalo
ugaseno. U ovom dokumentu objasnjena je tehni¢ka pozadina Sifriranja diska, pobrojani su
nedostaci tog postupka te su u nastavku dokumenta u prilogu opisani postupci koriStenja
Siroko dostupnih alata za Sifriranje cijelog diska na naj¢eSce koriStenim operacijskim
sustavima.

Kao i brojne druge sigurnosne mijere, Sifriranje diska nije savrSeno, no uz razumijevanje
postupka Sifriranja diska te njegovih prednosti i nedostataka moguce je podici zastitu svojih
podataka na vrlo visoku razinu. Danas su alati za Sifriranje diska u pravilu integrirani s
postojec¢im operacijskim sustavima, lako ih je koristiti i gotovo da ne utje¢u na brzinu rada
sustava tako da je Sifriranje cijelog diska korisna i pristupacna opcija za sve korisnike koji Zele
zastititi svoje podatke.
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6 Prilog — koriStenje alata za Sifriranje diska

Ovo poglavlje opisuje kako Sifrirati cijeli disk pomocu Siroko dostupnih alata. Opisani su alati
za Windows, Mac OS X i Linux operacijske sustave:

e BitLocker
e FileVault
e Linux Unified Key Setup (cryptsetup, dm-crypt)

e VeraCrypt

6.1 BitLocker

BitLocker je softver za Sifriranje diska integriran u Microsoft Windows operacijski sustav.
Koristi AES algoritam za Sifriranje u CBC ili XTS nacinu rada s klju¢em od 128 ili 256 bita.

BitLocker je dostupan u sljedec¢im inacicama Microsoft Windows operacijskog sustava:
e Windows Vista i Windows 7 — Enterprise i Ultimate inacice
e Windows 8i 8.1 — Enterprise i Pro inacice
e Windows 10 — Enterprise, Pro i Education inacice
e Windows Server 2008 i novije Windows Server inacice

U nastavku je opisan postupak Sifriranja cijelog diska pomocdu BitLocker-a.
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Control Panel Home

e System and Security
Network and Internet
Hardware and Sound
Programs

User Accounts and Family
Safety

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

Korak 1:

Ako korisnik ima jednu od navedenih inacica Microsoft Windows operacijskog sustava koja
sadrZi BitLocker, mogucée ga je ukljuciti otvaranjem Upravljacke ploce (Control Panel) i
odabirom Sustava i sigurnosti (System & Security). Konacno, potrebno je odabrati BitLocker

Drive Encryption.

* 7 h« System and Security » BitLocker Drive Encryption v &

Control Panel Home

See also
& TPM Administration
9 Disk Management

Privacy statement

Korak 2:

U BitLocker izborniku potrebno je odabrati Turn on BitLocker ¢ime se provjerava jesu li svi

@ ~ 1 ® » ControlPanel » System and Security v ¢

Search Control Panel

Action Center
Review your computer's status and resolve issues
O Change User Account Control settings | Troubleshoot common computer problems

Windows Firewall

Check firewall status | Allow an app through Windows Firewall

System
View amount of RAM and processor speed 0 Allow remote access
See the name of this computer

e & ¥

Launch remote assistance

Windows Update
Turn automatic updating on or off
View update history

Check for updates | Install optional updates

Power Options
Require a password when the computer wakes
Change when the computer sleeps

Change what the power buttons do

File History

Save backup copies of your files with File History | Restore your files with File History

BitLocker Drive Encryption
Manage BitLocker

Storage Spaces
Manage Storage Spaces

KLy & §

Search Control Panel

BitLocker Drive Encryption
Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive
C: BitLocker off )

;=_ @ Turn on BitLocker

-

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.

uvjeti za Sifriranje diska zadovoljeni.
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X
~ o
ﬁ?ﬁ BitLocker Drive Encryption (C:)
Control
Choose how to unlock your drive at startup th BitLocker.
o Some settings are managed by your system administrator.
To help keep your data more secure, you can have BitLocker prompt you to enter a password or insert a
USB flash drive each time you start your PC.
—> Insert a USB flash drive
—> Enter a password
alsq
® TPMAd
@ Disk Ma
Privacy Cancel
Korak 3:

Ako je provjera uspjesna, potrebno je odabrati nadin na koji ¢e se otkljucati disk prilikom
pokretanja operacijskog sustava. Moguce opcije su USB medij ili lozinka. ,,USB medij“ znadi da
¢e se na USB memoriju pohraniti klju¢. Za otkljucavanje diska potrebno je u racunalo svaki put

prikljuciti USB. Ove upute opisuju koristenje lozinke za otklju¢avanje diska.

X
o r
& g BitLocker Drive Encryption (C:)
Control
Create a password to unlock this drive th BitLocker.
You should create a strong password that uses uppercase and lowercase letters, numbers, symbols, and
spaces.
Enter your password
[ 80 see |
Reenter your password
I S8ssssee I
ee also|
9 TPMES Tips for creating a strong password.
@ Disk Ma
Privacy Cancel
Korak 4:

Potrebno je odabrati i unijeti lozinku (pod pretpostavkom da je odabran taj nacin).

Verzija 1.00
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% BitLocker Drive Encryption (C:)

Control o

How do you want to back up your recovery key? th BitLocker,

o Some settings are managed by your system administrator.

A recovery key can be used to access your files and folders if you're having problems unlocking your PC.
It's a good idea to have more than one and keep each in a safe place other than your PC.

—> Save to your Microsoft account
—> Save to a USB flash drive
—> Save to a file
—> Print the recovery key
€ 3lso)
9 TPMAq How can | find my recovery key later?
@ Disk Ma
Privacy

Next Cancel

Korak 5:

Potrebno je odabrati kako sigurno spremiti klju¢ za oporavak. Taj klju¢ omogucuje pristup
disku ako dode do problema s glavhom metodom otklju¢avanja (USB medij ili lozinka). Ako se
i USB medij odnosno lozinka i taj kljuc izgube nece visSe biti mogucde pristupiti podacima.

]
X
<« R
<« '-‘Pb BitLocker Drive Encryption (C:) o
Control
Choose how much of your drive to encrypt th BitLocker.
If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.
If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.
Encrypting the entire drive ensures that all data is protected-even data that you deleted but that might still
contain retrievable info.
(O Encrypt used disk space only (faster and best for new PCs and drives)
(@ Encrypt entire drive (slower but best for PCs and drives already in use)
also)
$ TPMAd
@ Disk Ma
e Cancel

Korak 6:

Odabir Sifriranja cijelog diska ili samo koristenog dijela (tj. naknadno Sifriranje ,praznog”
prostora kada se popuni). Preporuca se Sifriranje cijelog diska kako bi prethodno izbrisane
podatke bilo nemogucée rekonstruirati. Naime, prilikom uobi¢ajenog brisanja datoteka, njihov

se sadrZaj zapravo ne briSe, ve¢ ostaje na disku. Bit ¢e prepisan novim podacima tek kad za
njih zatreba prostor na disku.
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* ker Drive Encryption — O
X
« P
& B9 BitLocker Drive Encryption (C:) ©
Control
Choose which encryption mode to use th BitLocker.
Windows 10 (Version 1511) introduces a new disk encryption mode (XTS-AES). This mode provides
additional integrity support, but it is not compatible with older versions of Windows.
If this is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode.
If this is a fixed drive or if this drive will only be used on devices running at least Windows 10 (Version 1511)
or later, you should choose the new encryption mode
(® New encryption mode (best for fixed drives on this device)
(O Compatible mode (best for drives that can be moved from this device)
See alsol
© TPMAd
@ DiskMa
Privacy Cancel
Korak 7:
Odabir nacina Sifriranja, preporuca se sigurniji XTS-AES nacin.
* BitLocker Drive Encryption -
X
« r
& B BitLocker Drive Encryption (C:) )
Control
Are you ready to encrypt this drive? th BitLocker.

Encryption might take a while depending on the size of the drive.

You can keep working while the drive is being encrypted, although your PC might run more slowly.

)
[ Run BitLocker system check

The system check ensures that BitLocker can read the recovery and encryption keys correctly before
encrypting the drive.

BitLocker will restart your computer before encrypting.

Note: This check might take a while, but is recommended to ensure that your selected unlock method
works without requiring the recovery key.

See alsol
€ TPMAd
& Disk M4

Privacy

Korak 8:

Preporuca se odabrati pokretanje BitLocker provjere sustava (BitLocker system check). To je
dodatna provjera da ¢e sve funkcionirati prije samog Sifriranja diska.
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&

« v A By« System and Security > BitLocker Drive Encryption v 0 Search Control Panel P

| Panel H ; x ?
Homta e BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

% BitLocker Drive Encryption X

¢ a The computer must be restarted

Restart ater

Manage BitLocker

Fixed data drives

Removable data drives - BitLocker To Go
See also
9 TPM Administration
& Disk Management

New Volume (E:) BitLocker off

Privacy statement

Korak 9:

Potrebno je ponovno pokrenuti racunalo kako bi Sifriranje zapocelo.

BitLocker

Enter the password to unlock this drive

Press the Insert key to see the passw as you type.

Press Enter to continue

Press Esc for BitLocker recovery

Korak 10:

Od sada je potrebno unijeti lozinku kako bi se otklju¢ao disk i nastavilo pokretanje operacijskog
sustava.
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0 Bitocker Dive Encayption

< v A QQ « System and Security > BitLocker Drive Encryption v

Control Panel H 2 : =
sl BitLocker Drive Encryption

o Search Control Panel P

r:.ﬁ Encrypting...
Drive C: 7.5% Completed
=]

Close

Manage BitLocker

B¢ BitLocker Drive Encryption X

ly protecting your drives with BitLocker.

pur recovery key
pssword
lassword
itLocker

Fixed data drives
See also . .
© TPM Administration Removable data drives - BitLocker To Go
& Disk Management New Volume (E:) BitLocker off

Privacy statement

Korak 11:

Nakon sto je pokrenut operacijski sustav moguce je provjeriti napredak Sifriranja diska (Control

Panel — System & Security — BitLocker)
Q! BitLocker Drive Encryption
v 4 * <« System and Security > BitLocker Drive Encryption v

| Panel H . g 3
Sotisa] Fanel Fiaren BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with

BitLocker.

Operating system drive

C: BitLocker on

Change password
9 Remove password
O Turn off BitLocker

ol S .
am
See also Fixed data drives
& TPM Administration
@ Disk Management Removable data drives - BitLocker To Go
TS New Volume (E:) BitLocker off
Korak 12.

BitLocker je uspjesno uklju¢en i disk je Sifriran.

Verzija 1.00 NCERT-PUBDOC-2018-1-351
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6.2 FileVault

FileVault je softver za Sifriranje diska ugraden u Mac OS X operacijski sustav. Prvi puta se
pojavljuje u inacici Mac OS X 10.3 Panther. U prvotnom izdanju mogao je Sifrirati samo
korisnikov osobni (eng. home) direktorij upotrebom CBC (eng. cipher-block chaining) nacina
operacije Sifre (eng. block cipher mode of operation). U kasnije verziama Mac OSX-a
integrirana je naprednija verzija programa koja moze Sifrirati cijeli disk koristeci sigurniji XTS-
AES nacin operacije Sifre.

U nastavku je opisan postupak Sifriranja cijelog diska alatom FileVault.

0o System Preferences
|« » || ShowAl | Q|
e — £4) -
B & o IETTINC I O |
General Desktop & Dock Mission Language Security Spotlight  Notifications
Screen Saver Control & Region & Privacy

S W " m L - A

CDs & DVDs Displays Energy Keyboard Mouse Trackpad Printers & Sound
Saver Scanners
yZ:
Ink
(¢
L3 A
iCloud Internet Network Sharing

Accounts

Users & Parental App Store Dictation Date & Time  Startup Time Accessibility
Groups Controls & Speech Disk Machine

Korak 1:

Kao Sto je receno, FileVault je integriran u Mac OS X operacijski sustav i nije ga potrebno
instalirati veé¢ samo aktivirati. Programu se pristupa otvaranjem System Preferences prozora
(pritiskom na ikonu u gornjem lijevom kutu ekrana, tj. na Apple simbol i u padaju¢em izborniku
odabir System preferences) i odabirom Security & Privacy ikone.
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@00 Security & Privacy
| <> || ShowAll | Q

i General Firewall = Privacy |

N FileVault secures the data on your disk by Turn On FileVault
£ @\ encrypting its contents automatically.
» ‘ WARNING: You will need your login password or a recovery key to access your data.
A recovery key is automatically generated as part of this setup. If you forget both
your password and recovery key, the data will be lost.

FileVault is turned off for the disk “Macintosh HD".

[9] Click the lock to make changes. Advanced ?

Korak 2:

U Security & Privacy izborniku potrebno je odabrati FileVault podizbornik pa zatim simbol
lokota u donjem lijevom kutu podizbornika. Sustav tada pita korisnika za administratorsku
lozinku te nakon uspjesnog unosa mogude je ukljuciti FileVault pritiskom na do tada sivu tipku
Turn On FileVault....

N O 0O Security & Privacy

N The recovery key is a “safety net” which can be used to unlock the
£ @\ disk if you forget your password.
\

Make a copy and store it in a safe place. If you forget your password and lose the
recovery key, all the data on your disk will be lost.

FR5A-HGYX-3LB2-FOTW-UC86-QV7Z

?) Cancel Back Continue |
43 -
71 Click the lock to prevent further changes. Advanced... (?

Korak 3:

Nakon ukljucivanja FileVault-a generira se sigurnosni klju¢. Pomocu njega moguce je otkljucati
disk u sluc¢aju zaborava lozinke. Preporuka je napraviti kopiju sigurnosnog klju¢a i pohraniti ju
na sigurnu lokaciju. Ako se kljuc i lozinka izgube biti ée nemoguce otkljucati disk i svi podaci
na njemu ce biti izgubljeni.
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000 Security & Privacy

Show All

N \ Apple can store the recovery key for you.

49 If you need the key and cannot find your copy, you can contact Apple to retrieve it.
| To protect your privacy, Apple encrypts the key using the answers to three questions
e you provide*.

() Store the recovery key with Apple
(Do not store the recovery key with Apple
*Apple can only decrypt the recovery key using exact answers. If you cannot provide
these answers, then Apple will be unable to access the key. Answer attempts may be

restricted. Apple is not responsible for failing to provide the recovery key. Fees may
apply, subject to support eligibility.

(~

Cancel | Back | Continue

p =
U™ Click the lock to prevent further changes. Advanced... (?

Korak 4:
Apple nudi moguénost cuvanja sigurnosnog klju¢a kako ne bi doslo do situacije da korisnik
izgubi svoje podatke.

000 Security & Privacy

Show All S

Click “Restart” to restart the Mac and begin the encryption process.

~ ~  After restarting, you can use your Mac while the encryption process takes place. Return
to Security & Privacy preferences to check on the progress.

Cancel | Restart

your password and recovery key, the data will be lost.

FileVault is turned off for the disk “Macintosh HD".

'F :
] Click the lock to prevent further changes. Advanced... (2

Korak 5:

Zadnji korak je ponovno pokretanje racunala. Nakon Sto se sustav podigne zapocinje Sifriranje
diska.

Napomena: FileVault ni u jednom trenutku ne traZi korisnika da eksplicitno upise lozinku za
otkljucavanje diska, vec¢ pri sljedecoj korisnickoj prijavi automatski koristi upisanu lozinku.
Svaki korisnik desifrira disk istom lozinkom kojom se prijavijuje na sustav i ne treba nista
posebno pamtiti.
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Security & Privacy

| General Firewall = Privacy

FileVault secures the data on your disk by Turn Off FileVault...
encrypting its contents automatically.

FileVault is turned on for the disk “Macintosh HD".

A recovery key has been set.

Encrypting... ]

25 minutes remaining

L3
@ Click the lock to make changes. Advanced... @
Korak 6:
Prikaz napretka Sifriranja.
800 Security & Privacy
[« > ][ ShowaAll | Q
| General Firewall = Privacy

FileVault secures the data on your disk by Turn Off FileVault...
encrypting its contents automatically.

FileVault is turned on for the disk “Macintosh HD".

A recovery key has been set.

Encryption finished.

H Click the lock to make changes. Advanced... @

Korak 7:

Sifriranje diska je gotovo i podaci su zasticeni.
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6.3 Linux Unified Key Setup (cryptsetup, dm-crypt)

Linux Unified Key Setup (LUKS) je specifikacija za Sifriranje diskova, originalno stvorena za Linux
operacijske sustave. LUKS propisuje standardni format za zapisivanje podataka potrebnih za
Sifriranje diska. On je neovisan o platformi te ga mogu koristiti razli¢iti alati. Takav pristup
omogucava kompatibilnost izmedu razlicitih programa i, Sto je jos vaznije, osigurava da svi oni

implementiraju Sifriranje diska na siguran i dokumentiran nacin.

Implementacija LUKS standarda za Linux temelji se na softveru cryptsetup i dm-crypt. Takoder

postoji i LibreCrypt, implementacija LUKS-a za Microsoft Windows.

U nastavku ¢e biti prikazan najéesci postupak Sifriranja diska na Linux operacijskim sustavima
koji se sastoji od ukljucivanja Sifriranja prilikom same instalacije operacijskog sustava. Prikazan
je konkretan postupak za operacijski sustav Ubuntu Linux 16.04, no koraci se u pravilu ne

razlikuju znacajno za ostale distribucije.

) Install (as superuser)

Welcome

Espafiol
Esperanto
Euskara
Francais
Gaeilge
Galego
Hrvatski

islenska e

Italiano

Kurdi Try Ubuntu Install Ubuntu

Latviski
Lietuviskai

Magyar You can try Ubuntu without making any changes to your computer, directly from

Nederlands B

Norsk bokmal
MNorsk nynorsk operating system. This shouldn't take too long.
Polski

Portugués

You may wish to read the releas

Or if you're ready, you can install Ubuntu alongside (or instead of) your current

Korak 1:

Kao Sto je spomenuto, Sifriranje se ukljucuje prilikom instalacije operacijskog sustava — za

instalaciju je potrebno odabrati Install Ubuntu.
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™ Install (as superuser)

Preparing to install Ubuntu

Download updates while installing Ubuntu

This saves time after installation

Install third-party software for graphics and Wi-Fi hardware, Flash, MP3 and other media
This software is subject to license terms included with its documentation. Some is proprietary

Fluendo MP3 plugin includes MPEG Layer-3 audio decoding technology licensed from Fraunhofer IS and Technicolor SA.

Quit Back Continue

Korak 2:

Prikazan je odabir opcija za nadogradnju softvera tokom instalacije te instalacije dodatnog
softvera. Te opcije ne utjecu na Sifriranje diska.

® nBE e

Install (as superuser)

Installation type

This computer currently has no detected operating systems. What would you like to do?

© Erasedisk and install Ubuntu
Warning: This will delete all your programs, documents, photos, music, and any other files in all operating systems.

Encrypt the new Ubuntu installation for security
You will choose a security key in the next step
Use LVM with the new Ubuntu installation

This will set up Logical Volume Management. It allows taking snapshots and easier partition resizing.

Something else
You can create or resize partitions yourself, or choose multiple partitions for Ubuntu.

Quit Back Install Now

Korak 3:

Ovo je prvi korak koji se odnosi na samo Sifriranje, potrebno je odabrati da nova Ubuntu
instalacija bude Sifrirana (Encrypt the new Ubuntu installation for security).
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® t B0 o

™ Install (as superuser)

Choose a security key:

Disk encryption protects your files in case you lose your computer. It requires you to enter a security key each
time the computer starts up.

Any files outside of Ubuntu will not be encrypted.

Choose a security key: | 90000009 Strong password
Confirm the security key: | 90000000 of
warning: If you lose this security key, all data will be lost. If you need to, write down your key and keep itin a
safe place elsewhere

For more security: Overwrite empty disk space

The installation may take much longer.

Quit Back Install Now

Korak 4:

Potrebno je odabrati lozinku za otklju¢avanje diska. Takoder je korisno ukljuciti opciju ,,prepisi
slobodan prostor na disku“ (Overwrite empty disk space) kako bi se prethodno zapisani podaci
na disku prepisali Sto onemogucuje njihovu rekonstrukciju.

* B o

a security

Disk encryption protects your files in case you lose your computer. It requires you to enter a security key each
time the computer starts up.

Any Files outside of Ubuntu will not be encrypted

Choose asecurity key: | 90000000 Strong password

™ Write the changes to disks?

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make further
changes manually.

The following partitions are going to be formatted:

LVM VG ubuntu-vg, LV root as ext4
LVM VG ubuntu-vg, LV swap_1 as swap

Go Back Continue

Korak 5:

Ako korisnik nije siguran u opcije koje je odabrao ili Zeli neSto promijeniti to je joS uvijek
moguce pritiskom na ,povratak” (Go Back)
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@ o

Install (as superuser)

Where are you?

Continue

Korak 6:

Odabir lokacije (nije vezano uz Sifriranje diska).

T @ o

Install (as superuser)

Keyboard layout

Choose your keyboard layout:

English (Ghana)

English (Nigeria) English (US) - Cherokee

English (South Africa) English (US) - English (Colemak)

English (UK) English (US) - English (Dvorak alternative ir
English (us) - English (Dvoral)
Esperanto English (US) - English (Dvorak, internation:
Estonian English (US) - English (Macintosh)

Faroese English (US) - English (Programmer Dvorak|
Filipino English (US) - English (US, alternative inter

Type here to test your keyboard

Detect Keyboard Layout

Korak 7:

Odabir rasporeda tipkovnice (nije vezano uz Sifriranje diska).
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Install (as superuser)

Who are you?

Your name:

Your computer's name:

The name it uses when it talks to other computers.

Pick a username:
Choose a password:

Confirm your password:

Log in automatically
© Require my password to log in
Encrypt my home folder

Korak 8:

Kreiranje korisnika — takoder nije vezano uz Sifriranje diska jer se disk otklju¢ava posebnom
lozinkom koja je neovisna o lozinci korisnika.

Install (as superuser)

Welcome to Ubuntu

Fast and full of new features, the latest
version of Ubuntu makes computing easier
than ever. Here are just a few cool new things
to look out for...

* Installing system

Korak 9:

Tijekom instalacije se i disk Sifrira.
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® t B o) &

Py

Installation Complete
0 Installation is complete. You need to restart the computer in order to use the new installation.

Restart Now

Korak 10:

Po zavrsetku instalacije disk je Sifriran te je potrebno ponovno pokrenuti racunalo.

Please unlock disk sda5_crypt

Korak 11:

Pri pokretanju racunala potrebno je unijeti lozinku odabranu u koraku 4 kako bi se disk
,otklju¢ao” (desifrirao) te se nastavilo podizanje sustava.
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ubuntu®

Korak 12:

Uspjesan unos sigurnosnog kljuca.

O 1y B ) 2048 &

Guest Session

ubuntu® 16.04 LTS

Korak 13:

Racunalo je uspjesno pokrenuto kada se pojavi ekran za prijavu korisnika.
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6.4 VeraCrypt

VeraCrypt je softver za Sifriranje diska nastao na temelju popularnog ukinutog softvera za istu
svrhu TrueCrypt 7.1a. Kao i TrueCrypt, VeraCrypt je softver otvorenog koda sto mu daje veliku
vjerodostojnost u usporedbi sa zatvorenim rjeSenjima.

Po pitanju funkcionalnosti, moze se reéi da je VeraCrypt jednostavno nadogradena inacica
TrueCrypt-a. U usporedbi s prethodno opisanim alatima, VeraCrypt ima podrsku za najvedi
broj operacijskih sustava — podrzava Microsoft Windows, Mac OS X, Linux i FreeBSD.

U nastavku je opisan postupak Sifriranja cijelog diska pomoéu VeraCrypt-a na Microsoft
Windows operacijskom sustavu. S obzirom na to da VeraCrypt za razliku od prethodno
opisanih alata ne dolazi integriran s operacijskim sustavom, opisani postupak je podijeljen u
dva dijela: instalaciju i koriStenje.

6.4.1 Instalacija

%! User Account Control

Do you want to allow the following program to make
& changes to this computer?

« Program name:  VeraCrypt Setup
™=~ Verified publisher: IDRIX
File origin: Downloaded from the Internet

(¥) Show details E

Change when these notifications appear

Korak 1:

Prvo je potrebno preuzeti VeraCrypt sa sluzbene Web stranice te pokrenuti ga.
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’|L' encrypt » Downloads

" Please read the license terms L
Ml Desktop S 28932KB
B s You must accept these license terms before you can use, extract, or install VeraCrypt, v
4 Recent Plac:
IMPORTANT: By checking the checkbox below, you accept these icense terms and signify that you
understand and agree to them. Please dlick the ‘arrow down' icon to see the rest of the license.
4 Libraries
VeraCrypt License 7
@ Documents E
‘5 Music Software distributed under this license is distributed on an "AS IS BASIS WITHOUT WARRANTIES OF
pi ANY KIND. THE AUTHORS AND DISTRIBUTORS OF THE SOFTWARE DISCLAIM ANY LIABILITY.
=] Pictures ANYONE WHO USES, COPIES, MODIFIES, OR (RE)DISTRIBUTES ANY PART OF THE SOFTWARE IS, BY
. Videos SUCH ACTION(S), ACCEPTING AND AGREEING TO BE BOUND BY ALL TERMS AND CONDITIONS OF
THIS LICENSE. IF YOU DO NOT ACCEPT THEM, DO NOT USE, COPY, MODIFY, NOR (RE)DISTRIBUTE
THE SOFTWARE, NOR ANY PART(S) THEREOF.
/% Computer
VeraCrypt is multidicensed under Apache License 2.0 and the TrueCrypt License version 3.0, a
& verbatim copy of both licenses can be found below.
Network Y
[¥/1 accept the license terms
Crypt Installer
> ] [<oa
. VeraCrypt Setup 1.21 Date modified: 11/25/2017 8:51 PM Date created: 11/25/2017 8:51 PM

—~y 282 MB

8:53PM

my o
= s

Korak 2:

Prilikom pokretanja potrebno je prihvatiti uvjete koristenja.

O-O *|j » encrypt » Downloads - |‘, ' I Search Downloads pl
J Open _ Sharewithv _ Newfolder =~ [ @
S Favorit = T . . ze
)(l Deskt 3 28932 KB
op & Y
Select one of the modes. If you are not sure which to select, use the default mode. v

@ Downloads

‘% Recent Placg
G Libraries © Install

[5) Documents Select this option if you want to install VeraCrypt on this system.

& Music

[&5] Pictures © Bxiract

B videos

If you select this option, all files will be extracted from this package but nothing will be
installed on the system. Do not select it if you intend to enarypt the system partition or
% Computer system drive, Selecting this option can be useful, for example, if you want to run
VeraCrypt in so-called portable mode. VeraCrypt does not have to be installed on the
operating system under which it is run. After all files are extracted, you can directly run
mode).

QN the extracted file 'VeraCrypt.exe' (then VeraCrypt will run in portable
[ e | [ <Bak |[ mext> | [ cancel |
4 VeraCrypt Setup 1.21 Date modified: 11/25/2017 8:51 PM Date created: 11/25/2017 8:51 PM

w Application Size: 28.2 MB

Korak 3:

Potrebno je odabrati Install.
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[=]le | =]
OO ‘ & » encrypt » Downloads - | 5 | | Search Downloads Lo |
Organize = Open Share with » Mew folder ~ [ @
= VeraCrypt Setup 1.21 E=nE=R ==
- Favorites ize
Setup Options
M Desktop 28,932 KB
Here you can set various options to control the installation process.
% Downloads
“Z] Recent Plac
=3 Librari Please select or type the location where you want to install the VeraCrypt program files. If the
= Libranes specified folder does not exist, it will be automatically created.
@ Documents
d‘i Music C:YProgram Files\VeraCrypt), Browse...
[&=] Pictures
i Videos
Install for all users
Add VeraCrypt to Start menu
& Computer b
Add VeraCrypticon to desktop
P Assodate the .hc file extension with VeraCrypt
i Network Create System Restore point
WeraCrypt Installer
[ hep | [ <sack | nstal | [ cancel

VeraCrypt Setup 1.21 Date modified: 11/25/2017 8:51 PM

Application Windows Media Player i =2ME

Date created: 11/25/2017 8:51 PM

8:55PM
11/25/2017

S

Korak 4:

Potrebno je odabrati gdje ¢e VeraCrypt biti instaliran uz joS par opcija koje ne utje¢u na

vep . .
Sifriranje.
sr=r=]
( ;O | &8 » encrypt » Downloads - ‘ +5 | | Search Downloads ol
Organize Q Open Share with New folder =« [ o
& VeraCrypt Setup1.21 o | @[ ® e
W Favorites
i Favor fiing .
B Desttop Please wait while VeraCrypt is being installed .“/ AR
Wi 8
@ Downloads
1| Recent Place
Instaling C:\Program Files\veraCrypt\docs\hitml\en\Wear L eveling.html A
o Instaling C:\Program Files\veraCrypt\docs\himi\en \Whiripool. htmi
4 Libraries Instaling C:\Program Files\veraCrypt\docs\VeraCrypt User Guide.chm
= Adding registry er
%] Documents | 1550 regitry end] VeraCrypt Setup =
&' Music Adding registry enty
) Adding registry enty
[&=] Pictures Adding registry ent e ) .
i Videos Instaling VeraCryp VeraCrypt has been successfully installed.
Starting VeraCrypt -
Adding icon C:\Prog rypt.ink
N C Adding icon C:\Progd ryptExpander.|
[ Computer Adding icon C:\Prog rypt Website.u
Adding icon C:\Prog ] VeraCrypt.Irlfl
‘h n o Adding icon Ci\User| LS
Help fack Next Cancel
VeraCrypt Setup 1.21 Date modified: 11/25/2017 8:51 PM Date created: 11/25/2017 8:51 PM
Application Size: 28.2 MB
% . 8s6PM | |
- X 12507 |

Korak 5:

U konacnici,
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[= [@][=]
—
OU [18 » encrypt » Downloads ~ [ 44| [ Search Downtoads P

Organize = @ Open Share with = New folder = - Eﬂ @

; £ VeraCrypt Setup1.21 =Er=]rE=])
0 Favorites =

VeraCrypt has been successfully installed W
B Desktop i . X I . . o 28,932 KB
Flease consider making a donation. You can dick Finish anytime to dose the installer. -
4 Downloads

@
= Recent Placg

4 Libraries
| Documents VeraCrypt Setup @
Jﬁ Music
[ Pictures @ If you have never used VeraCrypt before, we recommend that you read
B Videos V' the chapter Beginner's Tutorial in the VeraCrypt User Guide, Do you

want to view the tutorial?

1% Computer

“! Metwork

‘eraCrypt Installer

i Help | < Back | Cancel

P Date created: 11/25/2017 8:51 PM

8:58 PM
11/25/2007 3

= S

Korak 6:
Korisno je procitati upute za pocetnike za bolje upoznavanje sa softverom.

6.4.2 Koristenje

(=]l ]=]
R [ I -
)=[8» o= 2|
\ VeraCrypt =] =[S
Organize v [ Volumes ISyslem Favorites Tools Settings Help Homepage £z ~ [T @
Ei it Partiti Drive... .
e Drive nerypt System Partition/Drive dthm  Type | |fe
v Permanently Decrypt System Partition/Drive
B Desktop =iA 28,932 KB
=L Resumne Interrupted Process
4 Downloads &RE: =
4 Recent Plac ;IF Create Hidden Operating Systern...
:'E Create Rescue Disk...
B i H:
Al Libraries & Verify Rescue Disk
(5 Documents () 3 Verify Rescue Disk Image
J’ Music =T
[ Pictures = L Mount Without Pre-Boot Authentication...
H videos e Change Password... =2
Set Header Key Derivation Algorithm...
- Computer -
Ci Properties... Wipe Cache
6‘, Metwork Volume Settings...
\C -
VenCr®t (7] Never save history [ Volume Toals... I [ Select Device... I
|[ Mount ]| “ Auto-Mount Devices ” “ Digmount All ” “ Exit ”
v VeraClyp T T CTCOTC LI I ST UL T I
w Application

9:00 PM

e i

11/25/2017

Korak 7:

Nakon otvaranja VeraCrypt-a, za Sifriranje cijelog diska potrebno je odabrati System — Encrypt
System Partition/Drive.
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[o[@][=]

"2 Recent P

- Libraries
@ Docume|
dﬁ Music
[=] Pictures
EE videos

1M Com puter

S~ e 5
£
DO s =Te )
Organize « Violumes System  Favorites Tools  Settings  Help Homepage E=
* VeraCrypt Volume Creation Wizard E’ ORl x|
34 Favorites
B Desktop Type of System Encryption
4 Downlog
(@ Mormal

Select this option if you merely want to encrypt the system
partition or the entire system drive.

() Hidden
It may happen that you are forced by somebody to decrypt the
operating system. There are many situations where you cannot
refuse to do so (for example, due to extortion). If you select
this option, you will create a hidden operating system whose
existence should be impossible to prove {provided that certain
guidelines are followed). Thus, you will not have to decrypt or
reveal the password to the hidden operating system. For a
detailed explanation, please dick the link below.

~ [

932 KB

[
M Nework VeraCrypt More information
H Mount ” “ Auto-Mount Devices ” H Dismount Al ” “ Exit ”‘
' VeraChyp P = E
In\ternet Ex;:lur‘er Size: 28.2MB
=1 B

Korak 8:

P

@

01 PM

11/25/2017

Preporuca se odabir tipa Sifriranja Normal. Za napredne korisnike moguce je odabrati Hidden
kako bi se sakrila ¢injenica da je disk Sifriran.

[=]l& =]

IEI'F'@L

Favorites Tools Settings Help Homepage

- 0 @

"2l Recent P

4l Libraries
@ Docume|
J’ Music
[E5] Pictures
B videos

- Computer

e‘j MNetwork

& VeraCrypt

QO
M VeraCrypt
Organize = Volumes  System
) * VeraCrypt Volume Creation Wizard
7. Favorites
Bl Desktop
4 Downlog

=eEs
Area to Encrypt

() Encrypt the Windows system partition

Select this option to encrypt the partiton where the currently
running Windows operating system is installed.

(@ Encrypt the whole drive

Select this option if you want to encrypt the entire drive on
which the currently running Windows system is installed. The
whole drive, induding all its partitions, will be encrypted except
the first track where the VeraCrypt Boot Loader will reside.
Anyone who wants to access a system installed on the drive, or
files stored on the drive, wil need to enter the correct
password each time before the system starts. This option
cannot be used to encrypt a secondary or external drive if
Windows is not installed on it and does not boot from it.

VeraCrypt

[ Heb | [ <Back |[ Mext> | [ Cancel |

932 KB

]

Dismount Al ” H Exit

o]

Korak 9:

B VeraCrypt Volume Creation Wizard

9:02 PM
11/25/2017

il il

Kako bi se Sifrirao cijeli disk, potrebno je odabrati Encrypt the whole drive.
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£l Recent P

4 Libraries
@ Docume|

J’ Music
(=] Pictures
B8 videos

- Computer

cj Metwork

\C

VeraCrypt

At the end of many drives, there is an area that is normally hidden
from the operating system {such areas are usually referred to as
Host Protected Areas). However, some programs can read and write
data from/to such areas.

WARNING: Some computer manufacturers may use such areas to
store tools and data for RAID, system recovery, system setup,
diagnostic, or other purposes. If such tools or data must be
accessible before booting, the hidden area should NOT be enarypted
(choose 'Mo' abave).

Do you want VeraCrypt to detect and encrypt such a hidden area (if
any) at the end of the system drive?

(== =]
Y ol -
v — 2|
GO e =Tels)
Organize « Volurmes  Systern  Favorites  Tools  Settings  Help Homepage E= «» [ @
“ VeraCrypt Volume Creation Wizard EI |||
W Favorites
B Desktop Encryption of Host Protected Area 932 KB
& Downlod

“ Mount “ H Auto-Mount Devices ” “ Dismount All “ H Exit ”‘
VeraClhe = = =
Application Size: 28.2 MB

@

= [ - |

[y

Korak 10:

Ovdje je potrebno odabrati No kako bi se

instalacija.

izbjegao

A R0

9:03 PM
11/25/2017

rizik kvarenja posebno prilagodenih

(=I=EEE]

- Computer

G‘ﬁ Metwork

\C

VeraCrypt

- Windows XP and Windows XP

- Windows ¥P and Windows Vista
- Windows and Mac 05 X

- Windows and Linux

- Windows, Linux and Mac 05 %

[, A |&’ P—— T [ P ol
i) \C VeraCrypt == =]
Organize * Volumes System Favorites Tools Settings Help Homepage = » [ @
“ VeraCrypt Volume Creation Wizard E==(E=]
W Favorites
B Desktop Number of Operating Systems 932 KB
& Downlod
=l Recent P| R Bt
Select this option if there is only one operating system installed
on this computer (even if it has multiple users).
.4 Libraries
5 pocume ) Multi-boot
‘Js Music Select this option if there are two or more operating systems
(=] Pictures installed on this computer.
i Videos For example:

T Asrommoevess ] |

Dismount All Exit

]

I

a R

Korak 11:

Ovdje je u pravilu potrebno odabrati Single-boot osim ako korisnik nije instalirao vise

operacijskih sustava.
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[=[@][=]
fa i |
»

G- B wxemm =Tels] L
Organize = Volumes System Favorites Tools  Settings  Help Homepage * [ @
% VeraCrypt Volume Creation Wizard = =

3 Favorites
M Desktop Encryption Options 932 KB
4 Downlog

"] Recent P Encryption Algorithm

[aes <) [ Test

7 Libraries FIPS-approved cipher (Rijndael, published in 1998) that may be
@ Docume] used by U.5. government departments and agencies to protect
K dassified information up to the Top Secret level, 256-bit key,
Jﬁ Music 128-hit blodk, 14 rounds (AES-256). Mode of operation is XTS.
[ Pictures
B videos
More information on AES Benchmark
14 Computer]
Hash Algorithm
i'" MNetwork VeraCrypt Information on hash algorithms
RIPEMD-160
[ wep | [ <Back |[ mext> | [ cancel |
H Mount ” “ Auto-Mount Devices “ H Dismount Al ” “ Exit ” ‘
W VeraClye T - 2
L S Size: 28.2 MB
Internet Explorer e

VJ |%LE;H [ o H o g, J0SPM I

11/25/2017

Korak 12:

Ovdje je moguce odabrati algoritam kriptografskog sazetka (eng. cryptographic hash
algorithm). Preporuca se SHA-256 kao siguran algoritam.

== =]
S~ T [
8 = 2|
uu ‘ % VeraCrypt E = @
Organize + | Volumes System Favorites Tools Settings Help Homepage - Eﬂ @
i “ VeraCrypt Volume Creation Wizard =] @ =4
W Favorites
B Desktop Encryption Options ,932 KB
4 Downlog
Zl Recent P Encryption Algorithm
[aEs <[ Test
i Libraries ggfpent 1996) that may be
@ Docume| Twofich agendes to protect
Camelia vel, 256-bit key,
J? Mu;\c AZ?(ETwuﬁsh f operation is XTS5,
(=] Pictures AES(Twafish(Serpent))
i Videos Serpent(AES)

Serpent({Twofish(AES
T —

.- Computer

Hash Algorithm
G‘; MNetwork Veracrypt nformation on hash algorithms
[ Hep | [ <Back [ MNext> | [ Cance |
H Mount ” H Auto-Mount Devices ” H Dismount All ” H Exit ”‘
e VeraClye & . -
au’jl Application Size: 28.2 MB

mhsﬂh‘\\ SO

Korak 13:

Ovdje je moguce odabrati algoritam Sifriranja. Preporu¢a se AES kao dobar kompromis
sigurnosti i brzine.

Verzija 1.00 NCERT-PUBDOC-2018-1-351 stranica 35/ 45



C=RT.hr

1M Com puter

not contain any names or dates of birth. It should not be easy to
guess. A good password is a randem combination of upper and lower
case letters, numbers, and spedal characters, suchas @ ~ =§* +
etc. We recommend choosing a password consisting of 20 or more
characters (the longer, the better). The maximum possible length is 64
characters.

[o e ][s=]
Y A I 10 L
8 — 2|
GO-% waemm o)
Organize + Volumes Systern Favorites Tools  Settings  Help Homepage E= ~ [ @
* VeraCrypt Volume Creation Wizard EI =
i Favorites
M Desktop Password 932 KB
& Downlog
%] Recent P Password:
Confirm:
- Libraries DU.SE keyfiles Keyfies...
@ Docume| [ Display password
[T use P
és Music
. Itis very important that you choose a good password. You should
) Pictures avoid choosing one that contains only a single word that can be found
EE Videos in a dictionary {or a combination of 2, 3, or 4 such words). It should

€ Network VeraCrypt

“ Mount ” H Auto-Mount Devices ” H Dismount Al ” “ Exit “‘
WV VeraClyp = - -
;d\ Application Size: 28.2 MB

e

[0 x|

Korak 14:

Potrebno je upisati lozinku za otklju¢avanje diska.

[o[@][=]
W) T [ 3
8 — £
Vs rvees Erersl
Organize « Violumes System  Favorites Tools Settings  Help Homepage Ez ~ [ @
* VeraCrypt Volume Creation Wizard E’ =
34 Favorites
M Deskiop Collecting Random Data 932 KB
4 Downlog
= Current pool content (partial)
i Recent Py Y A A R T
g op M A0 B o= fT dm Ay A pan e A o
4 Libraries P SRt e A A e T A A
P N T T )
= Docume| I N A VY B LT
o Music e e o e L
. I T el A Y AP L P PR
&) Pictures F T B e Y
B videos
[ Display pool content
LN it IMPORTANT: Move your mouse as randomly as possible within this
L AT S window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
dick Next to continue.
€ Network VeraCrypt
Randomness Collected From Mouse Movements
{ |
[ rep | [ <Back |[ mext> | [ cancel |
H Mount ” “ Auto-Mount Devices “ H Dismount All ” “ Exit ”‘
W VeraClye = - 2
- Application Size: 28.2 MB
ey e
i 8 * 11/25/2007

Korak 15:

U ovom koraku VeraCrypt generira kriptografske kljuceve. Korisnik moZe nasumi¢no pomicati
pokaziva¢ unutar prozora kako bi osigurao nasumicno (pa tako i sigurno) generiranje kljuceva.

Verzija 1.00

NCERT-PUBDOC-2018-1-351

stranica 36 / 45



C=RT.hr

%! User Account Control

Do you want to allow the following program to make
changes to this computer?

Program name:  VeraCrypt
Verified publisher: IDRIX
File origin: Hard drive on this computer

‘:’ Show details E

Change when these notifications appear

Korak 16:

Potrebno je dopustiti VeraCrypt-u da radi promjene na racunalu.

===
- | [ 11 . )
f 7 B>
N ¥ VeraCrypt o | = @
Organize + Volumes  System  Favorites  Tools  Settings  Help Homepage +~ i @
“ VeraCrypt Volume Creation Wizard EI s=) @
{ Favorites
B Desktop Keys Generated ,932 KB
& Downlod
'_. Recent P|
The keys, salt, and other data have been successfully generated. If
. ) you want to generate new keys, dick Back and then Mext. Otherwise,
i Libraries dick Next to continue.
@ Docume|
J’ Music
Header Key:
[E5] Pictures Master Key:
B8 Videos

[ Display generated keys {their portions)

1% Computer

€ Network VeraCrypt

I Help ] [ < Back ” Mext > J [ Cancel ]

“ “ Auto-Mount Devices ” H Dismount All “ “ Exit I”

Size: 28.2 MB

81 Lo ~ |

WE

Korak 17:

Moguce je vidjeti dio generiranih klju¢eva, no to nema znacajnu prakti¢nu vrijednost.
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K| Computer|

“j Metwork

[o[@][=]
Y T, i g ‘
B s — o
e ‘ < VeraCrypt == =]
Organize v | Volumes System Favorites Tools Settings  Help Homepage * [ ®
“ VeraCrypt Volume Creation Wizard [E=REc]
0 Favorites
M Desktop Rescue Disk 932 KB
& Downlog Before you can encrypt the partition/drive, you must create a
%l Recent P) VeraCrypt Rescue Disk (VRD), which serves the following purposes:
- If the VeraCrypt Boot Loader, master key, or other aritical datz gets
= | ibraries damaged, the YRD allows you to restore it (note, however, that you
= will still have to enter the correct password then).
@ Docume|
- If windows gets damaged and cannot start, the VRD allows you to
J’ Music permanently decrypt the partition/drive before Windows starts.
Pict
(] Pictures -The VRD will contain a badwp of the present content of the first
i Videos drive track {(which typically contains a system loader or boot manager)

and will allow you to restore it if necessary.

The VeraCrypt Rescue Disk 150 image will be created in the location
spedified below,

VeraCrypt

[~ skip Rescue Disk verification

C:Wsersencrypt\Documents\VeraCrypt Rescue [

[ mep | [ <Back |[ mMext> | [ cancel

I

Mount ” H Auto-Mount Devices ” H Dismount All Exit

T

I ]

VeraClyp F
Application

Size: 28.2 MB

Ge -

J [0 » |

L

Korak 18:

Potrebno je negdje pohraniti VeraCrypt disk za obnovu podataka. Ako se odredeni dio
podataka na disku oSteti, ovaj disk ¢e biti potreban za obnovu podataka.

4 Libraries
@ Docum

és Music

[= & ][=]
. T, 1l . |
L = Fel
uu | ¥ VeraCrypt EI = I@
Organize + Volumes System  Favorites Tools  Settings  Help Homepage [ ~ [ @
¥ VeraCrypt Volume Creation Wizard Ell = ‘@
i Favorites
Bl Desktop - Rescue Disk 932 KB
& Downloy =
%l Recent

VeraCrypt has found no CD/DVD burner connected to your computer. VeraCrypt needs a CD/DVD burner to burn a
bootable VeraCrypt Rescue Disk containing a backup of the encryption keys, VeraCrypt boot loader, original system
loader, etc,

We strongly recommend that you burn the VeraCrypt Rescue Digk.

[ Picture:

EE Videos

| Compute|

G'j Netwaork

1 have no CO/DVD burner but I will store the Rescue Disk 150 image on a removable drive (e.g. USE flash drive). l

I will connect a CD/DVD burner to my computer later. Terminate the process now. l

A CD/DVD burner is connected to my computer now. Continue and write the Rescue Disk. l

TIOSeTS T PP T OO e TS Ve e PRt et T TIOwWsE

[ hep | [ <Back || mext> | [ cancal |

Dismount Al

“ Mount

[ Asovomtpevees | |

J1

Exit

J

VeraClyp =
Application

Size: 28.2 MB

e

)| O] » |

Korak 19:

Moguce je odmah generirati CD ili pohraniti sliku za kasniju upotrebu.
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[o]l@][=]
P T Iif 3
5 — 2|
VU8 rew ECiEa
Organize ~ Volumes System Favorites Tools Settings Help Homepage =~ [l @
% VeraCrypt Volume Creation Wizard [a]= =]
W Favorites
B Desktop = s el 932 KB
8 Downloa VeraCrypt Volume Creation Wizard
=l Recent P ses:
. Please follow these steps: [
. /—IA t you
w4 Libraries 1) Connect a removable drive, such as a USB flash drive, to your ¥
@ Docume| computer now.
J) Musi u to
usic 2) Copy the VeraCrypt Rescue Disk image file
[E5] Pictures (C:\Users\encryptiDocuments\VeraCrypt Rescue Disk.iso) to the .
i Videos removable drive. :ager}
In case you need to use the VeraCrypt Rescue Disk in the future, you will
- Computer be able to connect your removable drive (containing the VeraCrypt tion
Rescue Disk image) to a computer with a COYDVD burner and create a
bootable VeraCrypt Rescue Disk by burning the image to a CD or DVD.
cj Metwork IMPORTANT: Mote that the VeraCrypt Rescue Disk image file must be
written to the CD/DVD as an ISO disk image (not as an individual file).
=
H Mount | H Auto-Mount Devices || H Dismount Al || H Exit ” ‘
VeraClyp = - .
- Size: 28.2 MB
Internet Explorer e
y o 9:20 PM
= .l A" i
ﬁ{ | wﬂ:] ‘ cl [ o H s
Korak 20:
. . . .v . .
Ispisan je dio uputa za koristenje diska za obnovu podataka.
(=& ][=]
L~ I
B — £
uu | ¥ VeraCrypt El = ‘@
Organize +  Volumes System Favorites Tools Settings Help Homepage - ~ [T ®
% VeraCrypt Volume Creation Wizard EI' = |@
W Favorites
B Desktop Rescue Disk 032 KB
& Downlog Before you can encrypt the partition/drive, you must create a
1____. Recent P WeraCrypt Rescue Disk (VRD), which serves the following purposes:
: - If the VeraCrypt Boot Loader, master key, or other critical data gets
= . . t
i Libraries VeraCrypt Volume Creation Wizard e
@ Docume|
& Musi pu to
use . WARNING: If you already created a VeraCrypt Rescue Disk in the past, it
=] Pictures /_Iﬁ cannot be reused for this system partition/drive because it was created t
BB Videos for a different master key! Every time you encrypt a system :ager}
partition/drive, you must create a new VeraCrypt Rescue Disk for it even
if you use the same password,
18 Computer tion
Ci\Userslencrypt\Documents \WeraCrypt Rescue [ Browse...
[ Hep | [ <Back |[ Mext> | [ cCance |
‘ [ Mount ” H Auto-Mount Devices ” H Dismount All ” H Exit ” ‘
VeraClye ,.. - .
Application Size: 28.2 MB
) i 9:21 PM
Bfe| [0] -] il

Korak 21:

11/25/2007 .

Za svaki Sifrirani disk potrebno je napraviti novi disk za obnovu podataka.
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= = S
O3+ = 2
M VeraCrypt EI‘ = I@
Organize | Volumes System Favorites Tools Settings Help Homepage - E;l ®
* VeraCrypt Volume Creation Wizard E’ (|

0 Favorites

Bl Desktop Wlpe Mode 932 KB

4 Downlog Wipe mode: [None (fastest) ']

| Recent P)

. Libraries
@ Docume|

J’ Music
[=] Pictures
E Videos

- Computer

cj Metwork

VeraCrypt

On some types of storage media, when data is overwritten with other
data, it may be possible to recover the overwritten data using
techniques such as magnetic force microscopy. This also applies to
data that are overwritten with their encrypted form (which happens
when VeraCrypt initially encrypts an unenarypted partition or drive).
According to some studies and governmental publications, recovery of
overwritten data can be prevented (or made very difficult) by
overwriting the datas with pseudorandom and certain non-random data
a certain number of times. Therefore, if you believe that an adversary
might be able to use such techniques to recover the data you intend
to encrypt, you may want to select one of the wipe modes (existing
data will NOT be lost). Note that wiping will MOT be performed after
the partition/drive is encrypted. When the partition/drive is fully
encrypted, no unencrypted data is written to it. Any data being
written to itis first encrypted on the fly in memory and only then is
the (encrypted) data written to the disk.

[ hep | [ <Bak |[ wet> | [ cancal |

VeraClyp -

[E— | T, | p——]

“..']I Application

Size: 282 MB

KEle | 5[0 -« |

i

Korak 22:

9:21 M
1172502017

Moguce je prepisati podatke prije Sifriranja kako bi se oteZala njihova rekonstrukcija. To u
pravilu nije potrebno i vecina korisnika ¢e biti zadovoljna s opcijom None (fastest).

[= [ ]l=]

= Recent P

4 Libraries
@ Docume|
J’ Music
[ Pictures

B videos

18 Com puter

‘-j MNetwork

VeraCrypt

% VeraCrypt EI‘ B I@
Organize v Volumes  System Favorites Tools  Settings  Help Homepage
* VeraCrypt Volume Creation Wizard E’ =
[ Favorites
B Deskiop System Encryption Pretest
& Downlog

Before encrypting your system partition or drive, VeraCrypt needs to
verify that everything works correctly.

After you dick Test, all the necessary components (for example, the
pre-boot authentication component, i.e. the VeraCrypt Boot Loader)
will be installed and your computer will be restarted. Then you wil
have to enter your password in the VeraCrypt Boot Loader screen
that will appear before Windows starts. After Windows starts, you will
be automatically informed about the result of this pretest.

The following device will be modified: Drive #0

If you dick Cancel now, nothing will be installed and the pretest will
not be performed.

[ hep | [ <Bak |[ Test | [ cancal |

Fe)
- 0O @

932 KB

-5

VeraClyp -

[E— | T, | p——]

Application

Size: 282 MB

Kl 50 - |

Korak 23:

U ovom trenutku ¢e se obaviti test komponenti za Sifriranje sustava.
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Korak 24:

£l Recent P

4 Libraries
@ Docume|

J’ Music

=] Pictures

EE Videos

1M Com puter

G'j Netwaork

[=])l= =]
P I 10 -
5 —= 2|
VU s reees o]
Organize + Volumes System Favorites Tools Settings  Help Homepage E= ~ [ @
b3
Wi Favorites ELEES
Bl Desktop ~ 932 KB
18 Downlod IMPORTANT MOTES - PLEASE READ OR PRINT (dlick 'Print’): F

Note that none of your files will be encrypted before you successfully restart your computer and start
Windows. Thus, if anything fails, your data will NOT be lost. However, if something does go wrong, you
might encounter difficulties in starting Windows, Therefore, please read (and, if possible, print) the
following guidelines on what to do if Windows cannot start after you restart the computer,

m

What to Do If Windows Cannot Start

Mote: These instructions are valid only if you have not started encrypting.

- If Windows does not start after you enter the correct password (or if vou repeatedly enter the correct
password but VeraCrypt says that the password is incorrect), do not panic. Restart (power off and on) the
computer, and in the VeraCrypt Boot Loader screen, press the Esc key on your keyboard {(and if you have
multiple systems, choose which to start). Then Windows should start (provided that it is not enarypted) and
WeraCrypt will automatically ask whether you want to uninstall the pre-boot authentication component.
Note that the previous steps do NOT work if the system partition/drive is encrypted (nobody can start
Windows or access encrypted data on the drive without the correct password even if he or she follows the
previous steps).

- If the previous steps do not help or if the VeraCrypt Boot Loader screen does not appear (before

Cem ] e

VeraCl

“ Mount ” H Auto-Mount Devices ” H Dismount All ” “ Exit

TF

‘?}I Application

= -
Size: 28.2 MB

e

=EN «

[s

9:24 PM
11/25/2007

Ispisane su upute koje je korisno procitati za slucaj da test bude neuspjesan i ne bude moguce
uspjesno pokrenuti racunalo.

Korak 25:

[= [ ]l=]
—~—— T [ .
- ' = pe
Vs e ces S
Organize v Volumes System  Favorites Tools  Settings  Help Homepage = ~ [ @
¥ VeraCrypt Volume Creation Wizard El = |@
0 Favorites
B Deskiop System Encryption Pretest 932 KB
& Downlog
2 Recent P Before encrypting your system partition or drive, VeraCrypt needs to
verify that everything works correctly.
After you dick Test, all the necessary components (for example, the
@l Libraries n —==—"%e VeraCrypt Boot Loader)
@ Docume| VeraCrypt Volume Creation Wizard | 28 | Lstarted, Then you wil
J’ Musi vpt Boot Loader screen
LEiC tter Windows starts, you will
[E5] Pictures Your computer must be restarted. of this pretest.
Videos
B Do you want to restart it now? #0
1% Computer plled and the pretest wil
i Yes ] [ No
‘-j MNetwork Ve
[ hep | [ <Bak || Test | [ cancal |
H Mount ” “ Auto-Mount Devices ” ‘ [ Dismount Al ” “ Exit ” ‘
. VeraChyp P = E
‘.&\ Application Size: 28.2 MB

Ore |

=IO |

e

Potrebno je odabrati Yes nakon ¢ega se racunalo ponovno pokrece ¢ime zapocinje test.
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UeraCrypt Boot Loader 1.:

Eeyboard Controls:
HidesShow Pa ord and PIM
Skip Authentication (Boot Manager)

Korak 26:

Potrebno je upisati lozinku za otklju¢avanje diska. Ukoliko je trazen i PIM, potrebno ga je
ostaviti praznim (samo stisnuti tipku Enter).

UeraCrypt Boot Loader 1.21

S and PIM
1 Skip Authentication (Boot Manager)

Korak 27:

U ovom koraku izvodi se klju¢ za Sifriranje klju¢a (KEK) iz upisane lozinke te na sporijim
racunalima moZze potrajati dulje (do par minuta). Taj postupak ¢e se izvoditi i prilikom svakog
bududeg pokretanja racunala, no on omogucava visu razinu sigurnosti od najceséeg napada na
Sifrirani disk — napada grubom silom.
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% VeraCrypt Volume Creation %ld E“E‘@
Pretest Completed

The pretest has been successfully completed.

WARNMING: Please note that if power supply is suddenly interrupted
while encrypting existing data in place, or when the operating system
crashes due to a software error or hardware malfunction while
VeraCrypt is encrypting existing data in place, portions of the data wil
be corrupted or lost. Therefore, before you start encrypting, please
make sure that you have backup copies of the files you want to
encrypt. If you do not, please back up the files now (you can dick
Defer, back up the files, then run VeraCrypt again anytime, and select
'System’ = 'Resume Interrupted Process' to start encrypting).

When ready, dick Encrypt to start encrypting.

VeraCrypt

Korak 28:

Test je uspjeSan, pojavljuje se upozorenje koje preporuca stvaranje sigurnosne kopije
podataka.

” | veraCrypt S

»

IF POSSIBLE, PLEASE PRIMT THIS TEXT (dick Print’ below). i

How and When to Use VeraCrypt Rescue Disk (After Encrypting)

m

1. How to Boot VeraCrypt Rescue Disk

To boot a VeraCrypt Rescue Disk, insert it into your CD/DVD drive and restart your computer. If the
VeraCrypt Rescue Disk screen does not appear (or if you do not see the 'Repair Options' item in the
‘Keyboard Controls’ section of the screen), it is possible that your BIOS is configured to attempt to boot
from hard drives before CD/OVD drives. If that is the case, restart your computer, press F2 or Delete (as
500N &5 you see a BIOS start-up screen), and wait until a BIOS configuration screen appears, If no BIOS
configuration screen appears, restart (reset) the computer again and start pressing F2 or Delete
repeatedly as soon as you restart (reset) the computer. When a BIOS configuration screen appears,
configure your BIOS to boot fram the CO/OVD drive first (for information an how to do so, please refer to
the documentation for your BIOS fmotherboard or contact your computer vendor's technical support team
for assistance). Then restart your computer, The VeraCrypt Rescue Disk screen should appear now. Mote:
In the VeraCrypt Rescue Disk screen, you can select ‘Repair Options' by pressing F8 on your keyboard.

I1. When and How to Use VeraCrypt Rescue Disk (After Encrypting) -

]

Korak 29:

Pojavljuju se i upute za koristenje diska za obnovu podataka koje je korisno imati ispisano.
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@ User Account Control

Do you want to allow the following program to make

Korak 30:

hanges to this computer?

Program name:  VeraCrypt
Verified publisher: IDRIX
File origin: Hard drive on this computer

'::\E'::' Show details l [ bs

Change when these notifications appear

Prije samog Sifriranja, potrebno je VeraCrypt-u dopustiti da radi izmjene na racunalu.

“ WeraCrypt Volume Creation Wizard E“ =l @

Encryption

Options

Wipe mode: | None (fastest)

Done | 0.211% Status | Encrypting Left [118 minutes

‘You can dick Pause or Defer anytime to interrupt the process of
encrypton or decryption, exit this wizard, restart or shut down your
computer, and then resume the process, which will continue from the
point it was stopped. To prevent slowdown when the system or
applications write or read data from the system drive, VeraCrypt
automatically waits until the data is written or read (see Status
above) and then automatically continues encrypting or decrypting.

VeraCrypt

More information

Korak 31:

Zatim pocinje samo Sifriranje diska.
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M VeraCrypt Volume Creation Wizard EI' [=] |@

Encryption

Options
Wipe mode: | None (fastest)

VeraCrypt Volume Creation Wizard

0 The system partition/drive has been successfully encrypted.
k- g

Mote: If there are non-systemn YeraCrypt volumes that you need to have ; our
mounted automatically every time Windows starts, you can set it up by r: the
mounting each of them and selecting 'Favorites' > "Add Mounted F
Volumne to System Favorites'), bt
fing.

Help < Badk Defer

Korak 32:

U konacnici pokazuje se sljededi prozor i Sifriranje je gotovo.
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