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1 Uvod

Racunala se svakim danom sve viSe koriste za komunikaciju. Ta komunikacija se odvija
preko racunalnih mreZa koriStenjem brojnih mreZnih protokola. Zato je vazno imati
mogucnost pregleda i analize mreZnog prometa.

Wireshark je najpoznatiji alat za snimanje i analizu mreZnog prometa. On omogucava
snimanje mreznog prometa odabranog mreZnog sucelja te njegovo interaktivno
pregledavanje i analizu. Wireshark prepoznaje viSe stotina protokola te ih u svom sucelju
prikazuje u strukturiranom i ¢itljivom formatu. Prva inacica alata nastala je 1998. godine
pod imenom Ethereal, no 2006. godine projekt mijenja ime u Wireshark. Wireshark je
slobodan softver (eng. free and open source) te je dostupan na vecem broju platformi,
ukljucujuci Microsoft Windows, Linux, macOS, Solaris i BSD.

Analiza mreZnog prometa vrlo je vazna u radu IT stru¢njaka. Neke od vaznih primjena su:

e Pomoc pri razvoju mreznih protokola
e Trazenje pogreSaka u implementaciji mreznih protokola
e Analiziranje ponasanja zlo¢udnih programa

Wireshark je takoder odli¢an alat za edukaciju i upoznavanje s osnovama rada racunalnih
mreZa i protokola.

Kao i gotovo svi drugi alati, Wireshark je moguce Koristiti i u zlonamjerne svrhe. U
odredenim situacijama, napada¢ pomoc¢u Wireshark-a moze prisluskivati mrezni promet
Zrtve te saznati njene povjerljive podatke ako promet nije Sifriran. Najveci rizik od
ovakvog prisluskivanja imaju beZi¢ne (npr. Wi-Fi) mreZe.

U ovom dokumentu bit ¢e prikazan postupak instalacije alata Wireshark te jednostavni
primjeri njegovog koriStenja - osnovno filtriranje paketa te analiza DNS i HTTP prometa.
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2 Instalacija i koristenje

2.1 Instalacija

Postupak instalacije alata Wireshark bit ¢e opisan za operacijski sustav Windows. Koraci
za instalaciju su sljedeci:

1. Prvo je potrebno preuzeti odgovarajucu inacicu Wireshark-a s ove poveznice. U
ovom primjeru to je ,Windows Installer (64-bit)“.

e - m] X
M Wireshark . Go Deep.
&« C' | @ Secure  https;//www.wireshark.org/#download r
I . )
NEWS  GetAcquaintedv GetHelpv Developv OurSponsor SharkFest
WIRESHARK d P P P

Download Wireshark

The current stable release of Wireshark is 2.4.3.

Stable Release (2.4.3) s Nov:

& Windows Installer (64-bit)
Windows Installer (32-bit)
Windows PortableApps® (32-bit)
macOS 10.6 and later Intel 64-bit .dmg
Source Code

Old Stable Release (2.2.11) « November 30, 2017

Documentation

More downloads and documentation can be found on the downloads page.

[Wireshark and the "fin" logo are registered trademarks of the Wireshark Foundation

Slika 1
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2. Nakon preuzimanja i pokretanja datoteke otvara se instalacijski prozor na
engleskom jeziku. Potrebno je kliknuti na Next za sljedeci korak.

M Wireshark 2.4.3 64-bit Setup

Welcome to Wireshark 2.4.3 64-bit
Setup

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click "Next' to continue.,

Next > Cancel

Slika 2

3. U sljede¢em koraku potrebno je sloZiti se s uvjetima koriStenja klikom na I agree.

M Wireshark 2.4.3 64-bit Setup

- pet
License Agreement
Please review the license terms before installing Wireshark 2.4.3 64-bit. ‘
Press Page Down to see the rest of the agreement.
il'hls text consists of three parts: ~

Part I: Some remarks regarding the license given in
Part II: The actual license that covers Wireshark,
Part III: Other applicable licenses.

When in doubt: Part II/III is the legally binding part, Part I is just
there to make it easier for people that are not familiar with the GPLv2.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Wireshark 2.4.3 64-bit.

Slika 3
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4. Potrebno je odabrati komponente koje Ce se instalirati kao Sto je prikazano na slici
te kliknuti Next.

M Wireshark 2.4.3 64-bit Setup —

Choose Components
Choose which features of Wireshark 2.4. 3 64-bit you want to install.

The following components are available for installation.

Select components to install:
Tshark

D Wireshark 1
@[] Plugins & Extensions
- [ Tools

.[¥] user's Guide

X

£

Description
Space required: 172,5MB

Wireshark Installer (tm)

< Back Next >

Slika 4

5. Zatim je potrebno odabrati gdje ¢e u sustavu biti stvorene poveznice na Wireshark
te kliknuti Next za sljedeci korak.

Verzija 1.00

M Wireshark 2.4.3 64-bit Setup —

Select Additional Tasks
Which additional tasks should be done?

Create Shortcuts
[ wireshark Start Menu Item
[[]wireshark Desktop Icon
Wireshark Quick Launch Icon
Wireshark Legacy Start Menu Item
Wireshark Legacy Desktop Icon
Wireshark Legacy Quick Launch Icon
File Extensions
(®) Assodate trace file extensions to Wireshark

Assodate trace file extensions to Wireshark Legacy

O None

Extensions: 5vw, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, mplog, out, pcap,
pcapng, pklg, pkt, rf5, snoop, syc, tpc, trl, trace, trc, vwr, wpc, wpz

Wireshark Installer (km)

< Back Next >

x

£

Slika 5
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6. U ovom koraku moguce je odabrati direktorij za instalaciju alata. Nakon odabira
potrebno je kliknuti Next.

M Wireshark 2.4.3 64-bit Setup — X
Choose Install Location
Choose the folder in which to install Wireshark 2.4, 3 64-bit. ‘

Choose a directory in which to install Wireshark.

Destination Folder

Browse...

Space required: 172,5MB
Space available: 132.0GB

< Back Next > Cancel

Slika 6

7. Kako bi Wireshark mogao snimati mreZne podatke na operacijskom sustavu
Windows, potrebno je instalirati program WinPcap. Klikom na Next prelazi se na
sljedeci korak.

Verzija 1.00

M Wireshark 24.3 64-bit Setup — X
Install WinPcap?
WinPcap is required to capture live network data. Should WinPcap be installed? ‘

Currently installed WinPcap version

WinPcap is currently not installe

Install
Install WinPcap 4.1.3
(Use Add/Remove Programs first to uninstall any undetected old WinPcap versions)

< Back Next > Cancel

Slika 7
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8. U ovom koraku moZe se odabrati i instalacija alata USBPcap za snimanje USB
prometa. U ovim primjerima on nece biti potreban, pa nije oznacen. Klikom na

Install pokrece se instalacijski prozor potrebnog programa WinPcap

(experimental)?
Currently installed USBPcap version
Instal

[]install USBPcap 1.2.0.3
(Use Add/Remove Programs first to uninstall any undetected old USBPcap versions)

Important notice
In case of issue after installation, please use the system restore point created or read
https: //github.com /desowin fusbpcap fissues/3

What is USBPcap?

< Back Cancel

M Wireshark 2.4.3 64-bit Setup — X
Install USBPcap?
USBPcap is required to capture USB traffic. Should USBPcap be installed ‘

Slika 8

9. Zatim je potrebno stisnuti Next kako bi se preslo na sljede¢i korak.

{7 WinPcap 4.1.3 Setup — X

Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will guide you through the entire WinPcap
installation.
For more information or support, please visit the WinPcap

home page.

http: //www.winpcap.org

Next > Cancel

Slika 9
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10. U sljede¢em koraku potrebno je sloziti se s uvjetima koristenja klikom na I agree.

(J? WinPcap 4.1.3 Setup — X

,.\ x" ° License Agreement
n caP Please review the license terms before installing WinPcap 4.1.3.

Press Page Down to see the rest of the agreement.

“opyright (c) 1999 - 2005 NetGroup, Politecnico di Torino (Italy). A
Copyright (c) 2005 - 2010 CACE Technologies, Davis (California).

Copyright (c) 2010 - 2013 Riverbed Technology, San Francisco (California).

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer,
2. Rgcistrbutipqs nbmary foym.nmst repr_odupe the above copyfight notice, this _Iist of w

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install WinPcap 4.1.3.

Nullsoft Install System v2.46

<Back || 1Agree | | cancel

Slika 10

11. Klikom na Install pocinje instalacija programa WinPcap.

() WinPcap 4.1.3 Setup — x
» Installation options
n ch Please review the following options before installing WinPcap
4.1.3

Mullsoft Install System v2.46

< Back Install Cancel

Slika 11

Verzija 1.00 NCERT-PUBDOC-2017-12-352 stranica9/17



C=RT.hr

12. Nakon zavrsSetka instalacije potrebno je kliknuti na Finish kako bi se zatvorio
prozor instalacije WinPcap-a i nastavila instalacija Wireshark-a.

(4?7 WinPcap 4.1.3 Setup —

Completing the WinPcap 4.1.3
Setup Wizard

WinPcap 4. 1.3 has been installed on your computer,

Click Finish to dlose this wizard.

Slika 12

13. Nakon $to je gotova instalacija Wireshark-a potrebno je kliknuti na Next te zatim
Finish.

M Wireshark 2.4.3 64-bit Setup —

Installation Complete
Setup was completed successfully. ‘
Completed
Extract: reordercap.exe ~

Qutput folder: C:\Program Files\Wireshark

Extract: capinfos.exe

Extract: capinfos.html

Output folder: C:\Program Files\Wireshark

Extract: rawshark.exe

Extract: rawshark. html

Output folder: C:'\Program Files\Wireshark

Extract: user-guide.chm

Completed v

Next >

Slika 13
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2.2 KoriStenje

Pokretanjem Wireshark-a pojavljuje se popis mreZnih sucelja racunala. U ovom primjeru
racunalo koristi beZi¢nu vezu, pa ¢e se dvoklikom na WiFi pokrenuti snimanje mreznog
prometa. Pocetni prozor Wireshark-a prikazan je na slici 14.

‘ The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4 =m ® % €] = ; E

= ~ . N

[ﬂ |A|J|JI‘,.-' a display filter ... <Ctrl-/> =3 '] Expression... +

Welcome to Wireshark

Capture

.using this filter: [ |Enter a capture filter ... '] All interfaces shown ~
Ethernet —

WiFi M

Bluetooth Network Connection __

Learn
User's Guide - Wiki - Questions and Answers * Mailing Lists

You are running Wireshark 2.4.3 (v2.4.3-0-g368balee37). You receive automatic updates.

#  Ready to load or capture

No Packets Profile: Default

Slika 14 - Pocetni prozor alata Wireshark
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Nakon toga otvara se glavni prozor alata te pocinje snimanje paketa na odabranom
mreznom sucelju, kako je prikazano na slici 15. Osnovni elementi sucelja su (od vrha
prema dnu) glavni izbornik, alatna traka s Cesto koriStenim radnjama, alatna traka za
filtriranje, popis paketa, detalji odabranog paketa te prikaz bajtova odabranog paketa. U
popis paketa dodaju se paketi kako dolaze odnosno odlaze s mreznog sucelja.

ﬂ Capturing from WiFi - O X
File Edit View Go Capture Analyze 5tatistics Telephony Wireless Tools Help
mae XC QeadEFEI - EQQQE
[ﬂ |.~'\|J|JI‘,.-'a display filter ... <Ctrl-/> =d '] Expression... +
No. Time Source Destination Protacol Length Info ~
= 1 0.000000 188.252.148.15 192.168.8.25 UDP 60 16666 » 64550 Len=13
2 8.000120 192.168.0.25 188.252.148.15 UpDp 57 64550 » 16666 Len=15
3 0.6088726 192.168.0.25 188.252.148.15 UpDp 55 64558 » 16666 Len=13
4 8.628163 188.252.148.15 192.168.8.25 UpDp 60 16666 » 64550 Len=13
5 1.0818438 188.252.148.15 192.168.8.25 UpDp 60 16666 » 64550 Len=13
6 1.818559 192.168.0.25 188.252.148.15 UpDp 57 64550 » 16666 Len=15
7 1.611177 192.168.0.25 188.252.148.15 UpDp 55 64558 » 16666 Len=13
8 1.630421 188.252.148.15 192.168.8.25 UpDp 60 16666 » 64550 Len=13
9 1.998663 188.252.148.15 192.168.8.25 UpDp 60 16666 » 64550 Len=13 v
AN A_NAN03IIC ANT A£0 A A0 A00 ACH AA0 AC Linn C37 SACCH L W o off = | 1C

Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface @

Ethernet II, Src: Technico 75:6d:af (b@:c2:87:75:6d:af), Dst: IntelCor_d7:cf:76 (©88:d4:0c:d7:cf:76)
Internet Protocol Version 4, Src: 188.252.148.15, Dst: 192.168.0.25

User Datagram Protocol, Src Port: 16666, Dst Port: 645580

Data (13 bytes)

08 d4 @c d7 cf 76 b@ c2 87 75 6d af 08 00 45 @0 ce...Ve. oLum. .l El
00 29 00 00 40 00 36 11 32 f7 bc fc 94 0f c@ a8 )..@6. 20
00 19 41 1a fc 26 @0 15 8d 9a 94 @5 @a d9 12 6d ALLELL Ll m
69 63 9a 6e 84 fc e9 00 00 00 0O 00 ic.n.... ....

© 7 wiFi: <live capture in progress> Packets: 188 - Displayed: 188 (100.0%) | Profile: Default

Slika 15 - Glavni prozor alata Wireshark
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Klikom na Zeljeni paket, pod pretpostavkom da ga Wireshark razumije, njegov sadrzaj
prikazuje se u strukturiranom obliku. Na slici 16 prikazan je ARP (engl. Address Resolution
Protocol) paket te je moguce vidjeti dijelove paketa uz nazive polja.

A Wi - O X
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
mEe X QuwmEF &= [EaqQaf
‘i ‘P‘\pph a display filter ... <Ctrl-/> 'l Expression... +
No. Time Source Destination Protocol Length  Info &
1564 290.279291 192.168.0.25 188.252.148.15 uop 57 64550 » 16666 Len=15
1565 290.425422 192.168.0.25 146.66.152.11 uop 126 65137 » 27018 Len=84
1566 290.906870 192.168.0.25 188.252.148.15 uop 55 64550 » 16666 Len=13
1567 290.923187 188.252.148.15 192.168.0.25 ubp 60 16666 » 64550 Len=13
1568 291.279441 188.252.148.15 192.168.0.25 ubp 60 16666 » 64550 Len=13
1569 291.279548 192.168.0.25 188.252.148.15 ubp 57 64550 » 16666 Len=15
157@ 291.478018 IntelCor d7:cf:76 Technico 75:6d:af ARP 42 Who has 192.168.0.17 Tell 192.168.0.25
1571 291.478953 Technico_75:6d:af IntelCor_d7:cf:76 ARP 42 192.168.0.1 is at b®:c2:87:75:6d:af
1572 291.909802 192.168.0.25 188.252.148.15 ubp 55 64550 » 16666 Len=13 “
173 Ana_aaa0na 100 ACa 140 ac 101 10 A ac unn £AAccce . cacca i 1
v Address Resolution Protocol (reply) ~

Hardware type: Ethernet (1)

Protocol type: IPv4 (8x06800)

Hardware size: 6

Protocol size: 4

Opcode: reply (2)

Sender MAC address: Technico 75:6d:af (b@:c2:87:75:6d:af)
Sender IP address: 192.168.0.1

Target MAC address: IntelCor d7:cf:76 (08:d4:0c:d7:cf:76)
Target IP address: 192.168.0.25

0000 08 d4 @c d7 cf 76 b@ c2 87 75 6d af 93 06 00 @l PR P || P

0010 08 00 06 04 00 02 [TININIAENI L c0 a8 00 @1  ...... T ...

0020 08 d4 @c d7 cf 76 c@ @8 @@ 19 ..... Yoo o

@ 7 sender MAC address (arp.src.hwi_mac), 6 bytes Packets: 11804 - Displayed: 11804 (100.0%) Profile: Default

Slika 16 - Detaljan pregled paketa

Wireshark nudi spremanje i ucitavanje snimljenih mreznih paketa kako bi se mogli
kasnije obradivati. Kako bi se paketi spremili potrebno je zaustaviti njihovo snimanje
pritiskom na crveni kvadrat u alatnoj traci te odabrati File — Save i spremiti datoteku pod
Zeljenim imenom.
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2.2.1 Filtriranje paketa

Kako broj paketa na mreZi moZe biti jako velik, potreban je nacin za laksi pronalazak
zanimljivih paketa. Jedna od glavnih znacajki Wireshark-a koja sluZi upravo za to su filteri
za prikaz odnosno snimanje paketa. Pakete je moguce filtrirati po [P adresama,
protokolima, priklju¢cima (eng. ports), sadrzaju paketa i sl.

Jednostavan i ¢esto koriSten primjer je filtriranje po IP adresama. Upisivanjem ,ip.src ==
93.184.216.34" u okvir za unos filtra u popisu paketa prikazuju se samo paketi kojima je
izvoriSna IP adresa 93.184.216.34. Ovakvo filtriranje paketa po izvoriSnoj IP adresi
prikazano je na slici 17.

A ~wiFi - O X
Eile Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help
mae X QumEF S —_ = QQqQQi
ip.src == 93.184.216.34 [<] | expression...  +

MNo. Time Source Destination Protocol Length Info

237 21.250242 93.184.216.34 192.168.0.25 TCP 66 80 > 61954 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1460 SACK..

246 21.361924 93.184.216.34 192.168.0.25 TCP 60 89 > 61954 [ACK] Seq=1 Ack=365 Win=147456 Len=0

247 21.362850 93.184.216.34 192.168.0.25 HTTP 1010 HTTP/1.1 200 OK (text/html)

Frame 237: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

Ethernet II, Src: Technico_75:6d:af (b@:c2:87:75:6d:af), Dst: IntelCor_d7:cf:76 (08:d4:0c:d7:cf:76)
Internet Protocol Version 4, Src: 93.184.216.34, Dst: 192.168.0.25

Transmission Control Protocol, Src Port: 8@, Dst Port: 61954, Seq: @, Ack: 1, lLen: @

08 d4 @c d7 cf 76 b@ c2 87 75 6d af 08 00 45 00 wee--v.. .um.. E.
00 34 @@ @0 40 00 36 06 de 28 5d b8 d8 22 c@ a8 LAL.@.6. N(].."..
00 19 @@ 58 f2 02 4a ad 63 cf b6 3f 2a 63 80 12 PR - P D A S
ff ff f6 3 00 00 02 @4 065 b4 01 01 04 62 01 @3  ........ ........
83 09 .-

o wireshark_9096FE4F-3A1E-4E42-A443-0846A0D0433CB_20171229065119_a10004 Packets: 542 * Displayed: 8 (1.5%) Profile: Default

Slika 17 - Filtriranje paketa po izvorisnoj IP adresi
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2.2.2 Analiza DNS prometa

DNS (eng. Domain Name System) je sustav koji povezuje IP adrese sa simbolickim imenima
koje je lakse pamtiti. Racunala medusobno komuniciraju koriStenjem IP adresa, tako da
raCunalo mora simboli¢ka imena (npr. cert.hr) prije koriStenja prevesti u IP adresu. Taj
proces prevodenja se odvija preko mreZe te ga je moguce analizirati u Wireshark-u.

Upisivanjem teksta ,dns“ u polje za filtriranje u Wireshark-u prikazat ¢e se samo DNS
promet. Na slici 18 odabran je DNS upit, te je vidljivo polje upita tipa A kojim se trazi IP
adresa za simbolicko ime cert.hr.

A =wiFi — | X
File Edit View Go Capture Analyze 5tatistics Telephony Wireless Tools Help
mae X Qe EZEF I == QQQEFE
[ﬂ|dns [X] '] Expression... +
No. Time Source Destination Protocol Length Info A
4524 230.265859 83.139.183.3 192.168.0.25 DNS 144 Standard query respo..
4558 230.358641 192.168.8.25 83.139.1083.3 DNS 77 Standard query @x774..
4559 230.367546 83.139.183.3 192.168.0.25 DNS 144 Standard query respo..
4749 238.870709 192.168.8.25 83.139.1083.3 DNS 67 Standard query @x2da..
4804 238.893049 83.139.183.3 192.168.0.25 DNS 83 Standard query respo..
]: 4830 238.895207 192.168.8.25 83.139.183.3 DNS 67 Standard query @xd93..
4869 238.912926 83.139.183.3 192.168.0.25 DNS 83 Standard query respo..
4870 238.913415 192.168.8.25 83.139.1083.3 DNS 67 Standard query @xl1e®..
4872 238.931519 83.139.183.3 192.168.0.25 DNS 118 Standard query respo.. v
[Response In: 4869] ~

Transaction ID: @xd937
Flags: 0x0100 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
v Queries
cert.hr: type A, class IN

b® c2 87 75 6d af @8 d4 Oc d7 cf 76 08 00 45 00 sooum... ...v. L EL
00 35 1la 5 00 00 80 11 a4 83 c0 a8 00 19 53 8b T S.
67 83 7 5 00 35 00 21 69 be d9 37 01 00 00 01 g....5.0i..7....

LR RCICE R ENOA 63 65 72 74 02 68 72 00 00N

01 08 01

O 7 Textitem (text), 13 bytes Packets: 5788 - Displayed: 138 (2.4%)|| Profile: Default

Slika 18 - Upit DNS prevoditelju
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2.2.3 Analiza HTTP prometa

Protokol pomoc¢u kojeg se prenose informacije na Webu naziva se HTTP (eng. HyperText
Transfer Protocol). U HTTP protokolu podaci se razmjenjuju neSifrirani, tako da se
korisnicima, kada god je to moguce, preporuca koristenje HTTPS protokola koji Sifrira
razmijenjene podatke. No, upravo zbog toga Sto podaci nisu Sifrirani, u Wireshark-u je
lako analizirati HTTP promet.

Upisivanjem teksta ,http“ u polje za filtriranje prikazat ¢e se samo paketi koje je
Wireshark prepoznao kao HTTP promet. Nakon posjeta Web stranice example.org, u
Wiresharku je moguce vidjeti HTTP zahtjev i odgovor. Na slici 19 odabran je odgovor za
detaljniji prikaz. Wireshark omogucuje interaktivan pregled polja karakteristicnih za
HTTP protokol. Tako je primjerice odabirom polja ,File Data“ moguce vidjeti HTML kod
Web stranice.

A =wiFi — | X
File Edit View Go Capture Analyze 5tatistics Telephony Wireless Tools Help
mae R QedEF &= EQQaiE

[ [nttp [X] ~| Expression...  +
No. Time Source Destination Protacol Length Info

67 7.908956 192.168.0.25 93.184.216.34 HTTP A84 GET / HTTP/1.1

69 8.016820 93.184.216.34 192.168.0.25 HTTP 1005 HTTP/1.1 208 OK (text..

Vary: Accept-Encoding\r\n A

X-Cache: HIT\r\n

Content-Length: 606\r\n

\rin

[HTTP response 1/1]

[Time since request: 8.107864000 seconds]

[Request in frame: 67]

Content-encoded entity body (gzip): 606 bytes -> 1270 bytes
File Data: 1270 bytes

Line-based text data: text/html v
< >
2000 - 21 6 : 6c 3 é <!doctyp e html>. A
0010 ; = 3 a 3c i ; <html>.< head>.

0020 ; 59 - 6 B = 6 <title >Example)
Pa30 1 69 3c . . E : Domain< /title>.
pe48 ; : ; : - <me

P050 ; et="utf-

P60 - 6 ; : <meta

ee7e B 6e C 5 iv="Cont

0080 b ) " conten

0090 . 5 5 html; ch

Frame (1005 bytes) Uncompressed entity body (1270 bytes)

O 7 File Data (http.file_data), 1270 bytes || Packets: 502 - Displayed: 2 (0.4%) || Profile: Default

Slika 19 - Odgovor Web posluzitelja
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3 Zakljucak

Wireshark je najpoznatiji besplatni alat za snimanje i analizu mreznog prometa. On
omogucuje detaljnu analizu velikog broja protokola te se razni IT stru¢njaci svakodnevno
sluZe njime. MreZni arhitekti ga koriste za dizajniranje mreZnih protokola, sigurnosni
strucnjaci za analizu sigurnosnih incidenata na mreZi, programeri za implementaciju
mreznih protokola te ima jos brojne primjene.

Wireshark je svoju primjenu naSao i u edukaciji. Kako je Wireshark besplatan te se
njegove osnovne znacajke mogu koristiti bez puno predznanja, idealan je za upoznavanje

s radom rac¢unalnih mreza.

U ovom dokumentu prikazane osnovne znacajke alata Wireshark, no i one su ve¢ dovoljne
za jednostavnu analizu velikog dijela mreZnog prometa.
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