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Ovaj dokument izradio je Laboratorij za sustave i signale Zavoda za elektronicke sustave
i obradbu informacija Fakulteta elektrotehnike i racunarstva Sveucilista u Zagrebu.

Ovaj dokument vlasni$tvo je Nacionalnog CERT-a. Namijenjen je javnoj objavi te se svatko
smije njime koristiti i na njega se pozivati, ali iskljucivo u izvornom obliku, bez izmjena,
uz obvezno navodenje izvora podataka. KoriStenje ovog dokumenta protivno gornjim
navodima povreda je autorskih prava CARNET-a, a sve navedeno u skladu je sa zakonskim
odredbama Republike Hrvatske.
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1 Uvod

Danasnji korisnici raCunala koriste sve veci broj mreznih servisa kao Sto su servisi
elektronicke poste, drustvene mreZe i servisi za kupovinu putem interneta. Za pristup
svom korisniCkom raCunu na takvim servisima, korisnici naj¢eS¢e moraju Kkoristiti
kombinaciju korisnickog imena (ili adrese e-poSte) te lozinke.

Kako ne bi morali pamtiti brojne lozinke, korisnici cesto koriste istu lozinku za sve servise.
Nazalost, to predstavlja ozbiljan sigurnosni rizik. U tom slucaju, ako napada¢ ukrade
lozinku korisnika na jednom servisu, moZe ju iskoristiti i za pristup drugim servisima.

Have I Been Pwned je Web servis sigurnosnog stru¢njaka Troya Hunta koji korisnicima
moZe prikazati stvarnu ozbiljnost ovog sigurnosnog rizika. Have I Been Pwned sadrZi bazu
podataka s informacijama o milijunima korisnickih racuna koji su ukradeni u napadima
na stotine razli¢itih mreznih servisa.

=] - O X
‘i Have | Been Pwned: Che: X

< C | @ Havel Been Pwned (Troy Hunt) [AU] | hitps://haveibeenpwned.com i ¢ @E ﬂ E’

Home  Notifyme Domainsearch  Who's been pwned  Passwords APl About Donate B I

'.--have i been pwned?

Check if you have an account that has been compromised in a data breach

email address pwned? ‘

@ Generate secure, unique passwords for every account = Learn more at 1Password.com

277 4,966,062,037 67,640 74,263,985

pwned websites pwned accounts pastes paste accounts

Largest breaches Recently added breaches

Onliner Spambot accounts Ep Smogon accounts

Exploit.In accounts HIAPK accounts

Na sluzbenoj stranici servisa korisnik moZe upisati korisnicko ime ili adresu e-poSte s
kojom se registrirao na neki mreZni servis. Zatim, pritiskom na tipku ,pwned?, servis ¢e
ispisati popis njemu poznatih krada podataka u kojima se nalazio i korisnicki racun s
upisanim korisni¢ckim imenom odnosno adresom e-poste.
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‘;-- Have | Been Pwned: Che: X

&« C | @ Have | Been Pwned (Troy Hunt) [AU] | https://haveibeenpwned.com w @EI - B

Breaches you were pwned in

A "breach" is an incident where data has been unintentionally exposed to the public. Using the 1Password password manager helps you
ensure all your passwords are strong and unique such that a breach of one service doesn't put your other services at risk.

Dropbox: In mid-2012, Dropbox suffered a data breach which exposed the stored credentials of tens of millions
of their customers. In August 2016, they forced password resets for customers they believed may be at risk. A
large volume of data totalling over 68 million records was subsequently traded online and included email
addresses and salted hashes of passwords (half of them SHA1, half of them berypt).

Compromised data: Email addresses, Passwords

Last.fm: In March 2012, the music website Last.fm was hacked and 43 million user accounts were exposed.
Whilst Last.fm knew of an incident back in 2012, the scale of the hack was not known until the data was
released publicly in September 2016. The breach included 37 million unique email addresses, usernames and
passwords stored as unsalted MD5 hashes.

Compromised data: Email addresses, Passwords, Usernames, Website activity

QuinStreet: In approximately late 2015, the maker of "performance marketing products” QuinStreet had a
number of their online assets compromised. The attack impacted 28 separate sites, predominantly technology
forums such as flashkit.com, codeguru.com and webdeveloper.com (view a full list of sites). QuinStreet advised
that impacted users have been notified and passwords reset. The data contained details on over 4.9 million
people and included email addresses, dates of birth and salted MD5 hashes.

Compromised data: Dates of birth, Email addresses, IP addresses, Passwords, Usernames, Website activity

tumblr: In early 2013, tumblr suffered a data breach which resulted in the exposure of over 65 million accounts.
The data was later put up for sale on a dark market website and included email addresses and passwords
stored as salted SHA1 hashes.

Compromised data: Email addresses, Passwords

277 4,966,062,037 74,263,985

pwned websites pwned accounts paste accounts

U gornjem primjeru moguce je vidjeti kako i poznati servisi koji ulazZu znacajne resurse u
sigurnost nisu sigurni od krade korisnickih podataka.

Nazalost, ni koriStenje razlicitih lozinki za svaki servis nije samo po sebi dovoljno. Ako
koristene lozinke nisu dovoljno sloZene, napada¢ moze dobiti pristup korisnikovom
racunu napadom uzastopnim pogadanjem (eng. brute-force attack). 1z tog razloga, osim
Sto bi lozinke trebale biti razliCite za razlicite servise, one bi trebale i biti sloZene. Drugim
rije¢ima, one bi trebale biti dugacke (desetak ili viSe znakova), trebale bi sadrzavati
razliCite vrste znakova (velika slova, mala slova, znamenke...) i sli¢no.

Kako bi se doskocilo problemu pamcdenja veceg broja sloZenih lozinki, koriste se tzv.
upravitelji lozinkama (engl. password managers) koji omogucavaju generiranje i pohranu
veceg broja sloZenih lozinki u Sifriranom obliku. Do lozinki u izvornom obliku se dolazi
poznavanjem samo jedne, glavne lozinke (engl. master password) koja omogucava
deSifriranje ostalih lozinki. Na taj nacin, krajnji korisnik mora zapamtiti samo jednu,
glavnu lozinku, ali moZe koristiti razlicite, sloZene lozinke za razliCite servise.

Jedan od takvih upravitelja lozinkama je i KeePass, alat otvorenog koda dostupan na
osobnim racunalima sa sustavima Windows, Linux i macOS. KeePass nudi jednostavno
sucelje za upravljanje podacima korisnickih racuna uz visoku razinu sigurnosti. U ovom
dokumentu bit ¢e objasnjen postupak instalacije te uobicajeno koriStenje alata KeePass.
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2 Instalacija alata KeePass

Instalacija ¢e biti opisana za operacijski sustav Windows 10, no postupak instalacije je
slican i na ostalim podrZanim operacijskim sustavima. Postoje dvije inacice programa
KeePass koje se paralelno razvijaju: inacica 1.x i inacica 2.x. InaCica 2.x nije kompatibilna
s inacicom 1.x, no nudi veci broj mogucnosti i preporucena je za nove korisnike. Na
starijim sustavima na kojima se inacica 2.x ne moZe pokrenuti, moguce je koristiti inacicu
1.x. U ovom dokumentu koristit ¢e se inaCica 2.38, izdana 9. sijec¢nja 2018.

Poveznice za preuzimanje alata KeePass dostupne su na sluZbenim stranicama alata. Za
preuzimanje alata, potrebno je pritisnuti tipku za odgovarajucu inacicu, zaokruZenu na
donjoj slici.

e - m] X
(@ Downloads - KesPass %
&« C | & Sigurno | https://keepass.info/download.html hid @u B 7
] Getting KeePass - Downloads
Here you can download KeePass:
K 2.38
KeePass Portable (2.38):
Password Safe
(@ |
Download Now I
e SourceForge - Trusted for SourceForge - Trusted for Open Source W
- ' a
@ rome & News nstaller EXE for Wi Portable KeePass 238 (ZIP Package)
& Forums Download the EX g " " Pinstallation | Download the ZIP package above and unpack it to your favorite location
program. You need local installation T1oRES Portable version on the  (USB stick, ...). KeePass runs without any additional installation and won't
@ Feature Lst right, if you don't have local installation rights). store any settings outside the application directory.
& Screenshots Supported operating systems: Windows Vista / 7 / 8 / 10 (each 32-bit and 64-bit), Mono (Linux, Mac OS X, BSD, ...).
ESheglieePass KeePass 1.35
[[] Downloads

Installer (1.35): Portable (1.35):
Hh Translations

Download Now Download Now

@ Plugins / Ext. SourceForge - Trusted for Open Source

KeePass 1.35 (Installer EXE for Windows)

SourceForge - Trusted for Open Source

Portable KeePass 1.35 [ZIP Package)

Information / WWW

Download the EXE file above, run it and follow the steps of the installation | Download the ZIP package above and unpack it to your favorite location
& Help program. You need local installation rights (use the Portable version on the | (USB stick, ...). KeePass runs without any additional installation and won't
@ o right, if you dom't have local installation rights). store any settings outside the application directory.

&= Security Supported operating systems: Windows Vista / 7 / 8/ 10 {each 32-bit and 64-bit), Wine.

1 Awards Unsure which edition (1.x or 2.x) to choose? See the Edition Comparison Table. See also the Development Status FAQ. If in

[ Links doubt, use KeePass 2.x.

D, Search

Other downloads and links:
Support KeePass

@ Donate Contributed/Unofficial KeePass Ports
— KeePassDroid (for Android)
KeePass2Android (fer Android)
KeepShare (for Android)
MiniKeePass (for iPhone / iPad)
iKeePass (for iPhone / iPad)
Passwordix (for iPhone [ iPad)
SyncPass (for iPhone / iPad)
MyKeePass (for iPhone / iPad) -

OooOoa@ne
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Nakon toga otvara se stranica na servisu SourceForge, s kojeg ¢e se automatski skinuti
instalacijska datoteka. Pokretanjem te datoteke zapocinje instalacijski proces.

% Download KeePass from X

& C | @ Sigumo | https://sourceforge.net/projects/keepass/files/KaePass%202.x/2.38/KeePass-2.38-Setup.exe/download?accel_key=77%3AcTccf398-3417-1128-a6bf-5254005 4adcEAuclick_id=cTeci726-3417-11e... ¥ | Gy m -

SOURCEFORGE

Articles Cloud Storage Internet Speed Test

/KeePass

KeePass

A lightweight and easy-to-use password manager
Brought to you by:

Get Updates Share Thi Problems Downloading? Learn more about NetCologne GmbH - Visit
re This roblems! ing?

Site

KeePass-2.38-Setup.exe | Scanned by: Bitdefender

Other Useful Business Software

Top 3 Projects in Office/Business
68 PortableApps.com  Portable software for cloud, local, and pertable USB drives
° See Project
269 Reviews Downloads: 629,194 This Week Last Update: 2 days ago

Apache OpenOffice  The free and Open Source productivity suite
279 Reviews Downloads: 505,059 This Week Last Update: 2018-01-23

Get latest updates about
Open Source Projects,
Conferences and News.
See Project

SignUp

19 Keepass-2.38-setupexe ~ Prikazisve | X

Nakon pokretanja izvrSne datoteke, u prvom koraku instalacijskog procesa alata KeePass
potrebno je potvrditi engleski jezik kao jezik instalacije pritiskom na tipku OK.

Select Setup Language -

Select the language to use during the
installation:

K Cancel
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Odabirom I accept the agreement kako bi se prihvatila licenca alata KeePass te pritiskom
na tipku Next prelazi se na sljedeci korak.

ﬁ' Setup - KeePass Password Safe

]
License Agreement

Please read the following important information before continuing.

Flease read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

KeePags: Copyright () 2003-2018 Dominik Reichl [<dominik.reichl@t-online. de =,

The software is distributed under the terms of the GMU General Public License
version 2 or later,

For acknowledgements and licenses of components/resourcesfetc. , see the file
'KeePass.chm'.

GMU GEMERAL PUBLIC LICEMSE
Version 2, June 1991

(®) I accept the agreement
{11 do not accept the agreement

Sada je potrebno odabrati direktorij u kojem ¢e se nalaziti datoteke alata KeePass. U ovom
primjeru ostavljen je direktorij zadan u instalacijskom procesu. Nakon eventualnog
mijenjanja instalacijskog direktorija pritiskom na Next prelazi se na sljede¢i korak.

ﬁ'_:’;! Setup - KeePass Password Safe — >
Select Destination Location
Where should KeePass Password Safe be installed?

Setup will install KeePass Password Safe into the following folder.

To continue, dick Mext. If you would like to select a different folder, didk Browse.

C:\Program Files (x86) \KeePass Password Safe 2 Browse...

At least 4,8 MB of free disk space is required.
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U ovom koraku moguce je odabrati dijelove alata KeePass koji ¢e se instalirati. Preporuca
se odabir svih dijelova, tj. bez mijenjanja postavki pritisnuti tipku Next za sljede¢i korak.

‘ﬁ! Setup - KeePass Password Safe — >

]

Select Components
Which companents should be installed?

Select the components you want to install; dear the components you do not want to
install. Clids Mext when you are ready to continue.

Full installation P

Core KeePass Application Files 3,6 MB
Help Manual 0,7 MB
Mative Support Library (KeePass 1.x) 1,3 MB
¥5L Stylesheets for KDBEX XML Files 0,1 MB
Optimize KeePass Performance 1,0 MB
Optimize KeePass On-Demand Start-Up Performance 0,1 MB

Current selection requires at least 7,7 MB of disk space.

Sada je mogucée odabrati postavljanje ikone na radnu povrSinu ili na traku za brzo
pokretanje programa. Nakon ovih neobaveznih postavki potrebno je pritisnuti tipku Next.

‘ﬁ! Setup - KeePass Password Safe — >

]

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing KeePass
Password Safe, then dick Mext.

Assodate KeePass with the .kdbx file extension:
Additional shortouts:

] Create a desktop shortout

[] Create a Quidk Launch shortout
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Zatim, moguce je provijeriti prethodno odabrane postavke te pritisnuti na tipku Install
kako bi zapocela instalacija alata KeePass.

ﬁ' Setup - KeePass Password Safe — >

Ready to Install
Setup is now ready to begin installing KeePass Password Safe on your computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: Fs
C:'\Program Files (x86) \KeePass Password Safe 2

Setup type:

Full installation

Selected components:
Core KeePass Application Files
Help Manual
Mative Support Library (KeePass 1.x)
%51 Stylesheets for KDEX XML Files
Optimize KeePass Performance
Optimize KeePass On-Demand Start-Up Performance W

Sada zapocinje instalacija alata KeePass koja u pravilu ne traje dugo:

Installing
Flease wait while Setup installs KeePass Password Safe on your computer,

Optimizing KeePass performance. ..

| Cancel |

Nakon sto je zavrSila instalacija datoteka, pokazuje se zadnji korak u instalacijskom
procesu koji se izvrSava pritiskom na Finish.
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ﬁ! Setup - KeePass Password Safe —

Completing the KeePass
Password Safe Setup Wizard

Setup has finished installing KeePass Password Safe on your
computer. The application may be launched by selecting the
installed shortcuts,

Click Finish to exit Setup.

{ aunch KeePassi

Pri prvom pokretanju alata KeePass pojavljuje se prozor u kojem je potrebno omogucditi
ili onemoguditi automatsko provjeravanje dostupnosti novih inacica programa.
Preporucljivo je odabirom Enable ukljuciti automatsko provjeravanje kako bi se KeePass
drzao azurnim i sigurnim.

KeePass

@ Enable automatic update check?

KeePass can automatically check for updates on each program
start.

—Z'r Enable (recommended)

— Disable

o Automatic update checks are performed unintrusively in the
background. A notification is only displayed when an update is
available. Updates are not downloaded or installed automatically.

Mo perscnal information is sent to the KeePass web server,
KeePass just downloads a small version information file and
compares the available version with the installed version.
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3 KorisStenje alata KeePass

U ovom poglavlju bit ¢e opisane uobicajene radnje korisnika u alatu KeePass: stvaranje
baze podataka u koju se spremaju unosi (podaci o korisnickim ra¢unima, npr. korisnicko
ime i lozinka) te dodavanje i brisanje takvih unosa.

3.1 Stvaranje baze podataka

Prije dodavanja unosa u KeePass potrebno je stvoriti bazu podataka. Baza podataka bit ¢e
Sifrirana te ¢e se podacima u njoj mod¢i pristupati iskljucivo koriStenjem glavne lozinke
(eng. master password). Na donjoj slici prikazan je izgled pocetnog zaslona alata KeePass
prije stvaranja baze podataka.

(@ KeePass - O >
File Edit View Tools Help
d & & .
Title User Mame Password URL Motes
0 of 0 selected Ready:.
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Da bi se stvorila baza podatka potrebno je odabrati File u glavnhom izborniku te pritisnuti

na New.
@ KeePass - O X
File Edit View Tools Help
[ New... Ctrl+N a o
dr iy User Mame Password URL Motes
Open Recent 3
Close Ctrl+W
Save Ctrl+S
Save As
Database Settings...
Change Master Key...
Print... Ctrl+P
Import...
& Export...
Synchronize
8| LockWorkspace Ctrl+L
@ Exit Ctrl+ 0
0 of 0 selected Ready:.

Sada se prikazuje prozor u kojem se korisnika obavjestava kako Ce se stvoriti datoteka za
bazu podataka. Treba zapamtiti gdje se ona nalazi te redovito stvarati sigurnosne kopije
(engl. backup) kako se ne bi izgubili podaci o korisnickim ra¢unima u slucaju neke greske
ili kvara na racunalu. Pritiskom na OK prelazi se na sljedeci korak.

Verzija 1.00
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@ Keer - O
File Edit View Tools Help
& a .
KeellJlass b Notes

o New Database

Your data will be stored in a KeePass databace file, which
is a regular file, After clicking [OK], you will be prompted
to specify the location where KeePass should save this
file.

It is important that you remember where the database
file is stored.

You should regularly create a backup of the database file
(onto an independent data storage device).

Cancel

I 0 of 0 selected Ready.

U ovom koraku potrebno je odabrati ime datoteke baze podataka te direktorij u koji ¢e se
ona spremiti. Nakon odabira pogodnog imena i mjesta datoteke, klikom na Save prelazi
se na sljedeci korak.

@ Create Mew Password Database X
&« v » Local Disk (I} » lozinke w | O Search lozinke 2
Organise « New folder EEE g o
i, Local Disk (C) ™ Mame . Date modified Type Size

s Local Disk (D:)
- Local Disk (E2)
- Local Disk (F)
s Local Disk (G:)
e Local Disk (1)

Mo items match your search,

s Local Disk (1)
backup-stolni ke
davorsanja - slik
Filmovi
lozinke
mama laptop 14

mama laptop de v

File name; i
Save astype: |KeePass KDBX Files (* kdbx) e
~ Hide Folders Cancel

Pojavljuje se novi prozor u kojem je potrebno odabrati glavnu lozinku koja ¢e se koristiti
za Sifriranje, odnosno deSifriranje baze podataka. Potrebno je odabrati sloZenu lozinku i
time osigurati da potencijalni napadac koji dode u posjed Sifrirane baze podataka ne moze
bazu deSifrirati. Nakon upisivanja i potvrde lozinke, potrebno je pritisnuti OK za sljedeci
korak.
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@ Create Composite Master Key X

INozinke\moji_racuni kdbx

Q( Create Composite Master Key

Specify the composite master key, which will be used to encrypt the database.

A composite master key consists of one or more of the following key sources. All sources you specify will
be required to open the database. f you lose one source, you will not be able to open the database

arymare.

Master password: |uuuuuuuuuu | EI
Fepeat password: |nnnunununu |
Estimated quality: I 005 T 20ch.

[] Show expert options:

Help Cancel

U ovom koraku moguce je mijenjati postavke baze podataka. U karticama za sigurnost
(Security) i kompresiju (Compression) zadane postavke su dovoljno dobre, te ih nije
potrebno mijenjati. U poc¢etnoj kartici ovog prozora (General) moguce je imenovati bazu
podataka, dati joj opis te postaviti korisnicko ime koje ¢e automatski biti zadano pri
stvaranju novog unosa. Kako bi se to korisnicko ime postavilo potrebno ga je upisati u
polje oznaceno s Default user name for new entries. U ovom primjeru postavljeno je
korisnicko ime ivan.horvat.
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@ Create Mew Database - Step 3 >

'~ Database Settings

Here you can configure various database settings.

General Securty Compression Recycle Bin  Advanced

Database name:  |Maji racuni

Database description:

Default user name for new entries:  |ivan horvat

[] Custom database color:

Gubljenjem datoteke baze podataka ili njene lozinke gubi se i pristup upisanim
korisni¢kim racunima $to moZe predstavljati veliki problem. Kako bi se to sprijecilo,
KeePass preporucuje i omogucuje automatsko generiranje i ispisivanje obrasca za hitne
slucajeve (eng. Emergency sheet). Na njemu se nalaze polja u koja korisnik moZe upisati
lozinku baze podataka te mjesta na kojima je njena datoteka pohranjena (ukljucujuci
sigurnosne kopije datoteke). Na sljedecoj stranici prikazana je slika prozora u kojem je
moguce odabrati ispis klikom na Print ili preskakanje ovog koraka klikom na Skip.
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Emergency Sheet

A KeePass emergency sheet contains all important information that
is required to open your database, It should be printed, filled out
and stored in a secure location, where only you and possibly a few
other people that you trust have access to.

It is recommended that you create an emergency sheet for your
database,

Do you want to print an emergency sheet now?

' — Print
: KeePass will print an emergency sheet, which you can then
fill cut.

—> Skip

Nakon ovog koraka otvara se prozor s pregledom baze podataka, prikazan na donjoj slici.
KeePass je automatski stvorio dva unosa s primjerima korisnickih podataka:

(@ moji_racuni.kdbx - KeePass — O *
File  Edit View Tools Help
dEH| <€~ & b Q F- (@ -
& moji_racuni Title User Name Password URL Motes
Ef;n:ral {7 Sample En... User Name R https://keep... Motes
2% Windows : :
= Sample En... Michael321 s https://keep...
Q Metwork &5 B 2 -
@ Internet
= eMail

@4 Homebanking

0 of 2 selected Ready.
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3.2 Upravljanje podacima Korisni¢kih racuna

Lijevim klikom miSa na unos koji odgovara korisnickom racunu moguce je u donjem dijelu
prozora vidjeti podatke korisni¢kog rac¢una:

@ moji_racuni.kdbx* - KeePass — O pot
File Edit View Tools Help
JoH < 8ue-adar @ :
5 moji_racuni Title User Mame Password URL Motes
E E;nzral . 7 Sample En... User Name e https://keep... Motes
20 Windows y :
= + Sample En... Michael321 i https://keep...
[} MNetwork & Samp P P
@ Internet
=) eMail

@5 Hormebanking

Group: moji racuni, Title: Sample Entry, User Name: User Name, Password: = URL: https://keepass.info/, Creation
Time: 13.4.2018, 11:00:08, Last Modification Time: 13.4.2018, 11:00:08

Motes

1 of 2 selected Ready.

Iz sigurnosnih razloga lozinka nije prikazana u C(itljivom obliku, ve¢ je sakrivena
(prikazana zvjezdicama). Dvoklikom na polje u kojem se nalazi sakrivena lozinka, njen
sadrZzaj kopira se u meduspremnik (eng. clipboard) operacijskog sustava te se iz njega
automatski briSe nakon 12 sekundi. Na isti naCin moguce je kopirati korisnicko ime u
meduspremnik operacijskog sustava. Prije nego Sto se automatski izbriSe iz
meduspremnika, lozinku ili korisni¢cko ime moguce je kopirati u podrucje za njihov unos,
primjerice na Web stranici za prijavu u neki sustav. Lozinku je takoder moguce vidjeti i
promijeniti odabirom odgovarajuceg unosa te pritiskom na tipku Enter na tipkovnici ili
desnim klikom miSa na unos te pritiskom na Edit/View Entery. Tada se otvara prozor,
prikazan na slici niZe, u kojem je moguce vidjeti i mijenjati podatke korisnickog rac¢una.
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Za prikaz lozinke u izvornom obliku potrebno je pritisnuti ikonu s tri tocke:

(@) Edit Entry X

Q{ EditEntry

You're editing an existing entry.

Ertry  Advanced Propeties Auto-Type History

Title: |Sample Entry | lcan: ﬁ

User name: |User Mame

Password: | EEEEEEE] |

Repeat <l Show,
Quality: [ 14 bits Bch.

URL: |hﬁps::‘fkeepass.info," |
Motes: MNotes

[ Expires:  [13. 42018, 0:00:00 B-] 6]

o] cowe |

Brisanje unosa iz baze podataka moguce je ostvariti desnim klikom na njega, te odabirom
Delete Entry:
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(@ moji_racuni.kdbs - KeePass - O x

File Edit View Tools Help

UEH -8 0@-¢& | a & Search... v

Far moji_racuni Title User Name Password URL Motes
?ﬂ S\s::r;:ﬂ 4)53"”P'F En..._User Blame P hitps://keep... MNotes
E_j Network 4) Samp 'ty Copy User Name Ctrl+B https://keep...

é Internet 71 Copy Password Ctrl+C
\:ﬁ eMail URL(s) >
9 Homebanking 451 Perform Auto-Type  Ctrl+V
< Add Entry... Ctrl+
&/ Edit/View Entry.. Return
= Duplicate Entry Ctrl+ K
% Delete Entry Del
Selected Entries >
Select All Ctrl+A
Clipboard +
Rearrange 3

Group: moji_racuni, Title: Sample Entry, User Name: User Name, Password: = URL: https//keepass.info/, Creation
Time: 13.4.2018. 11:00:08, Last Modification Time: 13.4.2018. 11:00:08

Motes

1 of 2 selected Ready.

Nakon toga potrebno je potvrditi brisanje pritiskom na OK. U ovom primjeru obrisana su
dva automatski generirana unosa.

KeePass ot

..

) Are you sure you want to move the selected
= entry to the recycle bin?

- Sample Entry

[l Do not show this dialog again. ez Mo

Kako bi unosi bili bolje organizirani, moguce ih je pohraniti u grupe, vidljive u lijevom
dijelu glavnog prozora. U ovom primjeru bit ¢e dodan unos za Web stranicu pa ¢e zato biti
odabrana grupa Internet. Kako bi se stvorio novi unos, u glavnom izborniku glavnog
prozora potrebno je odabrati Edit pa zatim Add Entry.
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(@ moji_racuni.kdbx” - KeePass — O >
File Edit Yiew Tools Help
4 & & |<€- - -t A E- Search.. -
) moji_racuni Title User Mame Password URL MNotes
ﬁ General
i"‘_, Windows
Q Metwark
@ Internet 1y Copy User Name Ctrl+B
= eMail
Copy Password Ctrl+C
#% Homebanking e o
Recycle Bin URL(s) >
0 Perform Auto-Type Ctri+V
<t Add Entry... Ctrl+|
Edit/View Entry... Return
Duplicate Entry Ctrl+K
Delete Entry Del
Selected Entries 3
Select All Ctrl+A
Clipboard »
Rearrange »
0 of 0 selected | Ready.

Sada se otvara prozor u kojem je moguce upisati ime unosa (Title), korisni¢ko ime (User
name), lozinku (Password), URL na kojem se nalazi stranica za prijavu na servis (URL),
dodatne biljesSke (Notes) te je moguce postaviti i datum kada podaci za korisnicki racun

isticu.
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(@ Add Entry X

Add Entry

Create a new entry.

Ertry  Advanced Propeties Auto-Type History

Title: |Gmai| accourt | lcon: | b=

User name: |i1.rar1.hnn.rat |
Password: | n25xvd5TagbwE5BcasBx | s

Repes <&

Quality: I - bi- 20ch.

IRL: |https:ffwww.gmail.cnm

Motes:

[] Expires:  [13. 4.2018. 0:00:00 B-]a

#5 Toals Cancel

Lozinka je automatski generirana te sastoji se od 20 znakova, ukljuc¢ujuc¢i mala i velika
slova engleske abecede te znamenke. Pritiskom na ikonu Zutog klju¢a moguce je
promijeniti duljinu lozinke i vrste znakova koji se koriste pri njenom generiranju. Ovakva
lozinka dovoljno je sigurna te, ako servis prihvaéa lozinku u tom obliku, zadane postavke
generiranja lozinke nije potrebno mijenjati. Pritiskom na OK unos postaje dostupan u
alatu KeePass.

Sve izmjene u bazi podataka treba saCuvati prije izlaska iz alata KeePass. To se moze

ostvariti pritiskom na tipke Ctrli S na tipkovnici ili odabirom File u glavhom izborniku te
zatim pritiskom na Save.
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3.3 Automatsko upisivanje podataka korisnika

Kako bi se olakSao unos korisnickog imena i lozinke, KeePass nudi Auto-Type -
funkcionalnost automatskog upisa podataka. Pomocu te funkcionalnost moguce je zadati
naredbu alatu KeePass da automatski upise korisnicko ime i lozinku u obrazac na Web
stranici, u prozor programa za Citanje e-poste ili sli¢no.

Po pretpostavljenim postavkama, Auto-Type funkcionalnost upisuje korisnicko ime, zatim
tipku Tab, pa lozinku i konac¢no tipku Enter. Ovaj slijed radnji odgovara obrascima za
prijavu na velikom broju Web stranica i programa opcenito, no za neke ipak mora biti
izmijenjen. To je moguce ostvariti desnim klikom na unos, zatim na Edit/View entry te u
kartici Auto-Type odabrati Override default sequence i upisati Zeljeni slijed.

U istom prozoru, prilikom konfiguracije Auto-Type funkcionalnosti, preporuca se
ukljucivanje postavke Two-channel auto-type obfuscation. Time se unos korisni¢kog
imena i lozinke ne radi iskljucivo simulacijom upisivanja preko tipkovnice, ve¢ se dodatno
koristi i clipboard meduspremnik operacijskog sustava. Ovakva tehnika automatskog
upisivanja korisnic¢kih podataka sluZi kao prepreka potencijalno zlonamjernom softveru
na korisnikovom racunalu koje pokuSava otkriti lozinke Spijuniranjem pritisnutih tipka
i/ili clipboard meduspremnika.

Takoder je u istom prozoru korisno definirati ciljne prozore, tj. prozore na kojima se
korisnicki podaci trebaju mo¢i automatski upisati. To je moguce konfigurirati pritiskom
na tipku Add te upisom naslova prozora u Target window polje. Ako je Zeljeni prozor ve¢
otvoren, nije potrebno rucno upisivati njegov naslov, ve¢ ga je moguce odabrati iz
padajuceg izbornika. Unos naslova je fleksibilan - podrZan je i poseban znak ,*“ kojim se
oznacava bilo koji niz znakova (eng. wildcard), a za naprednije korisnike podrzani su i
regularni izrazi (eng. regular expressions).

Dodatna pojasSnjenja te razne mogucnosti vezane za upis slijeda radnji, konfiguraciju
ciljnih prozora te ostale Auto-Type postavke moguce je pronaci na pripadajucoj Web
stranici dokumentacije alata KeePass.
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@ NewDatabase.kdbx” - KeePass = O *
(@ Edit Entry

Q{ EditEntry

File  Edit

You're editing an existing entry.

I Genera
“\ Windo| Entry Advanced Properies Auto-Type History
Q Metwol
@ Intend Enable autotype for this entry
% ZMEII d () Inherit defautt auto4ype sequence from group
Yo Home
(® Ovemide default sequence:
|{USEHNAMEHTAB}HF‘FLSSWORDHENTEH} Edit
lUse custom sequences for specific windows:
Target Window Sequence Add
'Test Form - KeePass® (Default) Edit
Bemove
A
L 4
Group: MewDa ] Two-channel autotype obfuscation  What iz this?
https://keepas 5.2018.
13:21:36
25 Tools Cancel
1 of 2 selected [ Ready.

Na Web stranici alata KeePass nalazi se i obrazac pomocu kojeg je moguce ispitati Auto-
Type funkcionalnost. Ukoliko je za korisnicke podatke otvoreni prozor definiran kao ciljni,
za automatski upis podataka dovoljno je oznaciti polje za korisnicko ime i pritisnuti
kombinaciju tipki Ctrl, Alti A.

U suprotnom, potrebno je oznaciti polje za unos korisnickog imena te zatim otvoriti
KeePass. Tada je u glavnom prozoru alata KeePass potrebno oznaciti odgovarajuc¢i unos
pritiskom na njega. Konacno, pritiskom kombinacije tipki Ctrl i V ili desnim klikom miSa
na unos s podacima te odabirom Perform Auto-Type zapocCinje automatsko upisivanje
podataka korisnika. Rezultat automatskog upisivanja podataka korisnika prikazan je na
slici niZe.
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KeePass Help Center

| Na web-lokaciji keepass.info navodi se sljedece

The fo

User name:

KeePass Help Center
& Help Center Home

L'\_J Forums
|_] First Steps Tutorial

@

Test Form

Webfaorm for testing login mi

|©] Acknowledgements

User name:
Michael321
KeePass 1.x
JE Installation / Portability Password:
5] Translations senne
@y Plugins
Submit

+¥ Compatibility / SxS | | |

Reset

[] Error Codes

3.4 Dodaci alatu KeePass

KeePass je moguce proSiriti dodatnim funkcionalnostima

lowing dat

would have been submitted:

plugins). Na ovoj poveznici nalazi se sluzbeni popis dodataka alata KeePass:

koriste¢i dodatke (engl.

Adds support for SFTPR.

KeeAnywhere 23

Adds support for online storage providers.
KeeCloud 23

Adds support for online storage providers.
KeePassSync 23

Synchrenize using online storage providers.
KPDataSave (Dropbox) 3

Save your database in Dropbox.
KPGoogleSync 23

Synchrenize using Google Drive.

Getting KeePass
] Downlcads

B4 Translations
Plugins / Ext.

Information / Www

& Help KeePassOneDriveSync [Zd
@ FAQ Synchrenize using OneDrive.
CyberGate Password Vault Plugin 23
= Security Adds support for communicating with
CyberGate Password Vault.
{ Awards
[ Lnks
Utilities
2, Search AdvancedConnect
Allows to specify applications for direct
connections.
Emiport KeePass AutoTypeCustomFieldPicker 3
@ Donate Allows to pick a custom field during auto-

type.

AutoTypeSearch 23

Provides quick searching as enhancement
to global auto-type.

AutoTypeShow 3

Shows an entry after auto-typing.

Passafari Z3

Integrates KeePass and the Safari browser.

URL in Title Bar [d 3

Browser extensions that show the current

URL in the title bar (for multiple browsers).

KeePasser [id 23

Allows auto-typing into webforms based on

URLs (Internet Explorer and Maxthon).

KPFloatingPanel 3

Displays an always on top KeePass floating

panel.

KeePassHelper 23

Browser extension that retrieves credentials

from KeePass.

WebAutoType Ed

Allows auto-typing intc webforms based on

URLs (multiple browsers).

RDCAutoTypeAndTCATO 23

RDC auto-type support and improved TCATO

selection.

TCATO Placeholder 3

Allows to enable/disable TCATO per auto-

type sequence.

HotKeyEnabler 23§

Allows to define custom sequences of keys

system-wide with auto-type functionality.

KeeOtp

Generates TOTP authentication codes.

Tray TOTP 4

Generates TOTP authentication codes.

Character Copy 8
u Fllereect

Lok me &

(<] - u}
(@ Plugins - KeePass x
& C | & Sigurno Qv G E @ s
) KeePass Plugins and Extensions
Information about the plugin framework (installing plugins, security, ...) can be found on the pages Plugins for KeePass
1.x and Plugins for KeePass 2.x.
Backup & Synchronization & I0 Integration & Transfer Import —
KeePass Another Backup Plugin [if KeeForm [ 8 1P2KeePass I3 L
Password Safe Automatically backs up databases. Opens websites and fills in the login data Imports 1Password 1PIF files.
DB_Backup [{d automatically. AnyPassword Import D
Home Creates backups of databases. KeeFox 23 Imports CSV files exported by
413 Home & News DataBaseBackup 23 Bridge between KeePass and Firefox. ‘AnyPassword'. \f:) {
Creates backups of databases. PassIFox 24 CardFileKPPlugin 4
u Forums SimpleDatabaseBackup [Z3 Replaces the built-in Firefox password Imports CRD files created by 'Cardfile’.
Creates backups of databases. storage by KeePass. Codewallet 3 Import
Feature List IOProtocol Ext 23 ChromelPass 23 Imports TXT files exported by 'CodeWallet
. Adds support for SCP, SFTP and FTPS. Integrates KeePass and the Google Chrome  3'.
&y Screenshots sftpsync 23 browser. CodeWallet 6 Konverter

]
Converts TXT files exported by 'Codewallet
6' to importable CSV files.
eWallet Import [d
Imports TXT files exported by 'eWallet'.
eWallet Data Liberator Z3
Export data from 'ewallet’ and import it
into KeePass.
eWallet to KeePass Zd
Migrate 'eWallet’ data to KeePass.
Firefox to KeePass Password Importer
=
Imports passwords from Firefox into
KeePass.
KeePassBrowserImporter [Z3
Imports credentials from various browsers.
MSDN/TechNet Key Importer 23§
Imports MSDN/TechNet key files.
Oubliette Import [id
Imports Qubliette password database files.
PasscommImport 23
Imports Password Commander CSV files.
Password Minder Import Z3
Imports Password Minder data.
PINs Import [[3
Imports text files exported by 'PINs'.
PwsSafeDBImport [id
Directly import Password Safe database
files.
SafeInCloudImp E3
Imports SafeInCloud XML files.
SpmImport E

o &1

e

Kao Sto je

vidljivo na Web stranici, KeePass nudi dodatke za integraciju s raznim

servisima, za stvaranje sigurnosnih kopija, za integraciju s Web preglednicima i jo$ niz
dodataka koji mijenjaju ili dodaju razne funkcionalnosti. Neki dodaci dostupni su samo za
odredenu inacicu (1.x ili 2.x), a neki za obje. Nakon imena dodatka nalazi se ikona koja

oznacava s kojom ina¢icom se dodatak moZe koristiti. Inacica 2.x nudi znacajno vedi broj

dodataka, Sto je takoder jedan od argumenata za njeno koriStenje.
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4 Zakljucak

Kako bi korisnici osigurali pristup svojim ra¢unima na mreZnim servisima, nuzno je
koristiti razlicite, sloZene lozinke za svaki servis. Kako korisnik tada ne bi morao pamtiti
veliki broj slozenih lozinki, razvijeni su alati za rukovanje lozinkama, a jedan od
najpoznatijih, KeePass, opisan je u ovom dokumentu.

Pomocu alata KeePass moguce je spremiti podatke korisnickih racuna tako da budu
Sifrirani jednom, glavnom lozinkom. Korisnik tada mora pamtiti samo jednu lozinku, a do
podataka svojih korisnickih ra¢una dolazi koriStenjem jednostavnog grafickog sucelja.

Osim ugradenih moguc¢nosti, velikim brojem dostupnih dodataka moguce je prosiriti
KeePass te ugraditi moguc¢nosti kao Sto su integracija s Web preglednicima i automatska
izrada sigurnosnih kopija. Velika prednost alata KeePass je to Sto je njegov kod otvoren i
Sto se kontinuirano razvija i nadograduje dugi niz godina, zbog cega je i jedan od
najpopularnijih alata za rukovanje lozinkama.
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