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Ovaj dokument izradio je Laboratorij za sustave i signale Zavoda za elektronicke sustave
i obradbu informacija Fakulteta elektrotehnike i racunarstva Sveucilista u Zagrebu.

Ovaj dokument vlasnistvo je Nacionalnog CERT-a. Namijenjen je javnoj objavi te se svatko
smije njime koristiti i na njega se pozivati, ali iskljucivo u izvornom obliku, bez izmjena,
uz obvezno navodenje izvora podataka. KoriStenje ovog dokumenta protivno gornjim
navodima povreda je autorskih prava CARNET-a, a sve navedeno u skladu je sa zakonskim
odredbama Republike Hrvatske.
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1 Uvod

Vec¢ duze vrijeme raste broj web aplikacija te se znacajan dio naSeg privatnog i poslovnog
Zivota seli na web. Paralelno tome, raste i broj napada na web aplikacije te su posljedice
takvih napada sve znacajnije. Kako bi povecali razinu sigurnosti web aplikacija, jedan
koristan postupak je ispitivanje njihove sigurnosti iz perspektive napadaca.

OWASP Zed Attack Proxy, krace OWASP ZAP ili samo ZAP, jedan je od naj¢esc¢e koriStenih
slobodnih (eng. free and open source) alata za ispitivanje sigurnosti web aplikacija. U tu
svrhu ga koriste programeri aplikacija, ali i sigurnosni stru¢njaci. OWASP ZAP je u sustini
HTTP posrednik. U mreZi, HTTP posrednik (eng. HTTP proxy) se nalazi izmedu HTTP
klijenta i posluZzitelja, a njegova zadaca je da prenosi, analizira te po potrebi i mijenja HTTP
promet koji prolazi kroz njega. U prethodnom dokumentu Nacionalnog CERT-a opisan je
slican alat, Telerik Fiddler - no njegova je glavna primjena ispravljanje gresaka (eng.
debugging), dok je OWASP ZAP usmjeren na sigurnost.

Kao $to i ime kaZe, iza ovog alata stoji neprofitna organizacija OWASP (Open Web
Application Security Project) koja uz pomoc¢ velikog broja volontera razvija slobodno
dostupnu dokumentaciju, alate i metodologije u podrucju web sigurnosti. OWASP ZAP
dostupan je na operacijskim sustavima Windows, Linux i macOS. Njegova trenutna inacica
je 2.7 te e na toj inacici biti i prikazani primjeri u nastavku dokumenta.
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2 Instalacija alata OWASP ZAP

U ovom dokumentu bit ¢e objasnjen instalacijski postupak na operacijskom sustavu
Windows 10, no postupak je analogan i na ostalim inacicama sustava Windows. Za rad
alata OWASP ZAP potrebno je instalirati okruZenje za izvodenje programskog jezika Java
(eng. Java Runtime Environment) koje je moguce preuzeti ovdje. Potrebno je preuzeti
odgovarajucu inacicu - u ovom primjeru 64-bitna inacica za operacijski sustav Windows.

Najnoviju inacicu instalacijske datoteke alata ZAP moguce je preuzeti sa sluzbene web
stranice na ovoj poveznici. Pritiskom na poveznicu s natpisom Download now za
odgovarajucu sustav, u ovom slucaju Windows (64) Installer, poCinje preuzimanje
instalacijske datoteke.

o = [m] x
) Downloads - zaproxy/zar X
&« C | @ GitHub, Inc. [US] https://github.com/zapr proxy/wiki/Downloads hd
O Features Business Explore Marketplace Pricing Sign in - Sign up
zaproxy / zaproxy @Watch | 334 Kstar | 4359 YFork 817
Code ssues 616 Pull requests 15 ER Wiki Insights
Downloads

Simon Bennetts edited this page 7 days ago - 214 revisions

Not sure how to start using ZAP? Read the Getting Started Guide (pdf). » Pages €10)

Checksums for all of the ZAP downloads are maintained in the relevant version files.

Introduction
As with all software we strongly recommend that ZAP is only installed and used on operating systems

and JREs that are fully patched and actively maintained.

Screenshats

Tutorial Videos

.
.
.
s Other Videos
ZAP 2.7.0 Standard « Siides
® ZAP Gear
. 2017-11- - EA
Windows (64) Installer 111 MB Download now 2 i
28 ® Tips and Tricks
® Spensors and Supporters
. 2017-11- « Packaged S
Windows (32) Installer 75 MB Download now ackaged cans
28 o Baseline Scan
© APl Scan
. 2017-11-
Linux Installer 126 MB Download now * Development
28 © Proposals
= Plugable Reports
. 2017-11- .
Linux Package 124 MB Download now © Themes
28 = Stability
= Ease of Use
1l 201?7117 4 han =N L hd

Nakon pokretanja preuzete datoteke, ako instalacijski program ne uspije pronaci
okruZenje za izvodenje programskog jezika Java, prikazat ¢e se poruka s donje slike. U tom
slucaju, potrebno je u izborniku datoteka odabrati lokaciju okruZenja za izvodenje
programskog jezika Java ili instalirati ga, ako to ve¢ nije napravljeno.

install4) Wizard *

The install4j wizard could not find a Java({TM) Runtime
Q Environment on your system. Please locate a suitable
64-bit JRE. (minimum version: 1.8)
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Nakon toga se otvara ¢arobnjak za instalaciju alata OWASP ZAP. Pritiskom na tipku Next
prelazi se na sljedeci korak.

W) Setup - OWASP Zed Attack Proxy 2.7.0 — O .

Welcome to the OWASP Zed Attack Proxy
Setup Wizard

This will install OWASP Zed Attack Proxy on your computer, The
wizard will lead you step by step through the installation.

Click Mext to continue, or Cancel to exit Setup,

| MNext> | | Cancel

U ovom je koraku prikazana licenca koju koristi OWASP ZAP. Potrebno je odabrati I
accept the agreement te pritisnuti Next za sljedeci korak instalacijskog postupka.

WY Setup - OWASP Zed Attack Proxy 2.7.0 — O x
License Agreement
Please read the following important information before continuing.
—
Flease read the following License Agreement. You must accept the terms of this agreement
before continuing with the installation.
~
Apache License
Version 2.0, January 2004
http:/fwww.apache. orgflicenses/
TERMS AND COMDITIOMNS FOR. USE, REPRODUCTION, AND DISTRIBUTION
1, Definitions.
"License" shall mean the terms and conditions for use, reproduction, “
A Aimbrib 4 EEN =] ] S o 4 b b T eim A 4
(®) [ accept the agreement!
(") 1 do not accept the agreement
install4
<Back | MNext> | | Cancel
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Zatim je moguce odabrati standardni ili prilagodeni instalacijski postupak. Standardne

postavke su u ovom slucaju dovoljne pa je potrebno ostaviti odabranu opciju Standard
installation te pritisnuti tipku Next za sljedeci korak.

“ Setup - OWASP Zed Attack Proxy 2.7.0 —

O *
Select Installation Type
Which type of installation should be performed?
——

Select the type of installation that you want to perform. Clidk Mext when you are ready to
cantinue,

() Custom installation

instally

< Back Mext = Cancel

U ovom koraku je moguce provjeriti postavke instalacije. Ukoliko je sve u redu, pritiskom
na Install zapocinje postupak instalacije datoteka na racunalo korisnika.

a Setup - OWASP Zed Attack Proxy 2.7.0 —

O *
Ready to Install
Setup is now ready to being installing OWASP Zed Attack Proxy on your
computer,
N

Click Install to continue with the installation, or dick Back if you want to review or change any
settings.

Destination location:
C:'\Program Files\OWASP\ ed Attack Proxy

Start Menu folder:
OWasP\Zed Attack Proxy

Additional tasks:
Additional icons:
Create a desktop icon

Check for Updates:
Check for Updates on startup: Yes
Automatically download new ZAP releases: No
Check for updates to the add-ons you have installed: Yes
Automatically install updates to the add-ons you have installed: Yes W

install

< Back Install Cancel
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Nakon Sto instalacija zavrsi, prikazuje se zadnji korak Carobnjaka. Klikom na Finish
instalacijski ¢arobnjak se gasi te je sada moguce koristiti alat OWASP ZAP.

W) Setup - OWASP Zed Attack Proxy 2.7.0 — O .

Completing the OWASP Zed Attack Proxy
Setup Wizard

Setup has finished instaling OWASP Zed Attack Proxy on your
computer, The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.
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3 KoriStenje alata OWASP ZAP

PreCicu na izvrSnu datoteku alata OWASP ZAP moguce je naci na radnoj povrSini sustava
ili pretraZivanjem u glavnom izborniku. Pri pokretanju OWASP ZAP-a prvo se otvara
prozor u kojem je prikazan napredak otvaranja alata. Zbog sloZenosti alata i velikog broja
komponenti, ovaj postupak moZe potrajati i do minutu na sporijim ra¢unalima.

W) OWASP ZAP - ] 'Y

X

OWASP ZAP

2.7.0

ZAP Tips and Tricks:

You can import URLs contained in a text file using the importurls
add-on available on the ZAP Marketplace

T

ttern

INFO: loaded filter Send ZAP session request ID
INFO: Initializing Allows ZAP to check for updates
IMFO: Initializing Options Extension

L TUAaUT U el RERTass [T 11 (ESPUlss Neaust usiy Usiiied ga

[a

v

Nakon uspjeSnog otvaranja alata prikazuje se prozor u kojemu se moZe odabrati treba li
ovu sjednicu korisStenja alata pohraniti na racunalo ili ne. U ovom slucaju to nije potrebno
pa ¢e biti odabrano No, I do not want to persist this session at this moment in time te Ce biti

pritisnuta tipka Start.

) OWASP ZAP - OWASP ZAP 2.7.0

File Edit View Analyse Report Tools Online Help

— [m] *

(Standardmede ) 1 B H & J2E 000 ODE A8y €0 ) @ %6l

& sites | 4=

J " Quick Start 9T = Request I Responses= m

@ LEIE

= Contexts

FAD e nn nocubs e i A trotinm toctinn tonl for fin

Welcome to the OWASP Zed Attack Pro:r\

[a

ing vulnerabilities in

W) OWASP ZAP 'Y

Do you want to persist the ZAP Session?

() Yes, | wantto persist this session with name based on the currenttimestamp
u Yes, | want to persist this session but | want to specify the name and location

@ Mo, | do notwant to persist this session at this momentin time

[_] Remember my choice and do not ask me again.

u have been specifi

ftack’.

You can always change your decision via the Options / Database screen v
y L
: Help Start
_[ = H|storyT C,, Search T 8 e —_ —_

@ @& ' Filter: OFF ' Export

ld | Req. Timesta.. | Met. |URL | Co... | Reason | R.. | Size Resp. ... | Highest.. N.. | Tags B

Y

[

Alerts 0 R0 RO RID

CurrentScans 440 0 1 0 @0 %0 4,0 #0

Verzija 1.00

CERT.hr-PUBDOC-2018-11-368

stranica 8 / 23



C=RT.hr

Sada se otvorio glavni prozor alata OWASP ZAP te je moguce koristiti njegove znacajke,
primjerice presretanje HTTP prometa ili ispitivanje sigurnosti web aplikacija.

3.1 Konfiguracija HTTP posrednika (eng. HTTP proxy)

Kako bi HTTP promet bio usmjeren preko posrednika, tj. preko alata OWASP ZAP,
potrebno je izmijeniti odredene postavke u web pregledniku. Po pretpostavljenim (eng.
default) vrijednostima, OWASP ZAP ocekuje promet na prikljucku (eng. port) 8080.
Tipi¢no, u postavkama web preglednika moguce je ili rucno konfigurirati koriStenje
posrednika ili koristiti postavke posrednika operacijskog sustava. U ovom primjeru bit ¢e
opisano postavljanje posrednika u web pregledniku Google Chrome na operacijskom
sustavu Windows 10.

U glavnom izborniku preglednika Google Chrome (ikona s tri toc¢kice u gornjem desnom
kutu) prvo je potrebno odabrati Settings. Tada je moguce pretraZiti postavke pomocu
rijeci proxy te pritisnuti na Open proxy settings.

(2] — O X
/ f3 Settings x W
E— y_N
&« C | ® Chrome | chrome://settings/?search=praxy b vl o] 0
5 Apps ' RawSec =. Terminology Search E Diagon Alley write-u . What is Elliptic Curve »

System
Continue running background apps when Google Chrome is closed [ ]
Use hardware acceleration when available ®

Open proxy settings
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Kako bi se konfiguriralo koristenje posrednika potrebno je pritisnuti Lan settings.

€ Internet Properties 7 x
General Security  Privacy Content Connections  Programs  Advanced
To set up an Internet connection, dick
Setup.
Dial-up and Virtual Private Network settings
Add...
Add VEM...
Remove...
Select Settings if you need to configure a proxy Settings
server for a connection.
Local Area Metwork (LAN) settings
LAN Settings do not apply to dial-up connections. LAM settings
Select Settings above for dial-up settings.
0K Cancel Apply

Potrebno je oznaciti Use proxy server for your LAN, pod Address upisati localhost i pod
port upisati 8080.

&% Local Area Network (LAM) Settings >

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings

|:| IUse automatic configuration script

Proxy server

Ise a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Address: | localhost Port: | 8080| advanced

[]Bypass proxy server for local addresses

Cancel
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Ovakva konfiguracija dovoljna je za presretanje nezasti¢enog HTTP prometa. No danas se
sve viSe koristi HTTPS protokol koji Sifrira i Stiti mrezni promet izmedu Klijenta i
posluZitelja. Kada se koristi HTTPS protokol, mreZni promet je zaSti¢en tako da ga u
pravilu nitko ne moZe presresti - ni napadac, ali ni korisnik koji pokusava legitimno
koristiti OWASP ZAP.

3.2 Konfiguracija za presretanje HTTPS prometa

Kako bi pomo¢u OWASP ZAP-a ipak mogli presretati mrezni promet zasticen HTTPS
protokolom, potrebno je napraviti dodatne korake za konfiguraciju web preglednika
odnosno operacijskog sustava. Toc¢nije, potrebno je uvesti TLS certifikat koji je generiran
pomocu OWASP ZAP-a. KoriStenjem tog certifikata OWASP ZAP moZe uspjeSno presretati
HTTPS promet.

Za konfiguraciju presretanja HTTPS prometa, potrebno je prvo u glavnom izborniku alata
OWASP ZAP odabrati Tools pa zatim Options, kao Sto je prikazano na donjoj slici.

a Untitled Session - OWASP ZAP 2.7.0 - O X

File Edit View Analyse Report QIWEN Online Help

(Standardttode (] | | L [ | Fiter. PV e PR ERE 9F &

@ Sites - ETNERAE t | Responses= | =

Encode/Decode/Hash... Ctrl+E

e@HEX Toggle Break on All Requests Ctri+B

v &5 Contexts Toggl§ Break on All Responses Ctri+Alt+B OWASP Zed Attack Proxy (ZAP)

= Submit and Step to Next Request or Response Ctrl+8
2] Default Context ) " " " o A
N Submit and Continue to Mext Break Point Ctr+C penetration testing tool for finding vulnerabilities in web applications.
@ sites )
Bin Request or Response Crl+X v sttack applications that you have b fically b ) ission o tect
Add a Custom HTTP Break Paint. J—_— only attack applications that you have been specifically been given permission to test.
Active Scan.. CUHAIFA  ar its URL below and press Attack’
Spider. Ctrl+Alt+3
Manual Request Editor... Ctri+m @ select
Run the Garbage Collector ;J
WebSocket Message Editor Attack W Stop
Import a File Containing URLs Ctri+ hed
AJAX Spider... Ctrl+Alt+X
Fuzz. Ctrl+Alt+F
Launch the ZAP JxBrowser — . . . .
uld explore your application using your browser or automated regression tests while proxying 1
Replacer Options Ctrl+R -
[ooions a0 Sl BC LN
- K /; -

J ?": History T ‘=, Search T jLUAIerts I Output ﬁﬂ-
@ @ | Filter: OFF ¢ Export
Id | Req. Timestamp | Method | URL | Code | Reason |RTT | Size Resp. Body |HighestAlert | Mote |Tags @

-
v

Alerts FiQ [uQ fup fp CurrentScans 420 &0 D 0 @0 %0 40 o

Zatim je u lijevom popisu prozora koji se upravo otvorio potrebno odabrati Dynamic SSL
Certificates te pritisnuti tipku Generate kako bi se izradio certifikat.

Verzija 1.00 CERT.hr-PUBDOC-2018-11-368 stranica 11//23



C=RT.hr

W Options >
¥ Options K Dynamic 551 Certificates (7]
Active Scan
Active Scan Input Vectars .
Root CA cerificate
AJAX Spider MIIBIjANBgkghkiGowiBROEFARCCAQEAMI TBCOECAQERRgRC] -
Alerts @ Generate RiHJrWFDunS InIFG/ thaCONBmD] InmpeqLkzKCk0fuzNSgf¥bBa
Anti-CSRF Tokens E6QWE1lvlzvboBL1UZr/ugPuPZLZa/urykeReCNAOVLS35TbeCT
AP Q Import BlZijmeafGOGELf0BYFZarTYs+5iPR]eLjcEnOwZSLYPeVwgigth!

/5236HrRY4mE0YCAQHI SQESH ] 3skDWa2tcwiIEWE+07 8/ ddpawv
fLINCAdltouRdel AhkOHEZ+ye38535qoBVEIELNQETS0GE W,/ nsd
JOIDRQRBo4IBLCCRXowggEzBgNVHO4EggEQRBIIBTjCCASIWDDY
BOADggEPRDCCAQeCygEBRT YowowmyArg2 SKPADhWagThyalhOTE

Applications
Breakpoints
Callback Address

Certificate Q295525 SMygpDnT szlan LwiveViTi 1 /R kEG2h0kFnShS o
Check Ff” Updates 2520w T q2p0kb0d XALyit (u2 SwusnhBNme i EQQ0 FgQdWY Sumnaxt
Connection Pkoz0I+i43BJ9MGES2D31b4NoHAcrRT6U0SWL1t TR/ +dt+hE0HC
Database Fo97JR1mt r¥MPRFVEqO,/KE 3Xach/CUEVpl/£3bS9gHyoz0ndbal
Display nt/0d0ggAVStxCSOBRFPTh1 S PS TOHPAVUS UL TmrhYHI OCAWERATE
Dynamic SSL Certificates BTADRQH,/MAsGA] UdDwQEAWIBLjAjBgNVHSUEHDAa BggrBgEFBOC
Encode/Decode LwIGBFU4JQRWDQY JEoZ ThvecNAQELEQADggERATI TPFAL XCGASkpt
Extensions mIdIDled6ePnkkgacdGLtE/Bl 6ANKHKRSEAIELT 2rN3ET+85ETR
Forced Browse 3/ 8zZ0wigVasxFIRApYAPMOVAa+EMYO/ JSnTZLL] ShhpQ¥1222Upk
Fuzzer 3EJLuRYJETVYTGvFCEkg SKFALSEVRC SxpxM/ dI ZAfEDWS 50FkS2
Global Exclude URL (Beta) 47adR070Lnl1 228X hxpL1SHERSgzIkD2Tnloml A+Q0Knxx 9P+k(
HTTP Sessions +x0RNjBgT+doo290yRipklelgkmi]jl13ve0ghPwLEcTZ761110F
R T END CERTIFICATE--———- r/
Keyboard kL
Language Tr\ -
Local Proxies [ G, View ] | &d save |
Passive Scan Rules "',

ey Y

l Resetto Factory Defaults J Cancel (0]

Zatim treba odabrati Save kako bi certifikat bio pohranjen u datoteku na racunalu
korisnika.

W Save X

Look In: [[ﬁcens |"J [J[@Jlﬁj[lﬁl] =3

File Mame: owasp_zap_root_ca.cer

Files of Type: | All Files v
[ Save ] [ Cancel J

Nakon Sto je datoteka s certifikatom pohranjena na racunalo, taj certifikat je potrebno
uvesti u operacijski sustav tj. web preglednik. I u ovom primjeru koriSten je web
preglednik Google Chrome te operacijski sustav Windows 10. U postavkama preglednika
Google Chrome moguce je pretraZiti pojam certificate te zatim pritisnuti na Manage
certificates kako bi se otvorila aplikacija za upravljanje certifikatima.
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(=] = O X
_/ £t Settings X \\ b
< c |§ Chrome | chrome://settings/?search=certificate {_‘(| 0]
I Apps ' RawSec @B Terminology Search E Diagon Alley write-u: [ What is Elliptic Curve [} Bitmessage E-Mail R O GitHub - michrob/b »

= Settings Q, certificate

services. Learn more
Use a web service to help resolve navigation errors ®

Use a prediction service to help complete searches and URLs typed in the address bar .

Automatically send some system information and page content to Google to help detect dangerous
apps and sites

Use a prediction service o load pages more quickly *-
Protect you and your device from dangerous sites ®

Use a web service to help resolve spelling errors
Smarter spell-checking by sending what you type in the browser to Google

Automatically send usage statistics and crash reports to Google
Send a "Do Not Track” request with your browsing traffic
Allow sites to check if you have payment methods saved ®

Manage certificates
Manage HTTPS/SSL certificates and settings

Content settings
Control what information websites can use and what content they can show you

Clear browsing data
Clear history, cookies, cache, and maore

Otvaranjem kartice Trusted Root Certificate Authorities u otvorenom prozoru moguce
je vidjeti postojece certifikate te na racunalo uvesti certifikat OWASP ZAP-a. Carobnjak za
pokretanje uvoza certifikata otvara se pritiskom na tipku Import.
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Certificates *
Intended purpose: <All= w
Intermediate Certification Authorities  Trusted Root Certification Authorities  Trusted Publ * | *
Issued To Issued By Expiry Date  Friendly Name ~
5] addTrust External ... AddTrust External CA...  30/05/2020 The USERTrust ...
m AffirmTrust Comme... AffirmTrust Commercial — 31/12/2030  AffirmTrust Com...
[ |Baltimore CyberTru... Baltmore CyberTrust... 13/05/2025 DigiCert Baltimor. ..
[Slcertum ca Certum CA 11/06/2027  Certum
[Zlcertum Trusted Me...  Certum Trusted Netw...  31/12/2029 Certum Trusted ...
mclass 3 Public Prima... Class 3 Public Primary ... 02/08/2028 VeriSign Class 3 ...
QCnpyright () 1997 ... Copyright (<) 1997 Mi,..  31/12/1993 Microsoft Timest...
mDigiCert Assured ID... DigiCert Assured IDR... 10/11/2031 DigiCert
m DigiCert Global Roo... DigiCert Global Root CA - 10/11/2031  DigiCert v
Export... Remove Advanced
Certificate intended purposes
View
Cloze

U ¢arobnjaku za uvoz certifikata potrebno je pritisnuti Next za sljedeci korak.

X

=¥ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext.

Cancel

Sada je klikom na tipku Browse potrebno odabrati datoteku s certifikatom kojega je
generirao OWASP ZAP.
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& L¥ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

| | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKICS #12 [PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7B)
Microsoft Serialised Certificate Store {(55T)

Cancel

Nakon odabira datoteke potrebno je pritisnuti Open kako bi se zatvorio prozor za odabir
datoteke te Next za sljedeci korak.

€ Open >
“— v A » This PC » Desktop » CERT » certs v O Search certs 0
Organise - Mew folder =~ 1 @
ol Narme Date modified Type
7 Quick access
owasp_zap_root_ca.cer 27/08/2018 14:18 Security Certificate
[ Desktop + = p-zap-roct. =
* Downloads o
@ Documents
&= Pictures +
CERT -+
clike
clike
slike
ZAP Proxy
¢@a OneDrive
— LU 4 >
File name: | owasp_zap_root_ca.cer v| X.309 Certificate (*.cer™.crt) w

U ovom koraku nije potrebno nista mijenjati, dovoljno je pritisnuti Next.
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€ o8 Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate,

() Automatically select the certificate store based on the type of certificate

(®Place all certificates in the following store!

Certificate store:
| Trusted Root Certification Authorities

Erowse...

Cancel

Sada se prikazuje zadnji korak ¢arobnjaka u kojemu su ispisane sve odabrane postavke te
je pritiskom na tipku Finish potrebno zavrsiti postupak uvoza certifikata.

>
& &¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have specified the following settings:

(o= (o) =l o (= ey B =8 Trusted Root Certification Authorities

Content Certificate

File Name C:\Users\Lobel\Desktop\CERT \certs\owasp_zap_roo’
£ >

Finish Cancel
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Pojavljuje se prozor s upozorenjem da na racunalo pokuSavamo instalirati certifikat
kojemu sustav Windows ne moZe potvrditi porijeklo. Kako je taj certifikat maloprije
generiran alatom OWASP ZAP, moZemo mu vjerovati te ¢e se pritiskom na tipku Yes
certifikat instalirati na racunalo.

Security Warning

You are about to install a certificate from a certification
authority (CA) claiming to represent:

OWASP Zed Attack Proxy Root CA

Windows cannot validate that the certificate is actually from
"OWASP Zed Attack Proxy Root CA™, You should confirm its
origin by contacting "OWASP Zed Attack Proxy Root CA™, The
following number will assist you in this process:

Thumbprint (shal): D847 C35 6EADTS6E 235E6D60 AF45454C
QESE3FEE

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA, Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?

fes

Sada je prikazana poruka u kojoj piSe da je uvoz certifikata uspjeSan te je nakon ovoga
moguce presretati HTTPS promet alatom OWASP ZAP.

Certificate lmport Wizard >

o The import was successful,

3.3 Koristenje OWASP ZAP HTTP posrednika

Nakon prethodne konfiguracije, otvaranjem web stranica u pregledniku, automatski se
biljeZe te prikazuju HTTP zahtjevi i odgovori u sucelju alata OWASP ZAP.

U donjem dijelu prozora u kartici History nalazi se popis svih HTTP zahtjeva. Dvoklikom
na bilo koji zahtjev prikazuje se njegov sadrzaj u kartici Request u gornjem desnom dijelu
prozora, kao $to je prikazano na sljedecoj slici.
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W) Untitled Session - OWASP ZAP 2.7.0 — [m] x

FEile Edit View Analyse Report Tools Online Help
(StandardVode w) | | S W 2 A d@0 OD0 & e P 0K ERE o©F &

@ Sites | 4= [ 47 Quick Start T = Request T Responses= m

eded LHeader.Tex{ \'J lEludy.Texl |'] B =

v (5 Contexts GET http://192.168.8.25/mutillidae/styles/ddsmoothmenu/ddsmoothmenu-v.css HTTP/1.1 L\
Default Cantext Proxy-Connection: keep-alive

v @ Sites User-Agent: Mozilla/5.8 (Windows NT 18.8; Winb4; x64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/68.8.3448.186 Safari/537.36
Accept: text/css,*®/®;q=8.1

Referer: http://192.168.@.25/mutillidae/
Accept-language: en-US,en;q=@.9

] P GET:mutillidae

» L mutillidae Cookie: showhints=1; PHPSESSID=négmeedcdilkknzhkSob@fidml
Host: 192.168.8.25

j =) HistolyT G, Search T [0 merts T || Output m
@ & [ Filter OFF ¢ Export

Id | Req. Timestamp | Method | URL | Code | Reason | RTT | Size Resp. Body | HighestAlert |Note |Tags @
1 27/08M18 143258 GET hitp:i1192.168.0.25/multillidae/ 200 OK 28ms 52,984 byles ¥ Medium Form, Hidden, Scr... l;
3 2710818 14:32:58 GET hitp:192.168.0.25/mutillidae/styles/global-st. 200 OK 36ms 12,022 bytes o Low Comment
4 27/08/18 14.32:58 GET hitp:1/192.168.0.25/mutillidae/styles/ddsmoot. 200 OK 14 ms o Low Comment
Comment
9 27/08M8 14:32:58 GET hitp://192 168.0 25/mutillidaefjavascriptjQuer. 200 OK 7ms 5,000 bytes F Low Comment
13 27/08M8 14:32:58 GET http:/1192.168.0 25/mutillidae/javascript/dds 200 OK 14 ms 57,254 bytes i Low Script Comment
15 2710818 14.32:58 GET http:#192.168.0.25/mutillidas/javascript/dds.. 200 OK 67 ms 8,620 bytes Fi Low Comment
16 27/08/M8 14:32:58 GET hitp:i/192.168.0.25/mutillidae/javascripVbook... 200 OK 26 ms 1,064 bytes o Low Comment
19 27/08M8 14:32:59 GET hitp:i/192.168.0. 25/mutillidaejavascriptjQuer... 200 OK 9ms 267,739 bytes o Low Hidden, Script, Co...
20 27/08/18 14:32:59 GET hitp:/192 168.0 25/mutillidaejavascriptjQuer. 200 OK 3ms 11,337 bytes i Low Comment
21 27/08M8 143258  GET hitp:/i192 168.0 25/mutillidasfavascriptjQuer. 200 OK 4ms 9,845 bytes FI Low
45 27/08/18 14:33:19 GET http:/192.168.0. 25/mutillidas/index php?pag 200 OK 52ms 53,207 bytes i Medium Form, Password, ﬁ
4700 44900 o b#tooann 4 e e, o . an FEWETEN T Coeen O
Alerts Q0 Fi1 [U2 o CurrentScans 440 &0 2 0 @0 0 440 0

Osim zahtjeva, moguce je vidjeti i sadrzaj HTTP odgovora klikom na karticu Response. U
gornjem dijelu kartice nalaze se zaglavlja, dok je u donjem dijelu tijelo HTTP odgovora.

W) Untitled Session - OWASP ZAP 2.7.0 — a x
File Edit View Analyse Report Tools Online Help

(Standardbode [v) || D M F & D0 EH D@0 000 &a v @ PoKERE ¢FC

m [ 7} Quick SIartI = Request TResponse% m

=== (Header: Ten |3 (BoarTewt 18] ' (5 (T

v 5 contexts K HTTP/1.1 286 OK
[&] Default Context Date: Mon, 27 Aug 2818 14:89:57 GMT

T @ Sites Server: Apache/2.4.29 (Ubuntu)
i Logged-In-User:
* __ http:ficanonicalizer.ucsuritcs %-XSS-Protection: @

Vary: Accept-Encoding

i hitps Jiclients4.google.com Content-Type: text/html;charset=UTF-8

5 httes:/iclisntsenices.googleapis.com
& https:/mebile.pipe.aria.microsoft.com

5_-‘ U hitps:iiecviistmicrosoft.com //DTD HTML 4.81 Transitional//EN" “http:/ ww . wW3.org/TR/1999/

>
>

>

> & ™ hitps:icdn.onenate.net

>

»- F hitps:fwww paypalobjects.com
v

L ¥ hitp:1192. 168.0.25

rel="shortcut icon" hre
"stylesheet" ty text/css™ hre
stylesheet” ty text/css™ hre
rel="stylesheet" type="text/css" href=

con.ico" type="image/x-icon" />
./styles/global-styles.css" />
./styles/ddsmoothmenu/ddsmoothmenu.css" />
./styles/ddsmoothmenu/ddsmoothmenu-v.css™ />

./images/

v 5 P mutilidae

» 1R # documentation

|| [ % GETfavicon.ico L
v

<script type="text/javascript” src="./javascript/bookmark-site.js"></script>

| | @ % GET:framer.htm|

LS > <script type="text/javascript"” src="./javascript/ddsmoothmenu/ddsmoothmenu.js"></script> v
J (=) HisiolyT |, Search T [ Alerts I || Output I ## Spider T 2 Active Scan

@ @ | Filter. OFF ¢ Export

| 1d | Req. Timestamp | Method | URL | Code | Reason |RTT | Size Resp Body | HighestAlet | Note | Tags |@

1 27i08i18 15.09:47 GET https:/fwww owasp.orgimages/7i/7 2I0WASP. 200 OK 1,787,737 bytes Comment £

™ Medium
9 27/08M1815.0957 GET hitp:/1192.168.0.25/mutillidae/stylesiglobal-st... 200 OK 12,022 bytes ' Low Comment
11 27/08M1815.09:57  GET hitp:/1192.168.0.25/mutillidae/styles/ddsmoot. 200 OK 36ms 2,281 byles F Low Comment
15 27i08M1815:.09:57 GET hitp:f192.168.0.25/mutillidae/javas criptbook... 200 OK 16 ms 1,064 bytes P Low Comment
16 27/08/18 15:09:.57  GET hitp:/1192.168.0.25/mutillidaejavas cript/dds. 200 OK 31ms 8,639 bytes I Low Comment
17 27/08/18 15:09:57  GET hitp:/192.168.0.25/mutillidaejavas cript/dds. 200 OK Tms 57254 bytes P Low Script, Comment
18 27/08/18 15:09:57 GET hitp:#192.168.0.25/mutillidae/javas criptjQuer. 200 OK 10ms 5000 bytes i Low Comment
19 27/08/18 150957  GET hitp:#192.168.0. 25/mutillidae/styles/ddsmoot 200 OK 14 ms 1188 bytes FI Low Comment
20 27/08/M18 15:09:57 GET hitp:#192.168.0.25/mutillidae/javas criptjQuer. 200 OK 20ms 267,739 bytes FiI Low Hidden, Script, Co
31 27/08/18 15:09:58 GET hitp:/192 168.0 25/mutillidae/javascriptjQuer. 200 OK Ims 11337 bytes FLow Comment
33 27/08/18 15:09:58 GET hitp/1192 168.0 25/mutillidae/javascriptjQuer. 200 OK 3ms 9845 bytes FLow ]
44 _nzinnun 45004 T btto-sann 1 e By . P £0.004 b T - Liicta
Alerls R0 1 (U5 RO CurrentScans 42 0 &0 D 0 @0 0 0 o
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Mijenjanje HTTP zahtjeva jedna je od glavnih znacajki OWASP ZAP-a. Mijenjanje zahtjeva
izrazito je korisno za ispitivanje funkcionalnosti i sigurnosti web aplikacija. OWASP ZAP-
om moguce je izmijeniti bilo koji dio HTTP zahtjeva, od primjerice HTTP kolaci¢a (eng.
cookies) do podataka poslanih u tijelu zahtjeva.

Osnovne tipke za rad s presretanjem i izmjenom HTTP zahtjeva nalaze se u alatnoj traci
pri vrhu sucelja OWASP ZAP-a. Tri ikone koje ¢e biti potrebne za ovu funkcionalnost
oznacene su na donjoj slici.

W) Untitled Session - OWASP ZAP 2.7.0 - O *
File Edit View Analyse Report Tools Online Help

(Standardiode v) || D M 5@ U@ 008 OO0 o V[P rpamem oCE |
J @ Sites | == J % Quick Start i‘T = Request T Response< T %4 ]

= | |

Klikom na zeleni krug (prvu ikonu s lijeva), krug poprima crvenu boju. To oznacava da
sada OWASP ZAP zaustavlja svaki HTTP zahtjev kako bi ga bilo moguce izmijeniti prije
slanja posluzitelju. Primjerice, nakon pritiska na zeleni krug, otvaranje neke web stranice
(u web pregledniku) ¢e u sucelju OWASP ZAP-a prikazati zaustavljeni zahtjev u kartici
Break.

W) Untitled Session - OWASP ZAP 2.7.0 — O =
File Edit View Analyse Report Tools Online Help
(Standardmode v) [ E M 5 & 1 *E D@0 ODE &8 v @F P 0x%ERE ©F ¢
@ Sites | 9= [ L+ Quick StartI = Request I Responsed= T i Break | =
@ LEIE | Method .'] | Header: Text .'] | Body: Text |'] =)=l
¥ ¥ Contexts GET http://192.168.8.25/index.php?popUpNotificationCode=AUL HTTP/1.1
[E] Default Context Host: 192.168.8.25
v @Sites Proxy-Connection: keep-alive
X Cache-Control: max-age=8
|| hitp:192.168.0.25 Upgrade-Insecure-Requests: 1
User-Agent: Mozillas/5.@ (Windows NT 18.8; Wing4; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/68.8.3448.186 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=8.9,image/webp,image/apng,*/*
;9=9.8
Referer: http://192.168.8.25/index.php?page=login.php&popUpNotificationCode=L0U1
Accept-Language: en-US,en;q=8.9
Cookie: PHPSESSID=49dg246a71b29drgq53efuovqj?; showhints=1; username= H uid=1|
J = HjsIo.r]rT ©,, Search T [0 Alerts T |- output | 4=
@ @& | Filter OFF ¢ Export
Id | Req. Timestamp | Method | URL | Code | Reason | RTT | Size Resp. Body | Highest Alert | Note | Tags |@
"
-
b
v
Alerts IO FID D RO CurrentScans 440 &0 20 ©0 #0 40 #0

Verzija 1.00 CERT.hr-PUBDOC-2018-11-368 stranica 19/ 23



C=RT.hr

Bilo koji dio zahtjeva sada je moguce izmijeniti. Nakon izmjene, pritiskom na ikonu desno
od kruga (srednju od tri prethodno oznacene ikone) zahtjev ¢e biti poslan, te ¢e se svaki
sljedeci zahtjev takoder ovako zaustaviti. Pritiskom na krajnje desnu ikonu od tri
prethodno oznacene, zahtjev ¢e biti poslan, no OWASP ZAP sada nece viSe zaustavljati
sljedece zahtjeve.

3.4 Ispitivanje sigurnosti pomocu alata OWASP ZAP

Prije objaSnjenja postupka, bitno je naglasiti kako se ispitivanje sigurnosti web
aplikacije smije raditi iskljuc¢ivo uz dopustenje vlasnika.

Postoje dva nacina ispitivanja sigurnosti web aplikacija u alatu OWASP ZAP: pasivno
skeniranje i aktivno skeniranje.

Pasivno skeniranje je automatski ukljueno te ga je po potrebi moguce iskljuciti u
postavkama. U pasivnom skeniranju, OWASP ZAP samo analizira promet koji putuje kroz
njega. Primjerice, dok korisnik otvara i koristi neku web stranicu s OWASP ZAP-om kao
posrednikom, OWASP ZAP ¢e analizirati promet te na temelju njega biljeZiti pronadene
sigurnosne propuste. Rezultate skeniranja moguce je vidjeti u kartici Alerts u donjem
dijelu glavnog prozora OWASP ZAP-a. Tamo je zabiljeZzen popis mogucih sigurnosnih
propusta kategoriziranih po vrsti. Pritiskom na pojedinu ranjivosti u toj kartici prikazuju
se dodatne informacije kao $to je prikazano na donjoj slici.

%) Untitled Session - OWASP ZAP 2.7.0 - m} X
File Edit View Analyse Report Tools Online Help
(Standardmode |v) (1 E M 5 & 1 2E 0808 ODE &8 ¢V e P 0 xEmE o€ &
@ Sites | = [ 4+ Quick StarlT = Request T Responses= | =
®@oEE | Header: Text TJ | Body: Text 7J B8O
¥ (] Contexts HTTP/1.1 288 OK
[E] Default Context Date: Wed, 29 Aug 2818 14:81:43 GMT
v @ Sites Server: Apache/2.4.29 (Ubuntu)
Logged-In-User:
* g | hitps:lwww paypalobjects.com ¥-X55-Protection: @

Vary: Accept-Encoding

> u -
& ™ hitp132.168.0.25 Content-Type: text/himl;charset=UTF-38

<html>
<head:>
<link rel="shortcut icon" href="./images/

".fstyles "ddS‘I'CCth.‘\'Enll -'ddsT::;:hTenu

A
= History | S, Search | [0 Alerts # T Output | ==
@® 7 X-Frame-Options Header Not Set A
: illi 7 =dns-
v Alerts (3) ] :RI; hlﬂ;ﬂl?l‘l68.0.251mut||\|dae.ﬂndex php?page=dns-lookup.php
¥ [ X-Frame-Options Header Not Set (12) Closnﬁdence' ’;edir:m
| | GET: ntlp:#‘lgz.‘lEE.U.EEIanludesipop—up—he.\p—comexlfge TrEmroT TR TS
|| GET: hitp://192.168.0.25/index.php?page=privilege-escal Atack:
| | GET: htlp.ﬁ192.158.0.25Iinde.x..php?.pupUpNutiﬂcatiunCun e
|| GET: http://192.168.0.25/mutillidaefindex php CWE ID: 16
B GET: hitp://192 168.0.25/mutillidaefindex php?page=dns WASCID: 15
__| GET: hitp:/1192.168.0.25/mutillidaefindex php?page=pas: | |gaurce Passive (10020 - X-Frame-Options Header Scanner)
|| GET: http:#192.168.0 25/mutillidaefindex php?page=pen- Description:
|| GET: hitp:#192.168.0.25/mutillidaefindex. php?page=pen-
| | GET: hitp:/192.168.0.25/mutillidasfindex.php?page=privi X-Frame-Options headeris notincluded in the HTTP response to protect against
|| GET:. http:1192.168.0. 25/websenicesirestws-user-acco ‘ClickJacking attacks.
| | POST: http:/192.168.0.25/mutillidaefindex.php?page=dn; y
F1S Jr—————e || . v
Alerts RID P12 RQ CurrentScans 40 &0 20 @0 %o 0 %o
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Za razliku od pasivnog skeniranja, aktivno skeniranje zapravo napada web aplikaciju na
razne nacine te tako pokuSava otkriti ranjivosti. Najlaksi nacin za pokretanje aktivnog
skeniranja je upisivanje URL-a u polje na kartici Quick Start te pritisak na tipku Attack.

0 Untitled Session - OWASP ZAP 2.7.0 - a *
File Edit View Analyse Report Tools Online Help
(Sandardbode =) |1 Sl 23 AR 0@dO OO0 48V e P03 EwE o©F &

@ Sites

[ - Quick Start fT = Request T Responsed= m

@ LB

¥ (= Contests
[E] Default Context

Welcome to the OWASP Zed Attack Proxy (ZAP)

ZAP is an easy o use integrated penetration testing tool for finding vulnerabilities in web applications.

v @ Sites

Please be aware that you should only attack applications that you have been specifically been given permission

To quickly test an application, enter its URL below and press ‘Aftack’

URL to attack: http://192.168.0.25

F pttack [ stop

Progress. Spidering the URL to discover the content

Fora more in depth test you should explore your application using your browser or automated regression tests

)

Explore your application: [ Launch Browser ]leElmwser

EAS T
[ =] History T |, Search T U merts T || Output T % Spider & ¥ | 4
% New Scan  Progress: | 0: htip:#192.168.0.25 | v| I [ | E554b% | ' CumentScans:1 | URLs Found: 948 : Nodes Added: 166 © ' Export &
URLs | Added Nodes | Messages
P ed | Method | URI | Flags 5]
1] GET R T92. 68,0257 naothmenu?C=0;0=A ]
(=] GET hitp:/192.168.0.25/m noothmer et
[~} GET http:#192.168.0.25/websenvices/?!
(=] GET http:#192.168.0.25/websenvices/?
[~] GET http:#192_168.0 25/websenices/?C=
=] GET hitp:/i192.168.0.25websenvices/2C=D;0=A
0 GET hitp://192.168.0.25/webservices/soap/
G GET hitp://192.168.0.25/websernvices/test/
G GET hitp://192.168.0.25/webservices/rest’?C=N;0=D
(=] GET http:#192.168.0.25/websenvicesirest’?C=M;0=A
[~} GET http:#192.168.0.25/websenicesirest’?C=5,0=A
[~] GET http:/192.168.0.25/websemnvicesirest’?C=D;0=A v

Alerts 0 2 5 WO CurrentScans 4 0 &0 A0 @0 1 0 #o

OWASP ZAP prvo pokuSava otkriti koji sve URL-ovi postoje na web aplikaciji, pa ih zatim
po zavrSetku toga aktivno skenira. U donjem dijelu prozora alata OWASP ZAP u Kkartici
Active Scan vidljiv je napredak aktivnog skeniranja.

Q) Untitled Session - OWASP ZAP 270
File Edit View Analyse Report Tools Online Help
SandardMode iv) (| B M 5 & 2B D08 ODE A&V e P ERE

@ sites | 4= [+ auickstart # | = Request | Response= | 4
eooE
¥ (5 Contexts
(] Default Context
v @ sies
+ & hittps /wwwpaypalobjects.com
v | M ntp:r192.168.0.25

Welcome to the OWASP Zed Attack Proxy (ZAP)
ZAP is an easy to use integrated penetration testing tool for finding vulnerasilities in web applications
Please be aware that you should only attack applications that you have been specifically been given permission to test

To quickly test an application, enter its URL below and press ‘Attack’
| ] P GET:mutillidae

v 5 P mutilidae URL to aftack hitp/ @ Seledt
"l Images 4 Attack M stop
Tindex php(page)
Progress: Not started

» 10 javascript
» 1P styles

> 5P hitps:liwww.google.hr For a more in depth test you should explore your application using your browser or automated regression tests while proxying

g

Explore your | Launch Browser || JiBrowser [

ELSS
[ = H\s(uwT%Seavcn T [0 s T | | Output T ?) Active Scan # x | =

[ %) NewScan - Progress: | 0: hitp:/1192.166. ligasfindexphp | ¥| 11 1 100% < CumrentScans:0  Numrequests: 113 ¢ Export @
ld | Req. Timestamp | Resp. Timestamp | Method | URL | Code | Reason |RTT | Size Resp. Header | Size Resp. Body @
v v -

167 27/08M1815:37:12  2708/1815:37:12  GET hittp:/1192.168.0.25/mutillidag/index. php?pag 200 OK 15ms 189 bytes 44,881 bytes -

168 27/08M815:37:12 2708118153712 GET http://192.168.0.25/mutillidae/index php?pag 200 OK 17 ms 139 bytes 44,869 bytes

169 27/081815:37:12  2708/18153712  GET hitp:/192.168.0.25/mutillidae/index php?pag 200 OK 16ms 139 bytes 44,875 bytes

170 2700818 15:37:12 2708118153712 GET http:/1192.168.0.25/mutillidae/index php?pag 200 OK 16ms 139 bytes 44,887 bytes

171 2700818 15:37:12 2708118153712 GET hitp:/1192.168.0.25/mutillidae/index php?pag 200 OK 17ms 139 bytes 44,893 bytes

172 270818 15:37:12  2708/1815:37:12  GET hittp:/1192.168.0.25/mutillidag/index. php?pag 200 OK 31 ms 189 bytes 55,071 bytes

173 27/08M815:37:12 2708118 15:37:12  GET http:7/192 168 0 25/mutillidae/index php?= 200 OK 17ms 139 bytes 52,984 bytes

174 27/081815:37:12  2708/18 153712 GET hitp://192.168.0.25/mutillidaefindex php?page= 200 OK 33ms 139 bytes 51,676 bytes

175 2700818 15:37:12  2708/18 153712 GET hitp:1192.168.0.25/mutillidae/index php?pag 200 OK 17ms 139 bytes 44,521 bytes

176 27/0818 15:37:12 2708118153712 GET http:/1192.168.0.25/mutillidae/index php?pag 200 OK 17ms 189 bytes 44521 bytes

177 270818 15:37:12 270818153712 GET hittp:/1192.168.0.25/mutillidag/index. php?pag 200 OK 31ms 189 bytes 44,521 bytes

178 27/08M1815:37:12 2708118 15:37:12  GET http://192.168.0.25/mutillidae/index php?pag 200 OK 3 ms 139 bytes 44,521 bytes v

Alerts 2 fuq U3 Po CurrentScans 460 &0 D 0 @0 30 0 o
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Takoder, OWASP ZAP sada sam pronalazi sigurnosne propuste te ih je, kao i kod pasivnog
skeniranja, moguce pregledati u kartici Alerts.

“ Untitled Session - OWASP ZAP 2.7.0

File Edit View Analyse Report Tools Online Help

(Standaramode ) (1 S M E & %X EH DEE ODE 48 7V @b P 0 EkE o€

)

@ Sites | 4=

J -;f Quick Start fT = Request T Responses= ﬁ

@OEEI=

v ﬁ Contexts
Default Cantext
v @ sites
» & hitpsAwww.paypalobjects.com
v [ P hitp:i192.168.0.25
|| P GET:mutillidae

¥ [ P mutillidae

Welcome to the OWASP Zed Attack Proxy (ZAP)

ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

Please be aware that you should only attack applications that you have been specifically been given permission to test.

To quickly test an application, enter its URL below and press ‘Attack’.

¥ [ Cross Site Scripting (Reflected)

¥ [ Path Traversal

GET: http.ii
» [ ¥-Frame-Options Header Not Set (3)
* |8 Cookie Mo HitpOnly Flag
» |1 Cookie Without Secure Flag
¥» ¥ Incomplete or No Cache-control and Pragma HTTP Header Set| | Description
-

* U Private IP Disclosure (9)
» [F'Web Browser XSS Protection Mot Enabled (3)
* 18 ¥-Content-Type-Options Header Missing (25)

URL to attack: hitp:si @ select
" - images Attack M stop
GET.index.php(page)
Progress: Mot started
» | Fjavascript
b Fistyles
> | P nttps:iwww.google.nr For a more in depth test you should explore your application using your browser or automated regression tests while proxying
Explore your application { Launch Browser HJxElmwser "]
< J 5
= History | ©, Search | [0 Alerts tT E DutputT B Active Scan | 4=
® @ e Path Traversal K
v Alerts (9) URL: hitp:#192.168.0.25/mutillidae/index.php?page=%2Fetc%2F passwd
. Risk: Fu High

|| GET: hitp:/192.168.0.25/mutillidasfindex. php ?page=javascr

_ T that the web site will execute or reveal the contents of arbitrary files anywhere on the web server. Any device

Confidence: Medium
Parameter. page

Attack: letcipasswd
Evidence: rootx0:0
CWE ID: 22
WASCID: 33

Source: Active (B - Path Traversal)

The Path Traversal attack technique allows an attacker access to files, directories, and commands that L

potentially reside outside the web document root directory. An attacker may manipulate a URL in such a way

L4 L

Alerts P12 Fi1 [ug PQ

CurrentScans 42 0 &0 2 0 @0 %0 0 Ho |
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4 Zakljucak

OWASP ZAP je moc¢an HTTP posrednik koji znacajno olaksava ispitivanje sigurnosti web
aplikacija. Osim funkcionalnosti HTTP posrednika, OWASP ZAP ima niz drugih
funkcionalnosti usmjerenih na ispitivanje sigurnosti web aplikacija.

lako OWASP ZAP koriste i sigurnosni stru¢njaci, alat je prilagoden i korisnicima koji ne
znaju puno o sigurnosti. Primjerice, OWASP ZAP koristan je autorima web aplikacija jer
im na lagan na¢in omogucuje osnovno ispitivanje sigurnosti razvijene aplikacije. OWASP
ZAP sam po sebi ima mnoStvo funkcionalnosti, no uz njih, moguce ga je i proSiriti
dodacima (eng. plugins) te na taj nacin dodatno povecati korist alata.
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