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Ovaj dokument izradio je Laboratorij za sustave i signale Zavoda za elektronicke sustave
i obradbu informacija Fakulteta elektrotehnike i racunarstva Sveucilista u Zagrebu.

Ovaj dokument vlasnistvo je Nacionalnog CERT-a. Namijenjen je javnoj objavi te se svatko
smije njime koristiti i na njega se pozivati, ali iskljucivo u izvornom obliku, bez izmjena,
uz obvezno navodenje izvora podataka. KoriStenje ovog dokumenta protivno gornjim
navodima povreda je autorskih prava CARNET-a, a sve navedeno u skladu je sa zakonskim
odredbama Republike Hrvatske.
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1 Uvod

KnjiZnice, informatic¢ke ucionice u Skolama, foto-kopiraone i slicne okoline ¢esto imaju
racunala kojima pristupa velik broj raznolikih korisnika. Administratori tih racunala
imaju jedan ozbiljan izazov - kako sprijeciti da brojni korisnici, svojim nemarom ili ¢ak
zlim namjerama, naprave Stetu? Primjerice, kako sprijeciti da uc€enik izbrise neke klju¢ne
programe na racunalu u informatickoj ucionici ili da korisnik foto-kopiraone
prikljucivanjem zaraZenog USB sticka zarazi i raCunalo?

Jedno od rjeSenja je alat Reboot Restore Rx. Reboot Restore Rx je besplatan alat tvrtke
Horizon DataSys koji moZe zastititi racunalo tako da ga pri svakom ponovnom pokretanju
vrati u prethodno pohranjeno, sigurno i ispravno stanje. Na taj nacin, ¢ak i kada nemaran
ili zlonamjeran korisnik napravi softversku Stetu racunalu, jednostavnim ponovnim
pokretanjem moguce je u potpunosti popraviti Stetu.
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2 Instalacija alata Reboot Restore Rx
Alat je dostupan na sluzbenim web stranicama proizvodaca, tvrtke Horizon DataSys.

1. Zapreuzimanje je potrebno odabrati tipku Free Download

&s Reboot Restore Rx Frees X | =+ - [m] X
= 2> 0O ‘ &) horizondatasys.com/reboot-restore-rx-freeware PAe I = @a O
L
£ * Horizon DataSys =
23 ! . = Menu
P Making IT Simple™
v
Restore On Any
Schedule v
Remote Management
v
Back Out From Baseline
Update v
Automate Updates
v

Exclusion Drive /
Registry Exclusion

e ® FREE TRIAL
DOWNLOAD

2. Time smo preusmjereni na stranicu za preuzimanje na kojoj je potrebno odabrati
tipku Download now

Reboot Restore Rx

Reboot Restore Rx ‘F,':r:’;f‘rez ’ DOWNLOAD
Freeware designed for tier-one Public Access Last Updated: 10 May 2017 LLL

Computer environments Supports Windows XP, Vista,

Windows 7,8 & 8.1, 10 (all 32 and Release Notes

64 bit versions) User Guides
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3. Prije preuzimanja programa potrebno je ispuniti obrazac s korisnickim podatcima
i pritisnuti Submit

Reboot Restore Rx Organization
Freeware designed for tier-one Public Access Computer
environments
First Name
Please complete the form to begin the download process.
You will receive a confirmation email with information and links to
download the software. Last Name *

Need Help During Testing?
Email Address *

Sales Inquiries: Technical Support: Erteryour srail
1-800-496-0148 option 1 1-800-496-0148 option 2
sales@horizondatasys.com Submit a Ticket
Purpose *
Select v

I'm not a robot c

1eCAPTCHA
If the form for the download request does not appear, it is likely that Srvagy-Temz

you have an Ad or Content Blocker enabled. Disable it and refresh the
page, the form should then appear. If it doesn't, please contact us.

For Home and Limited Commercial Use Only. “

Any modification to the software is strictly prohibited
See EULA for Terms of Agreement
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4. Nakon slanja korisni¢kih podataka, prikazuje se poruka koja navodi da je
poveznica za preuzimanje poslana na adresu e-poste navedene u obrascu. Takoder
su prikazane i daljnje upute za instalaciju.

Thank you for downloading
Reboot Restore Rx

A download link has been emailed to you.
If you have not received the email in a few minutes please contact us.

Installation Instructions

. Find Installer
Look for the installer file in your Downloads folder (or B rolbaik homea 2
where you saved it) _“__551_
Extract the zip file T
Right-click the file and select “Extract All". From the dialog Open in new window

box, you can choose a destination folder (or leave as

Bxtract All.. //
default) and check “Show extracted files when complete”

P

n Follow setup instructions ) 86
Run setup.exe and follow installation wizard instructions
to complete the installation. 4| setup.ini e
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5. Nasljedecoj slici prikazana je poruka koju smo dobili na adresu e-poste. Potrebno
je odabrati tipku Download i preuzimanje programa ¢e zapoceti. Program ce biti
spremljen na zadanu (eng. default) lokaciju web preglednika za preuzete datoteke.
Prema uputama s prethodne slike, potrebno je otpakirati i pokrenuti datoteku
Setup.exe.

THANK YOU

for choosing Reboot Restore Rx
Please click on the link below to download your file.

WHAT'S NEXT?

if you have any questions about the software, pricing, or would like a web
demonstration

CONTACT US

SUPPORT TICKET CALL US TOLL-FREE
1-800-496-0148

We are available from 5 AM to 5 PM Pacific Standard Time (PST)
Monday to Friday.
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6. Po pokretanju datoteke Setup.exe pojavljuje se sljedeci interaktivni prozor. Kako bi
se program uspjesSno instalirao, potrebno je dati dozvolu za izmjenu sustava.

9 User Account Control X

5 Do you wantto allow this app to make changes to your

PG2

g Program name:  Shield installation package
="' Verified publisher: New Horizon DataSys Inc

File origin: Hard drive on this computer

(/) Show details LY ([ ]

Change when these notifications appear

7. Zatim je potrebno odabrati jezik instalacije (samo je engleski jezik ponuden) te
pritisnuti tipku OK.

Language Selection X

Select your language:

English (English) v

English (English)
e
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8. Pritiskom na tipku Next nastavlja se s instalacijom.

BN Reboot Restore Rx v3.1

7

Reboot Restore Rx Setup Wizard

This setup wizard will lead you through the process of
installing Reboot Restore Rx on this computer. We first
- RECOMMMEND you to make a backup of your

important data before pressing Next to continue the
A setup wizard.
Reboot
Restore Rx
|
Vi
-
<Back | Net> | | Cancel

9. Nakon Citanja licence, ako se slazemo s uvjetima, potrebno je odabrati Next.

BN Reboot Restore Rx v3.1

License Agreement

Scroll down to see the rest of the agreement

X

THIS END USER LICENSE AGREEMENT ("EULA") IS A LEGAL AGREEMENT A
BETWEEN YOU (EITHER AN INDIVIDUAL OR A SINGLE ENTITY) AND HORIZON
DATASYS INC.. ("HORIZON DATASYS INC."), FOR HORIZON DATASYS INC.
SOFTWARE PRODUCT(S) IDENTIFIED ABOVE, WHICH INCLUDES COMPUTER
SOFTWARE AND ASSOCIATED MEDIA AND PRINTED MATERIALS, AND MAY

INCLUDE "ONLINE" OR ELECTRONIC DOCUMENTATION AND SUPPORT/HELP
INFORMATION ("SOFTWARE PRsODUCT" OR "SOFTWARE"). BY INSTALLING,
COPYING, OR OTHERWISE USING REBOOT RESTORE RX, YOU AGREE TO BE

BOUND BY THE TERMS OF THIS EULA.

Do you accept ALL the terms of the preceding License Agreement? If so, click on Next to
continue with the setup. If you do NOT accept ALL the terms, click on Cancel to stop the setup.

<Back |[ Net> | | Cancel
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10. Sada slijedi kljucan dio instalacije - potrebno je odabrati sve diskove koje Zelimo
zastiti. Diskovi koji nisu odabrani nece biti zaSti¢eni programom Reboot Restore Rx.
Nakon odabira diskova, potrebno je pritisnuti tipku Next.

BY Reboot Restore Rx v3.1 X

Partition Selection
Select the drive(s) or partitions you would like to protect

Partition Disk File System Used Space  Free Space Total Space
C: 0 NTFS 16,1GB 33.3GB 435GB

e [T
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11. Prikazuje se prozor s odabranim postavkama instalacije, za nastavak je potrebno
pritisnuti tipku Next.

g Reboot Restore Rx v3.1 X

Ready to Install
If you want to change any settings, click Back. If your are satisfied with the

settings, click Next to begin copying files. “./

Current Settings:

Reboot Restore Rx will protect the following partitions:
E:

Setup software to folder:

C:\Program Files\Shield

Access Control is enabled.

| <Back || Net> | | Cancel
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12. Po zavrSetku instalacije potrebno je ponovno pokrenuti racunalo.

Reboot Restore Rx v3.1 %

Setup Wizard Completed

Setup needs to restart the computer to install A
Reboot Restore Rx pre-0S Recovery Console.

13. Prilikom ponovnog pokretanja racunala, na zaslonu se prikazuje sljedece:

L ‘@‘%‘ T H

=

Reboot

Restore Rx
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14. Nakon Sto je ponovno pokretanje racunala gotovo, sucelje alata Reboot Restore Rx
moZe se naci na programskoj traci - njegov simbol je narancasta ikona prikazana
na slici niZe.
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3 KoriStenje alata Reboot Restore Rx

3.1 Povratak racunala u prethodno stanje

Za koriStenje glavne funkcije alata Reboot Restore Rx nije potrebno raditi nikakve dodane
korake - alat u pozadini Stiti racunalo te ga automatski prilikom ponovnog pokretanja
vraca na prethodno stanje. Taj ¢e postupak biti demonstriran na primjeru:

1. Kako bismo simulirali neku Stetu, moZemo obrisati proizvoljni direktorij na
zaSticenom disku. Bitno je napomenuti da su zasti¢eni samo diskovi koji su
odabrani prilikom instalacije alata.

2 [ =1 Rebe

“ Home Share
| .

W Copy path

E L_J o Cut

View

e« 5 X =F

= v
1 ] Easy access ~ §

| Pinto Quick Copy aste | Move Copy Delete Rename New Properties
access [#] Paste shortcut tov  to~ 3 folder 4
Clipboard Organize New Open
| €« > v > ThisPC > Documents > Reboot_restore_nx

| HelloWorld ~ #
Reboot_restore_i
TestTool
| Zad_review

&@& OneDrive
; & This PC

3 3D Objects

| [ Desktop
: | Documents
| & Downloads
| D Music
&=| Pictures
H Videos
s Local Disk (C)
s System Reservec
s Local Disk (E:)
- data (F)
s HP_TOOLS (G:)
== Igor_Cigrovski (\

¥ Network v
2items  1item selected

Verzija 1.00

¢ RebootRestoreRx31.zip

~

Name Date modified Type Size

Reboot Restore Rx 20181206 v3.1 12/14/ File folder

Compressed (zipp... 11,105 KB

) New item ~ Y ey Open~ [ selectal

£ History Dmlnvertseledion

Delete Folder X

Are you sure you want to permanently delete this folder?

x Reboot Restore Rx 20181206 v3.1
Date created: 12/14/2018 9:24 AM

Yes i No

CERT.hr-PUBDOC-2019-4-378

v 0 Search Reboot_restore_nx r
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2. Mozemo se uvjeriti kako je direktorij zaista izbrisan.

i1 < | Reboot_restore_nx -
Home Share View
y / v
»* By Ij & cut < [ ) x _I 3 New item
=l W4 Copy path £ Easy access ¥ T Edit 55 Select none
Pinto Quick Copy Paste _ Move Copy Delete Rename New Properties . 0 i
access t] Paste shortcut to~ to~ - folder - £ History 5 Invert selection
Clipboard Organize New Open Select

{i4 Open E Select all

i B » ThisPC > Documents > Reboot_restore_rx v 0 Search Reboot_restore_rx

PN

HelloWorld A Name Date modified Type Size
Reboot_restore.1 9 RebootRestoreR:31 zip 12/12/201810:27... Compressed (zipp..  11,105KB
TestTool

Zad_review
#@& OneDrive

This PC
_J 3D Objects
B Desktop
Documents
& Downloads
D Music
[&=] Pictures
B Videos

‘i Local Disk (C:)

- System Reservec
s Local Disk (E:)
- data (F)

s HP_TOOLS (G)
== Igor_Cigrovski (\

& Network v
1item

P

Verzija 1.00 CERT.hr-PUBDOC-2019-4-378 stranica 15/ 26




C=RT.hr

3. Zatim ponovno pokrenemo racunalo, nakon ¢ega ¢e se na zaslonu prikazati
sljedece:

4. Nakon tog prikaza pocinje povratak sustava na spremljeno stanje.

Restoring system... 63%

Reboot
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5. Nakon $to je pokretanje racunala gotovo, moZemo provjeriti kako je izbrisani
direktorij zaista obnovljen.

= | Reboot_restore_nc - m] X
Home Share View o
» = & cut % x \Eﬁ I3 New item ~ U ‘1 Open ~ [ selectall
t

Wi Copy path ] Easy access } 15 Select none
Pin to Quick Copy Paste Move Copy Delete Rename New Properties

ot [7] Paste shortcut ~ tov  to~ 3 folder G History 25 Invert selection
Clipboard Organize New Open Select

€ > v 4 > ThisPC > Documents > Reboot_restore_rx v Q| | Search Reboot_restore_n »p

~

HelloWorld A Name Date modified Type Size

Reboot:restore Reboot Restore Rx 20181206 v3.1 12/14/20129:24 AM _ File folder

TestTool £ RebootRestoreRi31.zip 12/12/201810:27...  Compressed (zipp... 11,105 KB
Zad_review

@ OneDrive

[0 This PC
B 3D Objects
B Desktop
Documents
4 Downloads
D Music
[&=] Pictures
B Videos
“ia Local Disk (C:)
s System Reservec
s Local Disk (E:)
- data (F)
s HP_TOOLS (G:)
== Igor_Cigrovski (\

¥ Network LY
2items  1item selected
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3.2 Naknadne izmjene

lako je automatski mehanizam povratka racunala u prethodno stanje koristan,
administrator ponekada treba napraviti nekakve trajne izmjene na ra¢unalu, primjerice -
povremeno je potrebno azurirati softver ili instalirati neki novi softver. Kako bismo
napravili neke izmjene na racunalu koje bi zatim bile trajne, tj. koje se ne bi uklonile nakon
ponovnog pokretanja, postupak je sljedeci:

1. Prvo treba pritisnuti desnom tipkom miSa na ikonu alata u programskoj traci, i
zatim u izborniku koji se otvorio odabrati Disable.

Recycle Bin

&) [_)isableb
A | About W, ) 72 o
N, 3/13/2019
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2. U prozoru koji se zatim otvori je potrebno odabrati OK.

Recycle Bin

You are about to disable Reboot Restore Rx from
automatically restoring this computer on every restart. This
should only be performed if you wish to make system updates
or install software. Do you wish to continue?

7:21 AM D
3/13/2019

B w@ )
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3. Time je automatsko vracanje racunala u prethodno stanje iskljuceno, Sto je
prikazano sivom ikonom alata u programskoj traci (ikona je prethodno bila
narancasta).

Recycle Bin

i Reboot Recr Rx ) 7:2 AM 0
R W =N 30372019
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4. Sada je moguce raditi Zeljene izmjene, primjerice azurirati ili instalirati softver. U
ovom slucaju su kao primjer izmjena stvoreni direktorij i datoteka na radnoj
povrsSini.

Recycle Bin

novi direktorij  nova ﬁ i
datoteka

7:23 AM
3/13/2019 L_’|

[ R D)
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5. Kada smo gotovi s izmjenama, treba opet pritisnuti desnom tipkom misa na ikonu
alata u programskoj traci, te zatim u izborniku koji se otvorio odabrati Enable.

Recycle Bin

o e ﬁ i
datoteka

Enable %
A About 7:24 AM
— 1) 3/13/2019 -
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6. U prozoru koji se zatim otvori je potrebno odabrati OK.

Recycle Bin

Before enabling Reboot Restore Rx, we will first update the
baseline to indude all changes made to the system. The
current system will be the new baseline. Click on OK to
continue.

7:24 AM D
3/13/2019

BE @)
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7. Time ¢e zapoceti stvaranje nove slike stanja sustava (eng. baseline) - prilikom
buducih ponovnih pokretanja racunala, njegovo stanje Ce se vratiti u trenutno
stanje. Ovaj postupak moZe potrajati nekoliko minuta, ili cak i duze.

Recycle Bin

7:25 AM L_,|
3/13/2019

[ R D)
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8. Jednom kada je ovaj postupak gotov, ikona alata u programskoj traci ¢e opet
poprimiti narancastu boju Sto znaci da je sada automatsko vracanje racunala u
pohranjeno stanje opet ukljuceno.

Recycle Bin

novi direktorij  nova ﬁ i
datoteka

oS, o

3/13/2019
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4 Zakljucak

Svaki administrator Cije obveze ukljuCuju odrzavanje javno dostupnih ra¢unala zna koliki
je izazov zastititi takvo racunalo od nemarnih i ¢ak zlonamjernih korisnika. Alat Reboot
Restore Rx odlicno je rjeSenje za ovaj problem - on je ujedno besplatan, izrazito
jednostavan za KoriStenje te posao odrZavanja javno dostupnih racunala svodi na
minimum.

Za dodatne potrebe, postoji i komercijalna inacica alata, Reboot Restore Rx Pro, koja
izmedu ostaloga ukljucuje i:

e centralizirano, udaljeno upravljanje (eng. remote management) funkcionalnostima
alata na ve¢em broju racunala,

e automatsko azuriranje softvera i stvaranje nove slike stanja sustava (eng. baseline)
nakon azuriranja,

e podesavanje iznimki, tj. odabir registarskih kljuc¢eva (eng. registry keys) koji nece
biti vra¢eni u pohranjeno stanje, te stvaranje posebnog prostora za datoteke (eng.
exclusion drive) koji isto tako nece biti vracen u pohranjeno stanje.

Te napredne funkcionalnosti dodatno olakSavaju odrzavanje ra¢unala te daju alatu Reboot
Restore Rx Pro fleksibilnost koja ga ¢ini pogodnim za koristenje u gotovo bilo kakvoj
okolini.
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