CARN=T

Recuva
CERT.hr-PUBDOC-2019-5-379

C=RT.hr



C=RT.hr

Sadrzaj
1 UVOD oueeeteeeeeeeeetes s aesssssses et asssssesses s ssssssessesses s s sessessesssssessssessessessssessessessesassessessessesassassessessessssanes 3
2 INSTALACIJA ALATA RECUVA ......uooeveteeeeeesetesteassssssesssssssssssssessssssssssssessssssssssessessessssassassesssssssasses 4
3 KORISTENJE ALATA RECUVA ......oooeueureuressssesssssssassssssssssssssssssessssssssssssssssssssssssssssessessssassessessasassanes 7
L 7N 4 ) 10[00.\ - 13

Ovaj dokument izradio je Laboratorij za sustave i signale Zavoda za elektronicke sustave
i obradbu informacija Fakulteta elektrotehnike i racunarstva Sveucilista u Zagrebu.

Ovaj dokument vlasniStvo je Nacionalnog CERT-a. Namijenjen je javnoj objavi te se
svatko smije njime koristiti i na njega se pozivati, ali iskljucivo u izvornom obliku, bez
izmjena, uz obvezno navodenje izvora podataka. Koristenje ovog dokumenta protivno
gornjim navodima povreda je autorskih prava CARNET-a, a sve navedeno u skladu je sa
zakonskim odredbama Republike Hrvatske.
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1 Uvod

Gotovo svakome se nekada dogodilo da zbog nepaznje ili nemara obriSe bitnu datoteku.
U takvim situacijama, alati za obnovu (rekonstrukciju) obrisanih datoteka mogu biti
iznimno korisni. Postoji niz razlic¢itih tehnika koje takvi alati koriste, no bitno je odmah
imati na umu da ni jednom tehnikom nije moguce jamciti uspjesSnost obnove obrisane
datoteke.

,Recuva“ je jednostavan i besplatan alat za obnovu obrisanih datoteka napravljen za
Windows operacijske sustave. Recuva moZe obnoviti sve vrste datoteka s razli¢itih
medija za pohranu podataka - tvrdih diskova, USB stickova, te ¢ak i MP3 playera ili
memorijskih kartica fotoaparata.

Alat Recuva nudi jednostavno sucelje zbog cega se s njim mogu dobro snalaziti i manje
vjesti korisnici. Iako je sucelje jednostavno, alat je zapravo dobro opremljen s tehnicke
strane - nudi podrsku za razne datoteCne sustave, viSe nacina pretrazivanja (osnovno i
dubinsko) te moZe vracati podatke s niza razli¢itih medija za pohranu.

Osim besplatne inacice alata, dostupna je i komercijalna inalica, Recuva Professional.
Dok besplatna inacica nudi funkcionalnosti obnove datoteka, komercijalna inacica nudi i
dodatne funkcionalnosti poput podrske za virtualne tvrde diskove, automatske
nadogradnje i napredne podrske za korisnike.
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2 Instalacija alata Recuva

Alat Recuva sluzbeno je dostupan za Windows operacijske sustave. U ovom c¢e
dokumentu biti objasnjen instalacijski postupak na operacijskom sustavu Windows 10,
no postupak je jednak i na ostalim ina¢icama Windows operacijskih sustava.

Najnoviju inacicu instalacijske datoteke alata Recuva moguce je preuzeti sa sluzbene
web stranice na ovoj poveznici. Za preuzimanje besplatne inacice treba pritisnuti
poveznicu s natpisom Download Free Version.

gCCIeaner For Home For Business Download Support About Us ® EN

Recover your deleted files quickly and easily.
Acddentally deleted an important file? f fter a computer crash? No probiem - Recuva recovers files
from your Windows computer, recycle bin, digital camera card, or MP3 player!

el e

% Recuva Professional

Zatim se prikazuje sucelje za odabir izmedu besplatne i komercijalne inacice alata, gdje
treba pritisnuti poveznicu s natpisom Free Download.

Recuva : %,
PROFESSIONAL b CCleaner
PROFESSIONAL PLUS
-1 BUNDLE
Advanced file recovery

« Advanced file recovery 4 Productsin 1:

Virtual hard drive support

Automatic updates
@ Recuva Professional
Premium support

& CCleaner Professional

Defraggler Professlonal

.=
5 Speccy Professlonal
S

r—w

Free Download Buy Now - 19.95 € Buy Now-39.95 €
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Tada se otvara stranica gdje su ponudene dvije poveznice preko kojih moZemo preuzeti
besplatnu inacicu alata Recuva.

ls] Recuva ls] Recuva
Free Professional
X No Support « Recover accidentally deleted files and images!

« Automatically updates to the latest version!

« Recommended for home users!

Download from: Buy Now
FileHippo.com ‘

CCleaner.com 19.95 € 24-85-€

Obje poveznice vode do alata. Odabirom prve poveznice otvara se web stranica,
prikazana niZe, na kojoj treba pritisnuti Download Latest Version.

Home * Windows Apps * Compression and Backup  * Backup * Recuva 1.53 1087 for PC Windows G+ Share m

4] Recuva 1.53.1087 |
SO By Plritorm (Freeware) Download Latest Version (5.31MB)
User Rating 9o i HEEE——_——_——_——_———

Adverisement Adverlisement

Description Technical Change Log

Recuva (pronounced “recover”) is a freeware Windows utility that can help you to restore your files, which have been
accidentally deleted from your computer. This includes files accidentally emplied from the Recycle bin as well as
images and olher files thal have been deleted by user eror from memory cards or exlernal devices, such as MP3
players. With Recuva you can even rescue files that have been lost’ due to bugs, crashes or viruses!
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Nakon uspjeSnog preuzimanja, treba pokrenuti preuzetu datoteku, Sto Ce otvoriti
¢arobnjaka za instalaciju alata Recuva. Prije instalacije, potrebno je na dnu instalacijskog
prozora (oznaceno crvenim na slici nize) iskljuciti opciju instalacije dodatnog
softvera, u suprotnom ce instalacijski proces osim alata Recuva instalirati i neki drugi
softver (primjerice Google Chrome ili CCleaner). Nakon iskljucivanja te opcije, za
instalaciju je dovoljno pritisnuti tipku Install i pricekati da postupak instalacije zavrsi.

Piriform

Optional

English

Recuva v1.53 Setup

By installing this product you agree to our license agreement and privacy palicy.

View license agreement Viewy privacy policy

Install

Customize

X

[ 3 Prim.com

policy

% Install Google Chrome as my default browser
By Tnstalling this application, you agree to Google Terms of use and Privacy

C | A wew.googe

Mo N @ S

Kada je instalacija gotova, pritiskom na tipku Run Recuva moguce je odmah i pokrenuti

alat.
Pirifdrm X
Recuva v1.53 Setup Completed
Recuva v1.53 has been successfully installed on your computer.
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3 KorisStenje alata Recuva

Precicu na izvrSnu datoteku alata Recuva moguce je naéi na radnoj povrsini (engl.
desktop) ili u glavnom izborniku operacijskog sustava. Kod pokretanja alata Recuva,
otvara se carobnjak pomocu kojega je moguce lako obnoviti obrisane datoteke. U
pocetnom prozoru ¢arobnjaka treba kliknuti Next.

Recuva Wizard K

Welcome to the Recuva Wizard

This wizard will help you recover your deleted files. Just
answer a few simple questions and Recuva does the rest.

If you don't want to use this wizard, simply press Cancel
and you will have access to the advanced features of
Recuva.

[ ]Do not show this Wizard on startup.

< Back Cancel
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U sljede¢em prozoru biramo vrste datoteka koje Zelimo obnoviti. Moguce je izabrati i All
files Sto znaci da traZimo sve vrste datoteka. Ako znamo to¢no koju vrstu datoteka
traZimo, moZe biti korisno odabrati samo tu vrstu datoteke kako bi nam kasnije bilo
laksSe snalaziti se u popisu pronadenih datoteka. Za nastavak treba pritisnuti Next.

Recuva Wizard

File type
What sort of files are you trying to recover?

(®) All Files
Show all files.

() Pictures
Show only files of common image formats, such as digital camera photos.

() Music

Show only files of common audio formats, like MP3 player files.

() Documents
Show only files of common office document formats, such as Word and Excel files.

(O Video
Show only video files, like digital camera recordings.

(O) Compressed
Show only compressed files.

() Emails

Show only emails from Thunderbird, Outlook Express, Windows Mail and Microsoft
Outlook.

< Back Cancel
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Zatim dolazimo do prozora na kojem navodimo mjesto na kojemu su se nalazile obrisane
datoteke koje Zelimo obnoviti. Ako Zelimo pretraZiti cijelo racunalo, odabiremo opciju
I'm not sure. Dostupne su i druge opcije - moZemo odabrati pretragu vanjskih medija za
pohranu podatka (npr. memorijske kartice ili iPod), koSa za smece (engl. Recycle Bin) ili
odredenog direktorija/mape.

Recuva Wizard X
File location ey
Where were the files? &

(® I'm not sure
Search everywhere on this computer.

() On my media card or iPod

Search any removable drives (except CDs and floppies) for deleted files.

() In My Documents
Search user documents folders.

() In the Recycle Bin
Search for files deleted from the Recycle Bin.

() In a specific location
C:\ Browse...

Ona CD / DVD

< Back Cancel
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Nakon odabira mjesta, dolazimo do sljedeceg prozora gdje pokre¢emo pretraZivanje i
obnovu obrisanih datoteka. U tom je prozoru ponudena i opcija Enable Deep Scan koja
omogucava duboko pretraZivanje. Odabirom dubokog pretraZivanja moguce je pronaci
veci broj obrisanih datoteka, no tada postupak pretraZivanja traje duZe. Pritiskom tipke
Start pocCinje pretraga.

Recuva Wizard X

Thank you, Recuva is now ready to
search for your files

After the search is complete you will see a list of the files
Recuva has found. Simply check the files you would like to
recover and click the Recover button.

Check this box if previous scans have failed to find your files.
Note that this may take over an hour on a large drive.

[_]Enable Deep Scan

Click Start to begin the search.

< Back Cancel
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Kada je pretraga gotova, prikazuje se ispis datoteka koje su pronadene. Pritiskom na
kvadratic¢ lijevo od datoteke biramo koje datoteke Zelimo vratiti. Kada smo odabrali sve
datoteke koje Zelimo vratiti, treba pritisnuti Recover.

&3 Piriform Recuva - O X

@ Recuva.com
; Mi - \Win

ot o bect e, restoe the fles 1o & ifremt e, P RECOUEE: suitch to advanced mode
L] Filename Path Last Modif... Size State Comment ~
[] @ sflistwt.dat AN 9/28/2017... 4,820 .. Very poor This file is overw
[] @ sflistrs1.dat AN 9/28/2017... 5,466 ... Unrecoverable This file is overw
[] @ sflistwb.dat AN 9/28/2017... 3,099 ... Unrecoverable This file is overw
(1 @ sflistwb.dat CA\ 9/28/2017... 3,099 .. Very poor This file is overw!
(1 @ sflistwb.dat CA\ 9/23/2017... 3,099 .. Very poor This file is overw!
[ ] @ sflistwb.dat AN 9/28/2017... 3,099 .. Unrecoverable This file is overw
@ jumsdi.dll CA\Namd64_microsoft-onecore-is..  3/30/2018.. 22 KB Very poor This file is overw!
[ ] @® dynamiccategory.sql C\?\ 9/29/2017.. 18 KB Unrecoverable This file is overw:
[] @ kdcsvedll C\N\amd64_microsoft-windows-k.... 10/10/201.. 552 KB Very poor This file is overw
[] @ cloudap.dll C\M\amd64_microsoft-windows-s... 8/9/2018 .. 375 KB Unrecoverable This file is overw
[] @ Isaiso.exe C\Namd64 microsoft-windows-s... 3/30/2018.. 264 KB Unrecoverable This file is overw
] @ base_jpnxml A\ 9/28/2017.. 804 b... Excellent No overwritten ¢
] @ wuapi.dll C\A\wowb4_microsoft-windows-w... 8/9/2018 ... 806 KB Very poor This file is overw
[] @ wuapi.dll CA\N\amd64_microsoft-windows-w... 8/9/2018 ... 1,031 ... Unrecoverable This file is overw ¥
< >
[\\.\HarddiskVolume3] Unable to determine file system type. Found 33,579 file(s) in 11.77 seconds. Recover...
Online Help Check for updates...
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Sada se otvara prozor u kojem biramo mjesto na koje ¢emo pohraniti vracene datoteke.
Kada odaberemo mjesto, treba pritisnuti OK.

Browse For Folder K

Select location for recovery

¥ Network A
back
@ cda
csv
f
PlatformCodeSystems
recuva
@ schematroni
@ TEST v

Make New Folder Cancel

Tada se javlja obavijest o uspjeSnoj obnovi datoteka koja navodi koliko je datoteka
obnovljeno i za koliko vremena. Vrijeme se u ovom slucaju ne odnosi na cijeli postupak
pretrage, ve¢ samo na postupak obnove pronadene datoteke.

@ Operation completed x

Total recovered 1 file(s):
Fully recovered 0 file(s)
Partly recovered 1 file(s)

Operation completed in 0,33 second.

Upgrade to Recuva Professional:

Why not upgrade to Recuva Professional and benefit from:

" Advanced file recovery &" Virtual hard drive support

" Automatic updates " Premium support

UPGRADE NOW!
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4 Zakljucak

Recuva je mocan alat koji kroz jednostavno sucelje ¢ak i manje vjestim korisnicima
pruza mogucénost obnove obrisanih datoteka. Besplatnom inacicom alata moguce je
obnoviti sve vrste datoteka s gotovo bilo kojeg medija za pohranu podataka, dok je za
zahtjevnije korisnike dostupna i komercijalna inacica koja nudi dodatne funkcionalnosti.

U konacnici, alat Recuva i ostali alati za obnovu obrisanih datoteka mogu biti zaista
korisni, no treba biti svjestan da u nekim slucajevima, nijedan alat nee moci
rekonstruirati obrisanu datoteku. Zato, ako nam je zaista stalo do podataka, trebamo
raditi redovne sigurnosne kopije (engl. backup).
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