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Ovaj dokument izradio je Laboratorij za sustave i signale Zavoda za elektronicke sustave
i obradbu informacija Fakulteta elektrotehnike i racunarstva Sveucilista u Zagrebu.

Ovaj dokument vlasniStvo je Nacionalnog CERT-a. Namijenjen je javnoj objavi te se
svatko smije njime koristiti i na njega se pozivati, ali iskljucivo u izvornom obliku, bez
izmjena, uz obvezno navodenje izvora podataka. Koristenje ovog dokumenta protivno
gornjim navodima povreda je autorskih prava CARNET-a, a sve navedeno u skladu je sa
zakonskim odredbama Republike Hrvatske.
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1 Uvod

Internet omogucava racunalima na razli¢itim krajevima svijeta da medusobno
komuniciraju - no, ta komunikacija nije sama po sebi izrazito sigurna. Uzmimo za
primjer osobu koja sjedi u ugostiteljskom objektu ili nekom drugom javnom prostoru i
koristi svoj pametni telefon za pregledavanje web stranica. Pretpostavimo da je telefon
spojen na Wi-Fi mreZu kafi¢a. Tada njegovi podaci prvo putuju tom Wi-Fi mreZom, pa
zatim kroz usmjeriva¢ (engl. router) tog javnog prostora, pa kroz opremu pruZatelja
mreZnih usluga, i tako dalje kroz niz drugih uredaja, dok ne stignu na svoje odrediste.

Na svakom dijelu tog puta, ti mreZzni paketi nisu nikako zasti¢eni. Bilo koji uredaj kojim
oni prolaze moZe gledati te ¢ak i izmijeniti njihov sadrzaj. Neki dijelovi puta tih mreznih
paketa su posebno rizi¢ni. Primjerice, Wi-Fi mreZe kafi¢a ili du¢ana su ¢esto nedovoljno
zaStiCene i omogucavaju napadaCima koji se nalaze u blizini da prisluSkuju ili cak
mijenjaju mreZni promet spojenih korisnika.

Tehnologija virtualnih privatnih mreza, poznatija pod skra¢enicom VPN (od engl. Virtual
Private Network), omogucava sigurno povezivanje dva ra¢unala preko nesigurne, javne
mreZe (primjerice preko interneta). Kada se dva racunala priklju¢ena na internet povezu
putem VPN-a, to je efektivno kao da su sada ta dva racunala spojena jednim sigurnim
mreZnim kabelom, privatnim jer ga nitko drugi ne koristi.

VPN tehnologija ima niz razli¢itih primjena. Zaposlenici c¢esto koriste VPN tehnologiju
kako bi se spojili na mrezu svog ureda kada rade od doma ili su kod klijenta ili na putu.
VPN tehnologijom je moguce i na siguran nacin povezati lokalne mreZe dvije fizicki
udaljene podruZnice iste tvrtke.

[zmedu ostaloga, VPN tehnologija omogucava korisnicima da se zastite od zlonamjernih
ili nesigurnih Wi-Fi mreZa i sli¢cnih opasnih okolina. Korisnik spojen na opasnu Wi-Fi
mreZzu moZze VPN tehnologijom napraviti siguran mrezni tunel izmedu svog uredaja i
nekog drugog udaljenog uredaja na internetu. Time ¢e korisnik zastiti svoj mrezZni
promet na cijelom putu od svog uredaja do odredista VPN veze, tj. zastitit e mreZni
promet od opasnosti nezasticene Wi-Fi mreZe ili od sli¢ne nesigurne okoline.

Upravo zbog ove primjene, pojavio se niz tvrtki koje korisnicima pruzaju uslugu pristupa
internetu putem VPN veze. Drugim rijeCima, te tvrtke svojim korisnicima pruZzaju sve $to
im je potrebno da svoje (korisnic¢ke) uredaje spoje na tvrtkine uredaje putem VPN-a, i na
taj nafin usmjeravaju mrezni promet svog uredaja preko te VPN veze. U ovom
kontekstu, korisnikov uredaj nazivamo VPN klijentom, dok uredaj tvrtke nazivamo VPN
posluziteljem. Time u konacnici Kkorisnici mogu Stiti svoj mrezni promet prilikom
spajanja na opasne Wi-Fi mreZe i slicne okoline. Znaci, korisnikovi podaci ¢e biti sigurni
dok putuju od korisnickog ra¢unala do VPN posluzitelja. Kad izadu iz njega, pa sve do
konac¢nog odrediSta, njihova sigurnost ovisi o mreZama kroz koje dalje putuje.

Sigurnost podataka na cijelom putu od korisnika do racunalnih resursa koje koristi je
moguce osigurati tek onda ako se VPN posluZitelj nalazi u istoj lokalnoj i zasti¢enoj
mreZi u kojoj se nalazi i raCunalni resurs.
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Za uspostavu VPN veze potreban je program na korisnicCkom racunalu, VPN Kklijent, i
program na VPN posluzitelju. Postoji nekoliko popularnih komercijalnih, ali i besplatnih
programa.

OpenVPN je Siroko koriSteni skup slobodnog softvera (engl. free and open source
software) koji ukljucuje sve Sto je potrebno za uspostavljanje VPN veze izmedu dva
raCunala. Jedan dio tog skupa softvera je i OpenVPN GUI za operacijski sustav Microsoft
Windows. OpenVPN GUI je alat koji korisnici instaliraju na svoje racunalo (VPN klijent)
kako bi mogli uspostaviti VPN vezu s nekim VPN posluziteljem. Ovaj dokument opisuje
instalaciju i osnovno koristenje softvera OpenVPN GUI.
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2 Instalacija alata OpenVPN GUI

OpenVPN GUI je klijent za uspostavu VPN veze korisnikovog racunala i nekog VPN
posluzitelja. Taj posluZitelj moZe negdje postaviti sam korisnik ili njegova organizacija,
ali je moguce koristiti i javne, komercijalne ili besplatne VPN posluzitelje.

Alat je dostupan na sluzbenim web stranicama projekta OpenVPN.

1. Potrebno je odabrati padaju¢i izbornik Community i kategoriju Downloads.

{1 OpenvPN | The World's X | =+ = x

é 9 O ‘ E] openvpn.net {q’ ‘ = @ @

OpenVPN Security Advisory: Dec 14, 2018 Action heeded: Important update for OpenVPN Access Server SIGN UP

VPN BUSINESS CONSUMER SUPPORT COMMUNITY GET OPENVEN
VPN VPN

OVERVIEW

Your Private Path [

COMMUNITY WIKI

to ACCGSS Network s‘-' -.-" COMMUNITY BUG TRACKER

employe

R e S O u rC e S CI n d ;:‘;thfo:i DOCUMENTATION

FAQS

standard n the

Services Securely == &g

FORUMS

CONTRIBUTING

‘CHOOSE YOUR SOLUTION
VPN ON VPN VPN y
VPN ON VPN ON i CONSUMER
@ AWS 0 AZURE GOOGLE @ VIRTUAL e SOFTWARE VPN
CLOUD APPLIANCE PACKAGE

https./fopenvpn.net/community-downloads/

16:30

A OB 5o
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2. Preusmjereni smo na web stranicu za preuzimanja na kojoj odaberemo
instalaciju namijenjenu operacijskom sustavu Microsoft Windows: “Windows
installer (NSIS)”. Time zapocCinje preuzimanje instalacijske datoteke.

(1) Community Downloads X =+ = b

&« > O ‘ B openvpn.net/commun jf{ | = @A @

OpenVPN Security Advisory: Dec 14, 2018 Action needed: Important update for OpenVPN Access Server SIGN UP LOGIN
m OPENVPN BUSINESS CONSUMER SUPPORT COMMUNITY
VPN VPN

OpenVPN GUI bundled with the Windows installer has a large number of new features compared to the one bundled with OpenVPN 2.3. One of major featuresis
the ability to run OpenVPN GUI without administrator privileges. For full details, see the changelog. The new OpenVPN GUI features are documented |

Please note that OpenVPN 2 4 installers wall nof work on Windows XP

If you find a bug in this release, please file a bug repoert to our Trac bug cer. Inuncertain cases please contact our developers first, either using the of
el mailinglist or the developer IRC channel (#openvpn-devel at irc freenode net). For generic help take a look at our official documentation,
on-users mailing list and user IRC channel (#openvpn at irc freenode net)

SOURCE TARBALL (GZIP) GNUPG Signature openvpn-2.4.6.tar.gz

SOURCE TARBALL (X2) GnuPG Signature openvpn=2.4.8.tar.xz
SOURCE ZIP GnuPG Signature openvpn-2.4.6.zip

WINDOWS INSTALLER (NSIS) GnuPG Signature openvpn-ins

-i802.exe

NOTE: the GPG key used to sign the release files has been changed since OpenVPN 2 4.0. Instructions for verifying the signatures, as well as the new GPG public
key are available here

Ve also provide static URLs pointing to latest releases to ease automation. For a list of files look here

httpswsw“;;‘;twgewpn 'Drgf,‘mmmun"‘ty'l,;e‘mgsfupemp"7.";'5talliz_4‘67|602"em'es for Debian and Ubuntu. Supported architectures are i386 and amd64. For details. look here
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3. Nakon S$to je dovrSeno preuzimanje, instalacijski paket je spremljen na zadanu
(engl. default) lokaciju web preglednika, obi¢no ,C:\Users\korisnik\Downloads\"“.

¥ & = | Downloads
“ Home Share View

- x
1 d » ThisPC > Downloads

(2]
y

~ &/  Search Downloads
3 Quick access Name

Dste modified Type Size
B Desktop

& openvpn-install-2.4.6-1602 722019
; Downloads

Application 3771 KB

Date created: 7.

| Documents Size: 3,68 MB
=] Pictures
b Music

B videos
4@ OneDrive

O ThisPC

[ Desktop

| Documents

4 Downloads

D Music

=] Pictures

B videos
4., Local Disk ()
§% CD Drive (D7) Virtua

¥ Network

Titem
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4. Potrebno je pokrenuti preuzetu datoteku (u ovom slucaju openvpn-install-2.4.6-
1602.exe). Time smo zapoceli instalaciju alata. Ako se pojavi upozorenje
prikazano na sljedecoj slici, potrebno je odabrati Yes.

& User Account Control X

2 Do you want to allow this app to make changes to your
PC?

Program name:  openvpn-install-2.4.6-1602.exe
Verified publisher: OpenVPN Technologies, Inc.
File crigin: Downloaded from the Internet

Show details Yes

Change when these notifications appear
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5. Zatim se prikazuje pocetni zaslon instalacije na kojemu je potrebno odabrati
Next.

3

N = | Downloads
“ Home Share View e
T & > ThisPC > Downloads v &| | Search Downloads P
# Quick access Name Date modified Type Size
[ Desktop # openvpn-install-2.4.6-1602 712 Application 3771 KB

; Downloads

=] Documents

&= Pictures
b Music . "
OpenVPN 2.4.6-1602 Setup - X
screens
B videos Welcome to the OpenVPN
2 4 6-1602 Setup Wizard
d@ OneDrive
This wizard will guide you through the installation of
O ThisPC OpenVPN , an Open Source VPN package by James Yonan.
I Desktop Note that the Windows version of OpenVPN wil only run on
= p Windows Vista, or higher,
| Documents
4 Downloads
b Music
=] Pictures
B Videos
i Local Disk (C:)
W% CD Drive (D) Virtua
¥ Network
1item
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6. Zatim, nakon Sto procitamo i sloZzimo

odabrati Next.

“ Home Share View

1 d » ThisPC » Downlogds

se s uvjetima KkoriStenja, potrebno je

v O Search Downloads P
# Quick access Name Date modified Type Size
[ Desktop # openvpn-install-2.4.6-1602 7. Application 3771 KB
; Downloads
) Documents
&= Pictures
b Music
OpenVPN 2.4.6-1602 Setup -
screens u
icense Agreement
H Videos Please review the license terms before installing OpenVPN
2.4.6-1602.
d@ OneDrive
I This PC. Press Page Down to see the rest of the agreement.
is
B Deskicp (OpenPM (TM) — An Open Source VPN daemon
=) Documents Copyright (C) 2002-2018 OpenVPN Inc <sales @openvpn.net>
Download This distribution contains multiple components, some
¥ Downloads of which fall under different licenses. By using OpenVPN
J« Music or any of the bundled components enumerated below, you
agree to be bound by the conditions of the license for
=] Pictures each respective component.
B Videos OpenVPM trademark
‘L Local Disk () If you accept the terms of the agreement, dick I Agree to continue. You must accept the
% CD Drive (D) Virtua agreement to install OpenVPN 2.4.6-1602,
¥ Network
<ok o
1item

Verzija 1.00

CERT.hr-PUBDOC-2019-7-384

stranica 10 / 27



C=RT.hr

7. U sljede¢em koraku se biraju komponente koje ¢e biti

instalirane, preporuka je
ostaviti kako je zadano (engl. default) i odabrati Next.

* AN = | Downloa
“ Home Share View e
T & > ThisPC > Downloads v &| | Search Downloads P
# Quick access Name Date modified Type Size
Deskto % openvpn-install-2.4.6-1602 7.2.2019. Application 3771 KB
p penvp PP
; Downloads
) Documents
&= Pictures
b Music
OpenVPN 2.4.6-1602 Setup - X
screens
i Choose Components
B videos Choose which features of OpenVPN 2.4.6-1602 you want to
install.
d@ OneDrive
Select the components to install/upgrade. Stop any OpenVPN processes or the OpenVPN
I This PC service if itis running.  All DLLs are installed locally.
[ Desktop
(&l Documents Select companents to instal: OpenVPH Use
# Downloads OpenVPN Service
j Music TAP Virtual Ethernet Adapter
OpenVPN GUI
&= Pictures i--[[] EasyRSA 2 Certificate Management Scripts
B videos - [ Advanced
= . 5 Description
s Local Disk () Space required: 12.6MB
W% CD Drive (D) Virtua
¥ Network
<ok o
1item

~ ) B
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8. Zatim se bira lokacija na disku gdje ¢e alat biti instaliran.

¥ | & [] = | Download

4 > ThisPC » Downloads

3t Quick access Name
I Deskiop 3 openvpn-install-2.4.6-1602
4 Downloads

=] Documents
&=| Pictures
D Music

screens
B videos
Z@ OneDrive

O This PC

[ Desktop

| Documents

4 Downloads

b Music

=] Pictures

B videos

e Local Disk ()

§% CD Drive (D) Virtua

¥ Network

1item

Verzija 1.00

Date modified Type Size

Application

OpenVPN 2.4.6-1602 Setup

Choose Install Location
Choose the folder in which to install OpenVPN 2.4.6-1602.

Setup will install OpenVPM 2.4.6-1602in the following folder. To install in a different folder,
click Browse and select another folder. Click Install to start the installation.

Destination Folder

Browse...

Space required: 12.6MB
Space available: 36,568

< Back Install Cancel

CERT.hr-PUBDOC-2019-7-384
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9. Sljedeci korak prikazuje kako napreduje instalacija.

¥ | & [] = | Download

4 > ThisPC » Downloads

F Quick access Name
) Desktop 3 openvpn-install-2.4.6-1602
& Downloads
|Z] Documents
&=| Pictures
B Music
screens

B videos
Z@ OneDrive

O This PC

[ Desktop

[£] Documents

4 Downloads

b Music

=] Pictures

B videos

e Local Disk ()

§% CD Drive (D) Virtua

¥ Network

1item

Verzija 1.00

Date modified Type Size

Application

OpenVPN 2.4.6-1602 Setup

Installing
Please wait while OpenVPN 2.4.6-1602 is being installed.

Instaling TAP (may need confirmation)...

Create shortcut: C:\ProgramData\Microsoft\Windows\Start Menu'\Programs'\OpenvP... A

Installing OpenVPN Interactive Service...
Instaling OpenVPN Legacy Service...

Removing OpenVPN Service. ..

Qutput folder: C:\Program Files\OpenVPN'bin
Extract: openvpnserv2.exe

Instaling OpenvPN Service. ..

Qutput folder: C:Wsers\test\AppDatalLocal{Temp
Extract: tap-windows.exe

Installing TAP (may need confirmation)...

CERT.hr-PUBDOC-2019-7-384
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10. Tijekom instalacije moZe se pojaviti sko¢ni prozor (engl. pop-up window) Kkoji

trazi dozvolu za instalaciju odgovarajucih upravljackih programa. Treba dozvoliti
pritiskom na Install.

s 2N = | Downloads
Home Share View [7]
1+ & » ThisPC » Downloads

v O Search Downloads ¥

# Quick access Name Date modified Type

[ Desktop « openvpn-install-2.4.6-1602 7.2.2019. 16:25 Application 3771 KB
4 Downloads
[£] Documents
=] Pictures
b Music
OpenVPN 2.4,6-1602 Setup
screens

Videos

E
i OneDrive

Would you like to install this device software?
[ This PC

. Mame: TAP-Windows Provider V8 Network adapters
I Desktop [0 Publisher. OpenVPN Technologies, Inc.
[£] Documents

J Downloads
Always trust software from "OpenVPN Install Don't Install
D Music Technologies, Inc.".
=] Pictures
Videos

@ VYou should only install driver software from publishers you trust. How can | decide which

device software is safe to install?
e Local Disk (C2)

RS TR
W% CD Drive (D:) Virtua

Installing TAP (may need confirmation)...

¥ Network

Verzija 1.00 CERT.hr-PUBDOC-2019-7-384 stranica 14 / 27
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11. Sljedeca slika prikazuje
kliknuti Next.

= | Downloads
“ Home Share View

1 d » ThisPC » Downlogds

3 Quick access Name
B Deslop % openvpn-install-2.4.6-1602
4 Downloads

| Documents
=] Pictures
b Music

screens
B Videos
d@ OneDrive

& This PC

[ Desktop

|=] Documents

4 Downloads

b Music

=] Pictures

B Videos

i Local Disk (C:)

W% CD Drive (D) Virtua

¥ Network

1item

Verzija 1.00

Dste modified Type Size

Application 3771 KB

OpenVPN 2.4.6-1602 Setup

Installation Complete
Setup was completed successfully.

Completed

Qutput folder: C:\Program Files\OpenVPN

Extract: icon.ico

Qutput folder: C:\Program Files\OpenVPN'doc

Extract: license. txt

Created uninstaller: C:\Program Files\OpenVPN\Uninstall exe
Starting OpenVPN Interactive Service

Checking .NET Framewark version...

.NET Framework 4.0 Full found, no need to install.
Proceading with remainder of installation.

Completed

CERT.hr-PUBDOC-2019-7-384

uspjeSan zavrSetak instalacije nakon Cega je potrebno

v & Search Downloads
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12. Posljednji prozor instalacije prikazuje kako je alat uspjeSno instaliran na
racunalo, za zavrSetak je potrebno kliknuti Finish.

“ Home Share View e

1 d » ThisPC > Downloads ~ @& Search Downloads y:)

# Quick sccess Name Date modified Type Size

[ Desktop # openvpn-install-2.4.6-1602 7.2.2019.168:25 Application 3771 KB

; Downloads

| Documents

&= Pictures

b Music
screens

B Videos

d@ OneDrive

OpenVPN 2.4.6-1602 Setup -

Completing the OpenVPN 2.4.6-1602
Setup Wizard

OpenVPN 2.4.6-1602 has been installed on your computer.
& This PC

[ Desktop

| Documents

4 Downloads

b Music

=] Pictures

B Videos

“a Local Disk (C2)

W% CD Drive (D) Virtua

Click Finish to close this wizard.

[[]show Readme

¥ Network

Titern =
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3 KorisStenje alata OpenVPN GUI

1. Nakon uspjesSne instalacije, na radnoj povrsSini (engl. desktop) ¢e se pojaviti
precac (engl. shortcut) nazvan OpenVPN GUI.

T

——

AR 2500

16:45
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2. Alternativno, OpenVPN GUI moZe se pokrenuti otvaranjem izbornika Start i
odabirom OpenVPN GUI ikone unutar direktorija OpenVPN.

¥ = | Downloads a X
Home Share View o

2 & > ThisPC > Downloads v & | Search Downloads »
& Ok s Name Date modified Type Size
[ Desktop (2 openvpn-install-2.4.6-1602 7.2.2019.16:25 Application 3771Ke

*
& Downloads *
[£] Documents »

*

&=| Pictures

D Music

Life at a glance Play and explore

Kalendar 5 Xbox Music
$66 billion ’ \
merger would ! T
E =R
America's sixt...

Microsoft Edge Fotografije Money . & News

Nabavi Skype
Nabavite Office

News

OneDrive

OneNote
Sunny

42 % A [\ u |

Zagreb Telefonski po... OneNote Nabavite Office

OpenVPN
Generate a static OpenVPN...
OpenVPN GUI
Ne

OpenVPN HOWTO

OpenVPN Manual Page
New

OpenVPN Sample Configur...

VPN Support

| 16:42
ANBROB S50
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3. Kako bi OpenVPN mogao raditi, potrebna mu je odgovaraju¢a konfiguracijska

datoteka. U slucaju kada korisnik pla¢a VPN uslugu, tada ¢e tvrtka (pruzatelj VPN
usluga) korisniku dati odgovarajuc¢u konfiguracijsku datoteku, obicno putem
svoje web stranice.
Ako se konfiguracijska datoteka ne nalazi na mjestu na kojem ju OpenVPN GUI
ocekuje, program ne moze ispravno raditi i pojavljuje se skoc¢ni prozor (engl. pop-
up window). Skocni prozor navodi na koju je lokaciju potrebno pohraniti
konfiguracijsku datoteku. Alternativno, moguce je uvesti konfiguracijsku
datoteku (pohraniti ju na odgovaraju¢u lokaciju) klikom na Import file... u
izborniku prikazanom na slici u sljede¢em koraku.

* AN = | Downloads
“ Home Share View e

o & » ThisPC > Downloads v & | search Downloads )
N
# Quick access Name Date modified Type Size

[ Desktop & openvpn-install-2.4.6-1602
; Downloads

7.2.2019. 16:25 Application 3.771KB

| Documents
=] Pictures
b Music

screens
B Videos
d@ OneDrive

[ This PC

I Desktop OpenVPN GUI x
&) Documents

¥ Downloads No readable connection prafiles (config files) found.
D Music Use the "Import File.." menu or copy your config files to
"C:\Users\test\OpenVPNcanfig" or "C:\Pragram Files\OpenVPN\config".

=] Pictures
B Videos
‘& Local Disk (C)
§% CD Drive (D) Virtua
¥ Network
Titem E =

1642

AR 5
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4. Nakon sto je OpenVPN GUI pokrenut, pojavljuje se njegova ikona u programskoj
traci. Pritiskom desne tipke misa na ikonu OpenVPN GUI-a otvara se izbornik koji
izmedu ostaloga ukljucuje i stavku Import file... za uvoz konfiguracijske datoteke.
Jednom kada je konfiguracijska datoteka pohranjena na pravom mjestu, za
uspostavljanje VPN veze treba u izborniku odabrati Connect.

Edit Config
Clear Saved Passwords

Import file...

Settings...
Exit

) 14:56
= OB 5500

Verzija 1.00 CERT.hr-PUBDOC-2019-7-384 stranica 20/ 27
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5. Nakon klika na Connect, prikazuje se sucelje u kojemu je prikazan
uspostave VPN veze odnosno prikaz trenutnog stanja veze.

- |

Recycle Bin

OpenVPN
GUI

Verzija 1.00

(T OpenVPN Connection (USA_199.247.31.34_tcp) X

Current State: Connecting

Fri Feb 08 14:57:23 2019 Attempting to establish TCP connection with [AF_INET]199.247.31.34:443 [nonblc A
Fri Feb 08 14:57:23 2019 MANAGEMENT: >STATE: 1549634243 TCP_CONNECT.,

Fri Feb 08 14:57:24 2019 TCP connection established with [AF_INET]199.247.31.34:443

Fri Feb 08 14:57:24 2019 TCP_CLIENT link local: {not bound)

Fri Feb 08 14:57:24 2019 TCP_CLIENT link remote: [AF_INET]199.247.31.34:443

Fri Feb 08 14:57:24 2019 MANAGEMENT: >STATE:1549634244 WAIT,

Fri Feb 08 14:57:24 2019 MANAGEMENT: >STATE:1549634244 AUTH

Fri Feb 08 14:57:24 2019 TLS: Initial packet from [AF_INET]199.247.31. 3, 5id=8f281662 2 3db 15e

Fri Feb 08 14:57:24 2019 VERIFY OK: depth=2, C=GB. ST=Greater Manchester, L=Salford, 0=COMODO C.
Fri Feb 08 14:57:24 2019 VERIFY OK: depth=1, C=GB, ST=Greater Manchester, L=Salford, 0=COMODO C.
Fri Feb 08 14:57:24 2019 VERIFY OK: depth=0, OU=Domain Control Validated, OU=PositiveSSL Wildcard, |
Fri Feb 08 14:57:24 2019 Control Channel: TLSv1.2, cipher TLSv1.2 ECDHE-RSA-AES256-GCM-SHA384,
Fri Feb 08 14:57:24 2013 [".opengw net] Peer Connection Initiated with [AF_INET]199.247.31.34:443

Fri Feb 08 14:57:25 2019 MANAGEMENT: >STATE:1549634245 GET_CONFIG,

an Feb 08 14:57:25 2019 SENT CONTROL [".opengw net]: ‘PUSH_REQUEST (status=1)

<

Bytesin: 0B out: 16 B OpenVPN GUI 11.10.0.0/24.6
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6. Nakon uspjesnog uspostavljanja veze, OpenVPN GUI ikona u programskoj traci
(eng. task bar) mijenja boju iz prozirne u zelenu.

7 ) 15:00
ABIOBR o
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7. Ako Zelimo vidjeti stanje trenutne veze, treba u izborniku (koji se otvara
pritiskom desne tipke miSa na ikonu OpenVPN GUI-a u programskoj traci)
odabrati Show Status.

-

Recycle Bin

@ OpenVPN Connection (USA_199.247.31.34_tcp)

Curent State: Connected

Fri Feb 08 15:00:40 2019 TAP-Windows Driver Version 9.21
Fii Feb 08 15:00:40 2019 Notfied TAP-Windows driverto set a DHCP IP/netmask of 10.211.1.9/255.255.2
Fri Feb 08 15:00:40 2019 Successful ARP Flush on interface [5] {64D14FDC-979E-4CFC-BF8A-EC536CES
Fri Feb 08 15:00:40 2019 do_ifconfig, tt->did_fconfig_ipv6_setup=0
Fi Feb 08 15:00:40 2019 MANAGEWENT: >STATE 1545634440 ASSIGILIP, 10211 18..
Fri Feb 08 15:00:45 2019 TEST ROUTES: 1/1 succeeded len=0 ret=1 a:
Fi Feb 08 15:00:45 2019 C:\Windows\system32\oute.exe ADD 199.247.31. 34 MASK 255.255.255.255 1C
Fri Feb 08 15:00:45 2019 Route addition via service succeeded
Fii Feb 08 15:00:45 2019 C:\Windows\system32\route exe ADD 0.0.0.0 MASK 128.0.0.0 10.211.1.10
Fri Feb 08 15:00:45 2019 Route addition via service succeeded
Fri Feb 08 15:00:45 2019 C:\Windows\system32\route exe ADD 128.0.0.0 MASK 128.0.0.0 10.211.1.10
Fn Feb 08 15:0045 2019 Route addtion via senvice succeedsd
5 2019 WARNING: this corfiguration i i the authnoc
5 2019 Inttalization Sequence Complete
Fn Feb 08 15:00:45 2019 MANAGEMENT: >STATE: 1549634“5 CONNECTED,SUCCESS.10.211.1.9, 199

< >

Assigned IP: 10.211.1.9
Bytes in: 661976 (646.5 KiB) out: 41127 (40.2 KiB) OpenVPN GUI 11.10.0.0/2.4.6
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8. Ako Zelimo vidjeti dnevnik (engl. log) trenutne veze, u izborniku treba odabrati
View Log.

'prﬂu‘l N | USA_199.247.31.34 tcp - Notepad
(
. File Edit Format View Help
Fri Feb @8 15:00@:48 2019 OPTIONS IMPORT: --ifconfig/up options modified
Fri Feb @8 15:00:40 2819 OPTIONS IMPORT: route options modified
Fri Feb 88 15:00:4@ 2819 OPTIONS IMPORT: route-related options modified
Fri Feb @8 15:00:4@ 2819 OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modified
Fri Feb @8 15:00:4@ 2819 Outgoing Data Channel: Cipher 'AES-128-CBC' initialized with 128 bit key
Fri Feb @88 15:00:40 2819 Outgoing Data Channel: Using 16@ bit message hash 'SHA1" for HMAC authentication
Fri Feb 88 15:00:4@ 2819 Incoming Data Channel: Cipher 'AES-128-CBC' initialized with 128 bit key
Fri Feb @8 15:00:40@ 2819 Incoming Data Channel: Using 16@ bit message hash 'SHA1' for HMAC authentication
Fri Feb @8 15:00:48 2819 interactive service msg_channel=552
Fri Feb 88 15:00:48 2819 ROUTE_GATEWAY 10.8.2.2/255.255.255.@ I=2 HWADDR=08:80:27:c8:c@:af
Fri Feb @8 15:00:48 2019 open_tun
Fri Feb @8 15:00:4@ 2019 TAP-WIN32 device [Ethernet 2] opened: \\.\Global\{64D14FDC-979E-4CFC-BF8A-EC9536CE
Fri Feb @88 15:00:48 2819 TAP-Windows Driver Version 9.21
Fri Feb 08 15:00:40 2019 Notified TAP-Windows driver to set a DHCP IP/netmask of 10.211.1.9/255.255.255.252
Fri Feb @8 15:00@:48 2019 Successful ARP Flush on interface [5] {64D14FDC-979E-4CFC-BFBA-EC9536CEI78CY
Fri Feb 88 15:00:48 2819 do_ifconfig, tt-»did_ifconfig_ipvé_setup=0
Fri Feb @8 15:0@:4@ 2019 MAMAGEMENT: »>STATE:1549634448,ASSIGN_IP,,1@.211.1.9,,,,
Fri Feb @8 15:00@:45 2819 TEST ROUTES: 1/1 succeeded len=8 ret=1 a=@ u/d=up
Fri Feb @8 15:00:45 2819 C:\Windows\system32\route.exe ADD 199.247.31.34 MASK 255.255.255.255 10.8.2.2
Fri Feb @88 15:008:45 2019 Route addition via service succeeded
Fri Feb @8 15:00@:45 2019 C:\Windows\system32\route.exe ADD ©.0.0.8 MASK 128.0.0.0 1©.211.1.18
Fri Feb 88 15:00:45 2019 Route addition via service succeeded
Fri Feb 88 15:00:45 2819 C:\Windows\system32\route.exe ADD 128.0.0.8 MASK 128.0.9.8 10.211.1.18
Fri Feb 15:00:45 2019 Route addition via service succeeded
Fri Feb H::H 2019 WARNING: this configuration may cache passwords in memory -- use the auth-nocache
Fri Feb H:H 2019 Initialization Sequence Completed
Fri Feb :80@:45 2019 MANAGEMENT: »>STATE:1549634445,CONNECTED,SUCCESS,10.211.1.9,199.247.31.34,443,10.8.
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9. Ako Zelimo promijeniti postavke, u izborniku je potrebno odabrati Settings.
Postavke je preporucljivo ostaviti na zadanim (engl. default) vrijednostima. U
postavkama je, u kartici Advanced, vidljiva lokacija pohrane datoteka dnevnika
(engl. log files).

[BS%a: (1) OpenVPN - Settings
General Proxy Advanced About

Configuration Files
Folder:

|C:\Users\test\OpenVPN\corfig

Extension: [ovpn |

Log Files
Folder:

|C:\Users\test\OpenVPN\log

Script Timeout

Preconnect script timeout @
Connect script timeout: (30|
Disconnect script timeout: @

[ Service only

7 R 15:03
SR =L N Ryt
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10. Otvaranjem bilo kojeg servisa koji prikazuje nasu trenutnu IP adresu, moguce je
potvrditi da smo sada na internet spojeni putem VPN veze. Naime, nasa
uobicajena, fizicka adresa bit ¢e promijenjena u novu IP adresu koju je dodijelio
pruzatelj VPN usluge. To moZe imati i posljedicu promjene prividne lokacije
korisnika (odredene na temelju IP adrese) - na niZe prikazanom primjeru, web
stranica navodi kako je korisnikova lokacija u Amsterdamu, dok je korisnik

zapravo bio u Zagrebu.

s my IP address?

&« (¢} & https;//www.iplocation.net/find-ip-address B
SEARCH OUR WEBSITE
Your IP Address is 199.247.31.34.
Hide IP with VPN Custom Search Search

This is the public IP address of your computer. If your

computer is behind a router or used a praoxy server to IP TOOLS

view this page, the IP address shown is your router or

proxy server. Trace Email Source
Verify Email Address

Do you want to find an IP address of your network Proxy Check

printer? Please read How to find an IP of a printer to Subnet Calculator

find ways to obtain an IP number of your network

printer. ADVERTISEMENT

Do you want to find IP Addresses of private

network? Please read How to find IP addresses of

computing devices on the private network?

[> AdChoices Locate Address ) ( 1P Location )] PC or Computer bl

IP Address Details

199.247.31.34 ride this 1p with veN]
Amsterdam, Noord-Holland (NL) [Details]

199.247.31.34.vultr.com

e W

User Agent Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chromef72.0.3626 96 Safan/537 36

ma 9

Verzija 1.00

CERT.hr-PUBDOC-2019-7-384

DOMAIN TOOLS

Who is Hosting a Website
Alexa Traffic Rank Checker
Domain Age Checker
Reverse DMNS Lookup
HTTP Server Header Check

POPULAR ARTICLES

A BB ooy

07

stranica 26 / 27



C=RT.hr

4 Zakljucak

Za korisnike koji se Cesto spajaju na nove, potencijalno nesigurne mreZe - primjerice za
korisnike koji puno putuju - spajanje na internet putem pouzdane VPN usluge je jedna
od klju¢nih mjera zasStite. Po pitanju softvera za ostvarivanje tog cilja, OpenVPN je bez
sumnje jedan od najboljih izbora. OpenVPN je ujedno slobodan (eng. free and open
source) i siguran softver te mnogi pruzatelji VPN usluga podrZavaju njegovo koriStenje.

Napredni Kkorisnici ne moraju nuZzno placati VPN uslugu, ve¢ mogu samostalno
konfigurirati i postaviti vlastiti VPN posluZzitelj, primjerice na nekom svojem racunalu ili
na iznajmljenom virtualnom posluzitelju (eng. virtual private server).

Nedavno se, kao jedan ozbiljan konkurent OpenVPN-u, pojavio Wireguard. Ukratko, cilj
Wireguarda je pruziti sve Sto pruza i OpenVPN, samo uz jo$ bolje performanse, visu
razinu sigurnosti i jednostavnije iskustvo koriStenja za krajnjeg korisnika. Za sada,
Wireguard je jo$ u relativno ranom stadiju razvoja, no s vremenom, mogao bi preuzeti
ulogu OpenVPN-a kao vodeceg skupa slobodnog softvera za uspostavljanje VPN veza.
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