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Nacionalni CERT

* Obradujemo incidente prema Nacionalnoj taksonomiji racunalno-
sigurnosnih incidenata

» Ako Incident prelazi u kazneno djelo, Nacionalni CERT nema ovlasti za
njegovo rjesavanje jer nema ovlasti kaznjavanja problematicnih korisnika
niti pokretanja kaznenih prijava

» Ako se Incident nalazi u Nacionalnoj taksonomiji, a sigurni ste da se radi o
klasicnoj prijevari (npr. nigerijski scam, ucjenjivacki mailovi bez privitka il
URL-a itd.) poruku mozete samo oznaciti kao nezeljenu i1 izbrisati 1z Inboxa

* Ako niste sigurni o cemu se radi obratite se Nacionalnom CERT-u,

Incidente 1z ove tablice , O incidentu” na nasim stranicama mozete prijaviti
na adresu incident@cert.hr
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Safer
|nt9fﬂet Tuesda
Day 2020 | 1 reoruary

Together for a better internet

Sadrzaj

 Mozemo li dobiti besplatne V Buckse?
 Trebamo li vjerovati streamerima?

www.saferinternetday.org

_4 ) (mmore|
B o | T insite

* Postoje li programi za hakiranje tudeg profila?
 Koje su posljedice objavljivanja osobnih informacija?

« Kako se zastititi?
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Fortnite & V Bucksi

* Sviznamo sto je Fortnite, zar ne?
 Popularna online multiplayer igra

 Battle Royale
 Igra je ,,besplatna”
* U njoj postoji virtualna valuta V Bucks koja se moze skupiti
izvrsavanjem zadataka u igri ili kupnjom
* V Bucksima se mogu kupiti:
* Skinovi
 Battle Pass
* lako nije Pay2Win, postoje mnoge igre koje jesu
T C=RT.hr




Kako V Bucksl mogu bitl ukradeni?

* Nekiigraci su prevareni | izgublli su svoje V Buckse

* Osim V Bucksa, nekima su ukradeni | novci na kreditnoj kartici koja je bila
povezana uz korisnicki racun

» Takoder, hakeri su ukrali | osobne podatke o igraCima

= » YouTube™

Stolen V-Bucks

BUG

Someone was able to purchase $150 worth of V-Bucks off my debit card, in 4 separate transactions.
Who do I contact to get my money back & ensure it doesn’t happen again?

EDIT: Update, they bought a whole shit ton of stuff as well as tiers. Sad day today.

MY VBUCKS GOT STOLEN [LOST THOUSANDS]
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Mozemo li dobiti besplatne V Buckse?

 Lazne reklame obecavaju “hackove” ili “cheatove” kojima se moze
dobiti nepostena prednost nad ostalim igracima ili neogranicen bro|
necega u nekoj videoigri (npr. V Bucksa u Fortniteu)

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

Pozdrav svima ljudi dobrodosli u nas novi video! Zaprati te nas na Instagramu : bro_gaming_tube ...

FR)EE U-BUCK

e
v
Ny '
PO \ :
X x 1 :
{); /
LD & { 0:20

' GIFTING SUBSCRIBERS VBUCKS !! LIVE NOW FORTNITE!"FREE
VBUCKS'!
TripleX Ten « 7

FREE VBUCKS | FORTNITE FREE VBUCKS | HOW TO GET FREE
VBUCKS
brmedina08 « 177 pregl
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Besplatni generator V Bucksa

 Tko ne bi htio besplatne V Buckse kojima moze kupovati skinove |
Imati prednost nad ostalim igracima?

* Pronadimo neki od generatora V Bucksa:
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— — 03 i &y | hitps:y/fwww.bing.com/search?q=v+bucks+generatorfigs=HS&pg=v+bucks&sc=8-T&cvid=9ETFCL
b v bucks generator ['] '[-l
ALL IMAGES VIDEOS NEWS MY SAVES

653,000 Resulis

Free V Bucks Generator | Fortnite V Bucks Generator (Updated)

hitps:/iv-bucksgenerator.com -

Use our Fortnite V Bucks Generator to add unlimited free V-Bucks to your Forinite account! Free V Bucks
Generator No Human Verification No Survey!

Fortnite Free VV-Bucks Generator
hitps./fivbucksdfree.com -

Fortnite Free V-Bucks, Free V-Bucks, Free V-Bucks Fortnite, Free V-Bucks Generator, Fortnite V-Bucks
Generator, Fortnite Free Unlimited V-Bucks, Forinite How To Get ..

Fortnite V Bucks Generator
vbucksgenerator.com -

The v-bucks are important in getting accessories and important stuff in the game which can play the vital
role being the top-noich contender. Use the hack tool now and stay away from all the issues. Even it is
also helpful in building an awesome base so must use V Bucks Generator and progress faster.
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B <3| 5§ HOW TO GET FREEV-BL X L+ v

— = O m (i) fortnitegenerator.com/ yX¢ = 1 &
Generated A Key -
X
ii*iiiiiii*,@;\-ahoo.com
Generated A Key -
@ FxEEE@outlook.com X
Generated A Key -
@ iii&iiii@:gmaﬂ‘com %
Generated A Key -

Generated A Key -

@ FEEEEE @outlook.com X
Generated A Key -

Username Select Platform ——. @ =+ @gmx.com X

: bestfortniteplayer| X PS4 4 Generated A Key -

Connect '
Generated A Key -

\" - 3 = @ FEEEEE@yahoo.de X

Generated A Key -

CHOOSE AMOUNT o %

EE XXX EXTETEETEE )
Generated A Key -

Please Select The Amount of V-Bucks You Want [ *+**@gmailcom %

Once you have selected the amount you want click on "Generate" Generated A Key -

@ FEEEEE @email.com X
Generated A Key -
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Battle Royale - Starter Pack




le 4—5] 5 HOW TO GET FREE V-Bl X [—}- N/

O @ (i) fortnitegenerator.com/

Connecting to bestfortniteplaver using Server 1

ﬂ—. . ~ -— - -— - - - _ o - O - W
R, "\.‘f\ ~.‘«'¢s “\.("\ ‘:\‘;(“\ N N ~.‘."s N 0, "‘.tﬂ» N % “‘.t’s N %, - o "\.'Qx

LR s g b s o R s 0 A s N R
i . e v “ v I v I S - N e g

G  C=RT.hr




B g J ] HOW TO GET FREE V-Bl X [+ v —

& > O M () fortnitegenerator.com/ v A=

Generated A Key -

FORTNITE CHOOSE AMOUNT w

@ iiiiéiii,@ gmail.com
Generated A Key
@ iiiiis‘rii@gmaﬂ_com

Obtaining methods to create a backdoor into PRS server

- | x]
RETRIEVING FORM INPUT INFORMATION: KERNEL FORMS OBTAIN USER INFORMATION(); : . FREREEEE @yahoo.com
V Generated A Key
@ #xisix@yvahoo.de
Generated A Key
INJECTING THE INFORMATION SECURELY INTO ENCRYPTION SERVER: o \ @ i+ @hotmail.com

KERNEL.GENERATOR START PROCESS():
ENCRYPTING REQUEST: KERNEL OPEN_SSL_ENC(BESTFORTNITEPLAYER);

@ FEEFE*EEyahoo.com
) , | , Generated A Key
RETRIEVING CURRENT PRS SERVER SCRIPT: READ PRS SERVER SOURCE();
iiiiiiiiiiii@gm‘com
Generated A Key -
@ iiiiiiii@gmaﬂ‘com %

COMMENTS _—

You can only comment after using our generator. Generated A Key
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B &3 [ HOW TO GET FREE V-BlL X [-l- v — ] X

() () iy fortnitegenerator.com/ yxg Y= & &

VERIFICATION

Before we send you vour V-Bucks, vou need to VERIFY that you are human and not a software
(automated bot) to prevent user's from abusing our Generator.

After successful completion of the offer, the V-Bucks will be sent to your Account.

VERIFY

Remaining time: 00:07:32

€D Click on "VERIFY".
&) Choose any offer and complete it.

€) Enjoy Your V-Bucks!
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« Kad bismo kliknuli na Verify u zavrsnom koraku, bili bismo
preusmjereni na neku drugu stranicu

* Ste stranice se na nase racunalo moze preuzeti zlonamjerni program:

* Koji Cak moze ukrasti nase V Buckse

VERIFY

Remaining time: (0:07:32

C=RT.hr




Kad bismo kliknuli na Verity u zavrsnom koraku, bili bismo
preusmjereni na neku drugu stranicu

S te stranice se na nase racunalo moze preuzeti
zlonamjerni program

Koji cak moze ukrasti nase V Buckse!

i ukrasti korisnicke podatke za prijavu /g =\ N

72

\, A~
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Ne mozemo dobiti besplatne V Buckse!

Tvrtka koja je napravila videoigru Fortnite zaraduje upravo od toga sto

igraci kupuju V Buckse | ne dozvoljava da igraci od treCe strane
dobiju besplatne V Buckse!

 Kad nam neka stranica obeca besplatne V Buckse, to je uvuek
prevaral




Kako su onda drugi igraci uspjeli dobiti V Buckse?

) robuxgenerator.online/ ﬁ?

865 Comments Sortby Top +*

* Uvijek vidimo puno pozitivnih
komentara koje su ostavili drug!
igraci, a tvrde da su dobili 4 R

It did work. Thank you so much

b eS p I at n e V B u C kS e Like - Reply - Mark as spam -2 461 - 7 August 2019 at 11:35am
. Michael Jervin Elago

| )" 4 | |
How long does it take to my account?
¢ AII, to su Iaznl komentarl! Haker Like - Reply - Mark as spam -&J 210 - 10 August 2019 at 2:38pm

ih je sam napisao kako bi bt
Just wait 3-5 minutes. If not working you can try again, maybe the system

- - - Is busy right now.

p revarl O ko rl S n I ka,! Like - Reply - Mark as spam - &3 625 - 10 August 2019 at 2:49pm
. Michael Jervin Elago

Waorking, thank you
Like - Reply - Mark as spam - ¢ 331 - 10 August 2019 at 3:18pm

Add a comment...
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Trebamo |i vjerovati streamerima?

*Trevor ,,Tmartn” Martin i Tom ,,Syndicate” Cassell jako su popularni
igraci | streameri videoigre Counter Strike.

Ukupno imaju oko 15 milijjuna pratitelja na Youtubeu

C=RT.hr




TheSyndicateProject &

§_84M subscribers + 3,345 videos SUBSCRIBE
Im Syndicate, | love gaming & enjoy life to the maximum! Come take a peek into

what i do! | love traveling the world and thanks to ...

TmarinZ &

4. 06M subscribers - 10,332 videos SUBSCRIBE
| upload let's plays, walkthrough, and game play from all kinds of video games!

From the most recent popular titles, as well as old ...

TmarTn &

3.38M subscribers - 2,574 videos SUBSCRIBE
| upload CoD videos that entertain you and help you become a better player! Make

sure to check out my second channel ...

C=RT.hr



U Igri Counter Strike postoje ,,skinovi” koje igrac moze skupljati unutar
igre 1 dodavati u svoj inventory.

*SKInovi se mogu kKuplitl pravim
novcem (kreditnom karticom)
*Postoje jako rijetki | skupl skinov!
koji kostaju po tisuce dolara
*SKkinovi se mogu | prodati za
prave novce

S Exchange
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« Streameri su rekli pratiteljima da su pronasli super stranicu
CS:GO Lotto na kojoj se igraci Counter Strikea mogu kockati sa
svojim skinovima | osvajati vrijedne skinove

.
b ol
-

counTer R STRIKE

i
GLOBAL OFFENSIVE

R o L

" L 8
b - |
- L&Y

C=RT.hr



GS60

HIGH ROLLER 30 MAX - 28 / 209

\ SIGN IN TO PLAY
17 Sign in with your steam account to join this round

O s roust STEAW

PLAYERS IN ROUND

PLAYER ITEMS ADDED

% ryNattack 1 items

g ‘/ . k 1 .
o jaaacko 4 items

ﬁ Plain Old Ricci 10 Hems

ﬁ’ Master mm ¥ 2 items

Plain Old Ricci 17 items

3.24 2.55 ¢ 1.88

No, kako bl mogao igrati, igrac prvo mora uloziti
nekl svoj skin
G C=RT.Nhr
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2 YouTube ** Search Q

CONGRATULATIONS!

YOU ARE THE WINNER AND
MAY COLLECT YOUR WINNINGS

Trade request for winnengs that are
over 10 manutes oid will be revoked

P »l_w_034/205 = alfE@o

HOW TO WIN $13,000 IN 5 MINUTES CS GO Betting(tmartn deleted video)

28,790 views * 4 Jul 2016 iy 264 @l 79 & SHARE =, SAVE
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» Streameri su na svojim videima pokazivali
kako kockanjem redovito uspijevaju
osVvojiti skupe skinove

* Njihovi pratitelji su se takoder poceli
kockati misleci da Ce nesto osvojiti

* No, osvajall su rijetko, 1 to uglavnom
jeftine skinove

e Jesu |l streameri stvarno imali vise
srece od ostalih igraca?




» Uskoro je otkriveno da su Trevor |1 Tom
u stvari vlasnici stranice koju su
reklamirali!

* Dnevno su zaradivali oko 3 milijuna
kuna na provizijama | skinovima koje
su igraci i1zgublli kockanjem!

» Da bi zaradili novce, streameri su
zloupotrijebili povjerenje svojih
pratiteljal

C=RT.hr




Hakliranje tudeg profila

+ Cesto mozemo naiéi na Youtube videe i blogove s uputama kako
hakirati tudi profil na Facebooku.

—

3= FILTER

et - How to Hack Facebook Account — Real Info v

DEXTEROID @ 451K views * 2 months ago

In this video | am going to give you all the real information about hacking Facebook. [> Subscribe:
http://goo.gl/xgr4FK ...

HACKING & Hacking a Facebook Account in ONE CLICK!
FACEBOOK Tech Raj @ 8M views « 2 years ago
ACCOUNT IN Hacking a Facebook Account in just ONE Click! Check out this video! 2017! Watch the video about
ON E hacking Facebook and Gmail ...
Click!
IOK Special!

How To Hack Facebook Account 2020
M Asim Tech + 285K views * 4 months ago

DISCLAIMER: This Channel M Asim Tech Does Not Promotes Any illegal content , all contents provided
by This Channel is meant ...
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» Alati koji se predstavljaju kao da hakiraju tude profile zapravo su
zlonamjerni programi

» Ako ih preuzmemo, oni cak mogu hakirati nas Facebook profil ili zaraziti
nase racunalo il mobitel!

%7 Facebook Account Hacker V1.2.1.0 IT_]@”X]

J
AT LI Tale’ ~NTS AT PAAAMTAZTIIC U ~ 4
ABOUT  CHECKFORUPDATE CONTACTUS HELP?
S DGR A T ARFNA YIS DR SRS IR TSy R AL T e SRS i pOE S ET AL e S0l ond B

ACCOUNT HACKER BY HackzWorLD.coM
2 FACEBOOK ACCOUNT HACKER V1.2.1.0

[ HAck PAassworD | [

HACKZWORLD © 2013 ALL RiGHT RESERVED.




C (O Notsecure | appcreator24.com

Download application

% Incognito

e T

Name:

Description:

Facebook hacker app

Mew Facebook app hakkar fb lite block facbook block

facebook create facebook create facebook account create facebook
page.face app.facebook facebook 2 facebook account facebook
app facebook app android facebook app download facebook app
download for android facebook app for android facebook app for
iphone facebook app groups facebook app installer facebook app
iphone facebook app lite facebook app login,facebook app

manager facebook app messenger facebook app to

download facebook app with messenger facebook com, facebook
down, facebook download facebook home page facebook

login facebook login mobile facebook login page,facebook
messenger download facebook messenger facebook messenger
app,facebook search facebook sign in facebook sign up,create
facebook account create facebook page face

app facebook facebook 2 facebook account facebook app facebook
app android facebook app download facebook app download for
android,facebook app for android facebook app for iphone facebook
app groups.facebook app installer facebook app iphone facebook
app lite facebook app login facebook app manager facebook app
messenger,facebook app to download,facebook app with
messenger,facebook com facebook down facebook
download,facebook home page, facebook login facebook login
mobile facebook login page facebook messenger

download facebook messenger facebook messenger app facebook
search,facebook sign in facebook sign up,
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» Zasto bl Facebook dopustio da

takvi alati provaljuju u korisnicke
profile?

» Cak i kad bi postojao takav alat,
cim bi Facebook za to saznao,
promijenio bi sigurnosne
postavke | alat vise ne bi radio

* Ne postoji naCin da se hakira
tudi racun osim da se pogodi ili
sazna njegova Sifra!

(G  C=RT.hr



 |sto vrijedi i za programe koji nam obecavaju saznati tko je gledao nas
profil, spijunirati tudi mobitel itd.

Videos

LR B F R 2

SHOW 10 sn WHATSAPP

HOW TO READ OR Whatsapp Spy Tool Whatsapp Spy Tool - N
SEE YOUR FRIENDS 2019 How to Spy How To Spy Whatsapp

OR GIRLFRIEND ... Whatsapp Messages ... Messages .

Share It Oumha Rose CyphoZProd

YouTube - Aug 15. 2017 YouTube - Apr 24, 2019 YouTube - Sep 4, 2019

safeguarde.com v

Text Message Spy

Most people who want to spy on text messages need a spy app that does not require having
possession of the other phone. Directly below, | have listed the top 3 ...
Spy on Text Messages Helps ... - Spy On Text Message - SurePoint Spy Review
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Objavljivanje privatnih podataka

» Kim Kardashian, najpopularnija influencerica na svijetu, napadnuta je |
opljackana 2016. godine u Parizu

* lzjavila je da je sama kriva za incident jer su, zbog njenog cestog
objavljivanja privatnih informacija na drustvenim mrezama, pljackasi saznali
gdje se nalazi | da sa sobom ima dijamante u vrijednosti $11 milijjuna

) ‘ kimkardashian
Y

1.2m likes

kimkardashian ¥

taboll _The g
hbbyyy d

@kimkardashian

accriranca [
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* Nakon Incidenta pocela je paziti na svoju privatnost | sto objavljuje, a isto je
savjetovala | svojim fanovima

* No, 1ako smo prestali objavljivati privatne informacije, pljackasi mogu
shvatiti nase navike | predvidjeti nase ponasanje

BUSINESS Subscribe
Q INSIDER -

= Kardashian revealed this week that she hasn't posted to
social media in real-time since she was robbed in October
2016 in Paris, which made her realize that "people really
Knew my every move.,"

I  C=RT.hr



Kako se zastititi?

 Upoznati se s prijetnjama | prevarama:

* onda cemo znati sto je cilj prevare
* | znati cemo kako postupiti
* tj. kako ne postupiti

Scott Adams, Inc. /Dist. by Univers

S-19-1% ©2014
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 Sto manje dijeliti osobne podatke na Internetu (ime, prezime, adresa,
broj mobitela...)

* privatne informacije prijateljima je najsigurnije davati u komunikaciji
jedan na jedan (emaill, telefon, chat u dvoje), a ne npr. u komentarima
11l napisati na zid

s 0sobom koju ne poznajes osobno opasno je razgovarati o bilo cemu
O cemu ne bl razgovarao sa strancem da te zaustavi na ulicl
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* AKo nesto zvuci predobro da bi bilo istinito, najvjerojatnije nije istinito

* Pitg) se: zasto bi netko napravio nesto tako dobro, besplatno,
LOSE...?

 Ne smijemo vjerovati predobrim obecanjima cak ni kad nam 1h govore
streameri il Influenceri koje pratimo!

C=RT.hr



» Paziti sto preuzimamo s Interneta
* Ne dati drugome pristup svom korisnickom racunu

* NIKADA, NIKOME

* jer ne znas je li to zaista tvoj prijatelj

* aitvoj prijatelj moze napraviti pogresku, a odgovornost ce biti
tvoja jer je to TVOIJ racun




* Ne vjerovati nepoznatima jer je na internetu lako napraviti lazni profil

* ako se netko predstavlja kao tvoj prijatelj

* Ccak i ako ima profil s imenom, fotografijom i podacima
tvog prijatelja

* provijeri je li to on (telefon, SMS, chat, ...) prije no sto mu
odas podatke, preuzmes program ili otvoris poveznicu

Of fake a CCOU”tS are Give feedback on this profile X
created by duplicating -
profiles from real users.

........
someone is in immediate danger




 Ako Imamo nedoumicu, pitati starije kako postupitl

* |ako se ne razumiju u tehnologiju kao mi

 Stariji imaju vise iskustva s prepoznavanjem prijetnji i
prevara

dollars. Let me click
on it.
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Ako zelite znati vise...

cert.hr

» cert.hr/kakoizvucizaglavlje/

facebook.com/CERT.hr/
twitter.com/HRCERT/
Meduza:

* Sigurnije na internetu

* WannaCry — Dani nesigurnog interneta

* CUC 2017 - Socijalni inzenjering - covjek kao najveca ranjivost sustava
* CUC2018 - Dani nesigurnog interneta — ransomware

* CUC2018 - Sigurnost kao proces
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cert.hr
naivci.hr
facebook.com/CERT.hr
twitter.com/HRCERT
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