


Webinar se snimal

Ako Imate pitanja, molimo koristite opciju Q&A panela (pitanja |
odgovoril).
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CERT.hr

Glavna zadaca:
¢ obrada racunalno-sigurnosnih incidenata ako je jedna od strana u .hr domeni ili hrvatskom IP
adresnom prostoru

Aktivnosti:

sigurnosne preporuke | upozorenja

pracenje racunalno-sigurnosnih tehnologija

diseminacija informacija iz podrucja kiberneticke sigurnosti

unapredenje svijesti 0 znacaju kiberneticke sigurnosti

edukacija i obuka o kibernetickoj sigurnosti

provjera ranjivosti i izdavanje elektronickih certifikata za ustanove Clanice CARNET-a
sigurnosna testiranja CARNET-ovih usluga i servisa te aplikacija

postupanje s racunalno-sigurnosnim incidentima

koordinacija rjesavanja znacajnijih incidenata

® & & & & & o o o
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Europski mjesec kiberneticke
sigurnosti

Listopad

Kampanja Veliki hrvatski naivci
Hacknite 2.0

Edukativni video materijali |
infografike

Nacionalna koordinacija
(https://cybersecuritymonth.eu/@ @
activity-add)

. BN N 4
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https://cybersecuritymonth.eu/@@activity-add
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Drustvene mreze

& drustveno umrezavanje = medusobno povezivanje skupine ljudi putem interneta, bilo da su
istomisljenici, prijatelji ili zaposlenici neke ustanove i sl.

% drustvene mreze omogucuju korisnicima samostalno stvaranje korisniCkih profila, nude raznovrsne
sadrzaje, od sklapanja prijateljstava i medusobne komunikacije, pregledavanja videa i fotografija,
do mreznoga trgovanja

CARN=T




AU REASONS FOR USING SOCIAL MEDIA

202] PERCENTAGE OF GLOBAL INTERNET USERS AGED 16 TO 64 WHO CITE EACH ACTIVITY AS A MAIN REASON™ FOR USING SOCIAL MEDIA
‘& THE SURVEY QUESTION THAT INFORMS THIS CHART HAS CHANGED, SO VALUES ARE NOT COMPARABLE WITH THOSE PUBLISHED IN PREVIOUS REPORTS

STAYING IN TOUCH WITH FRIENDS AND FAMILY
FILLING UP SPARE TIME

READING NEWS STORIES

FINDING FUNNY OR ENTERTA INING CONTENT

SEEING WHAT'S BEING TALKED ABOUY

FINDING INSPIRATION FOR THINGS TO DO AND BUY
FINDING PRODUCTS TO PURCHA SE

SHARING AND DISCUSSING OPINIONS WITH OTHERS
MAKING NEW CONTACTS

WATCHING LIVE STREAMS

WORK-RELATED NETWORKING AND RESEARCH

SEEING CONTENT FROM YOUR FAVOURITE BRANDS

FINDING LIKE-MINDED COMMUNITIES AND INTEREST GROUPS
POSTING ABOUT YOUR UFE

WATCHING OR FOLLOWING SPORTS

FOLLOWING CELEBRITIES OR INFLUENCERS

SOURCE: OW1 Q2 202 AGURES REPRESENT THE FIINDINGSOFADBROCAD GLODAL SURVEY OF INTERNE e AGED ) J64 S GWILLCOM FOR MORE DETAIL we l’v-\. a

social
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Al THE WORLD’S MOST-USED SOCIAL PLATFORMS

202‘ THE LATEST GLOBAL ACTIVE USER FIGURES (IN MILLIONS) FOR A SELECTION OF THE WORLD'S TOP SOCIAL MEDIA PLATFORMS®

FACEBOOK
YOUTUBE
WHATSAPP ~
INSTAGRAM-
FB MESSENGER""
WECHAT
TIKTOK
DOUYIN'™"
QQ

SINA WEIBO
TELEGRAM

SNAPCHAT*
DATA UPDATED TO:

KUAISHOU
17 OCTOBER 2021

PINTEREST
TWITTER’

we

5 e
are. _ *| Hootsuite
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SOCIAL MEDIA USE AROUND THE WORLD

USE OF SOCIAL NETWORKS AND MESSENGER SERVICES, WITH DETAIL FOR MOBILE SOCIAL MEDIA USE
£ SOCIAL MEDIA USER NUMBERS MAY NOT RERESENT UNIQUE INDVIDUALS

TOTAL NUMBER OF
ACTIVE SOCIAL
MEDIA USERS’

4.9

BILLION

SOCIAL MEDIA USERS AS
A PERCENTAGE OF THE
GLOBAL POPULATION

2/7.6%

ANNUAL CHANGE IN
THE NUMBER OF GLOBAL
SOCIAL MEDIA USERS

+9.9%

+409 MILLION

AVERAGE AMOUNIT
OF TIME PER DAY SPENIT
USING SOCIAL MEDIA

2H 27 M

AVERAGE NUMBER OF
PLATFORMS USED EACH
MONTH PER INTERNET USER

0.7

we

are, . ' Hootsuite
social -
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PERCENTAGE OF INTERNET U

WATCHING MORE SHOWS &
FILMS ON STREAMING SERVICES

4%

SPENDING MORE TIME
ON MOBILE APPS

I ‘\ 1‘\ !
. !

SPENDING LONGER
USING SOCIAL MEDIA

43%

SPENDING MORE TIME PLAYING
COMPUTER OR VIDEO GAMES

o~

™\ ! - 04\ »
™ AN
2 e B O

O
2 R Y -
= I B B 2 i
. B I B b L} I\ 4

.
~ & B
B~

SPENDING LONGER ON
MESSENGER SERVICES

42%

CREATING AND
UPLOADING VIDEOS

-4 "('—
~ T

AGED 16 TO 64 IN SELECT COUNTRIES™ WHO REPORT SPENDING MORE TIME ON EACH ACTIVITY DUE TO COVID-19

LISTENING TO MORE MUSIC
STREAMING SERVICES

37 %

LISTENING TO
MORE PODCASIS

15%

we
are,
social

% Hootsuite'
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RANKINGS OF TOP MOBILE APPS AND GAMES BY TOTAL NUMBER OF WORLDWIDE DOWNILOADS IN Q3 2021

RANKING OF MOBILE APPS BY TOTAL NUMBER OF DOWNLOADS RANKING OF MOBILE GAMES BY TOTAL NUMBER OF DOWNLOADS

TIKTOK BYTEDANCE MY TALKING ANGELA 2 OUTFHIT/
INSTAGRAM FACEBOOK COUNT MASTERS ASCELLA MOBILE
FACEBOOK FACEBOOK FREE FIRE SEA
WHATSAPP FACEBOOK BRIDGE RACE IRONSOURCE
FACEBOOK MESSENGER FACEBOOK PUBG MOBILE TENCENT
SNAPCHAT SNAP SUBWAY SURFERS SYBO
TELEGRAM TELEGRAM FIDGET TOYS TRADING 3D ASCELLA MOBILE
ZOOM CLOUD MEETINGS LZOOM HAIR CHALLENGE ROLLIC
CAPCUT BYTEDANCE ROBLOX ROBLOX
GOOGLE MEET GOOGLE CANDY CRUSH SAGA ACTIVISION BLIZZARD

we &)

are, . | Hootsuite
social -
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66% have their own tablet,

and 49% their own smartphone

T.::. 20 r'wr.line - ?E"-,. use a 1'-'1[:1Ie'1'

91% watch video-on-demand content®

"'l.-".?

} 58% watch live broadcast TV, and
—
——

78% play games online

=
)
% use social media apps/sites
» USE messaging apps/sites
6% use video-sharing platforms (V5P)

39% use live streaming apps/sites

40% are aware of ad placements in search engines
[B=11s5 who go online and use search engines)

27°% have seen worrying or nasty content online
(B-11s who go online)

59% have their own tablet,
and 91% their own smartphone

To go online - 87% use a smartphone,
80% a laptop, and 60% a tablet

61% watch live broadcast TV, and
92% watch video-on-demand content®

% play games online

87% use social media apps/sites
91% use messaging apps/sites
99% use video-sharing platforms (VSP)

60% use live streaming apps/sites
L ]
65% are aware of potential vlogger endorsements

{12-15s who go online)

49% are aware of ad placements in search engines
(12-15s who go online and use search engines)

31% have seen worrying or nasty content online
{12-15s who go online)

CARN=T




Malo psihologije...

<€

€< € € € € ¢

Socijalni inZzenjering /Z
FOMO (engl. Fear of missing out)

Nomophobia
Selfiephobia
Nointernetophobia
Drosmartoiphobia

Formaspassphobia
Foransequephobia

\
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Vektor napada

¢ ,nacin (put) na koji napadac ostvaruje inicijalni pristup sustavu, uredaju, mrezi...”

3 vektora:

¢ Napadi na korisnike drustveninh mreza

¢ Napadi omoguceni drustvenim mrezama

¢ Napadi oglasavani na drustvenim mrezama

% B =

CARN=T




Drustvene mreze su izvor...

krada identiteta
krada osobnin/bankovnih podataka

cyberbullying

neprimjereni sadrzaj

ovisnost

nepoznate osobe

(ne)privatnost

(spear)phishing, smishing, vishing, catphishing, whalling, pharming...
spam, scam, malware
online trgovina

djeCja pornografija
lazne vijesti

a's

(ol I . G N g N . N . G o
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Facebook

Dobna granica: 13
https://www.facebook.com/help/

WARNING: BE CAREFUL PEOPLE, THESE CYBER
CRIMINALS ARE SO CONVINCING NOWADAYS:

li
A-

Facebook

VIEW PROFILE

hey it's lady gaga, i need $145 to
continue working on my new song.

u raraah ah ah

540 million

records compromised

From: Facebook [mailto: update + 4npbyob7picg@async. kingfast com)
Sent: Wednesday, June 13, 2012 03:15 AM

To:

Subject: You have notifications pending

Hi,

Here's some activity you have missed on Facebook.

&, 4 friend request

See All Notifications

CARN=T



https://www.facebook.com/help/

INS

tagram

Dobna granica: 13
https://help.instagram.com/

@ m

Did u see what they did with
all your pics???

Look, they're right at the top

Ugly Photos (Ugly Photos) -
Click Here To Review...

23.9m Followers, 2 Following, 28
Posts - See Instagram photos

2 Ta BVila
'3! \! v (a'

Y

0S...

(

essage... O ©

Search il

<

-
-

> -

6:35 PM 7 87% =

- O ®

Arian | just saw a few of your
photos on the @The_HotList_ 95
and they are already upvoted to
#26!

Message... @ @ °

@ Search wtl & 6:34 PM

< the_hotlist 95

0 16.9K

posts followers

Everyone's on here Look
Check what position you're in!
insta-hotlist100.me/

-

©

No Posts Yet

< 87% )

Search wll =

X Instagram

nsta-hotlist100.me

Instagrom

Forgot?

Don't have an account? Sign up

Get the app.

Download on the GET ITON

® App e L Google Play

ABOUTUS SUPPORT BLOG PRESS APl
JOBS PRIVACY TERMS
© 2019 INSTAGRAM

i
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https://help.instagram.com/

<€) +°

last seen today at 21:42

WhatsApp

Dobna granica: 16 & ,'ﬂ‘ W .

https://fag.whatsapp.com/

& Messages and calls are end-to-end encrypted. No one
outside of this chat, not even WhatsApp, can read or listen

to them. Tap to learn more

'a ® |ast seen today at 3:22 pm

Zdravo. Je li elektricni skuter neuron n'
YESTERDAY JOS uvijek u prOdde’7

Zdravo, dostupan je.
Hello, ASDA is giving away £250

Free Voucher to celebrate 68th
anniversary gO here to get |t Dobro stanje? Koliko dugo ga koristite?
http:/www.asda.com/mycoupon
Enloy and thanks me later !. 11:06 AM Nikada nije izvaden iz kutije

veoma sam zainteresiran
Odakle si?

Zivim u Vinkovcima

Ja sam u Slavonski Brodu, mozete doci

Hoce li vam biti lako poslati? Mogu
dogovoriti dostavu iz njuskala. Spremna
sam platiti sve.

L s CARNT



https://faq.whatsapp.com/

Twitter

Dobna granica: 13
https://help.twitter.com

hetgs Vtwatter comv Apple

Apple (@Apple) - Twitter

We ae giving Dack 10 our commmunity W suppor Bacoim and we Deleve you 1hould 100! Al Biver 5\0 ‘0¢
10 our address below will be sect back 10 you doubled be ) Quy 2eQdygyregrag2nOyrf2493p87 Q \ N

Onily going on for the next 30 minutes d‘ w

& Pinned Tweet

Elon Musk @ @elonmusk - 5m
I'm feeling generous because of Covid-19.

I'll double any BTC payment sent to my BTC address for the next hour. Good
luck, and stay safe out there!

bc1gxy2kgdygjrsqtzq2n0yrf2493p83kkfihxOwlh

. Pinned Twee! n

1Ry kha'ﬂ“‘ Vi)
@w"lw community due 10 Covid-19!
{ you send
addressbelow\mllbesemb&“mm' Wy
my
back $2.000! Floyd Mayweather @ £ loyaha,
| am giving back 1o my community
KfihxOwih
| Mmznoyrnww f
bc“\’%’z""‘”m . All Bitcoin sent 1o my address belo
ihe next 30 minutes! EnoY $1,000, | will send back $2,000¢
wm ““s ‘O‘ @
o QO 4 be1qxy2kgdyQirsqtzq2n0yrf2493p8
O 110 0 188

Only doing this for the next 30 min

CARN=T



https://help.twitter.com/

U TIKTOK: ADVERTISING AUDIENCE OVERVIEW

202' THE POTENTIAL AUDIENCE AGED 18+ THAT MARKETERS CAN REACH USING ADVERTS ON TIKTOK
u ‘ﬂ\ TIKTOK'S TOOLS ONLY PUBLISH DATA FOR AUDIENCES AGEL t, SO SOME VALUES ON THIS CHART MAY NOT REPRESENT TIKTOK'S TOTAL POTENTIAL AD REACH FOR AUDIENCES AGED 13+

POTENTIAL AUDIENCE TIKTOK'S POTENTIAL TOTAL NUMBER OF PERCENTAGE OF PERCENTAGE OF
AGED 18+" THAT TIKTOK ADVERTISING AUDIENCE GLOBAL MONTHLY ITS AD AUDIENCE ITS AD AUDIENCE

REPORTS CAN BE REACHED COMPARED TO THE TOTAL ACTIVE TIKTOK THAT TIKTOK THAT TIKTOK

DObna granica: 13 USING ADVERTS ON TIKTOK ~ POPULATION AGED 18+ USERS AGED 13- REPORTS IS FEMALE REPORTS IS MALE
https://support.tiktok.com/

O getfans.club W @ tiktokfans.com M @ tiktoklift.
825 14.9% ] 56.1% 43.9%
| Get Free MILLION BILLION
wgmef s § _— f-wa‘I} Likes &
TikTokFans.com P ;
d‘ TikTok [T I ;?JIT::?“ e ' * are.y & Hootsuite
: LA i L

Tiktoklift.com is the one and only real
provider of free tiktok followers and

What do you free tiktok Uikes for the tiktok appl
Want?

N EXT | I | Q) Get 50 Free Likes

\ Hearts
Fans Generated T-“‘“) 368k ‘ O'

T Users sline 7
Total Users Online: 794 lll Need Proof? Watch our step by step Tutorial

Generate Unlimited Fans |

O Buy Likes

o — . CARNCZ=



https://support.tiktok.com/

UPDATE SNAPCHAT

g[ﬁ]@[@@[‘m@ﬁ (null) sent you a message. Please update

Snapchat in the App Store to view it!

Dobna granica: 13
https://support.snapchat.com/

Snapchat on the App Store

< appsto.re

‘l Hello everyone. My name is Louise
and | currently work as head

| recruitment for ACA Models agency

| based in Belfast, Northern Ireland.
Although we are based in Belfast, we
do have a number of shoots all over
the UK and Ireland. The reason I

‘ have added you , is because after

| looking at, at least 1 of your

| Instagram photos we have decided

' that you are suitable to model for our
agency. We are offering between

| £450 and £55,000 a shoot

| depending on who we put you

 forward for. In terms of different

| types of modelling we literally do

CARN=T



https://support.snapchat.com/

Q)

YouTube

Dobna granica: 13

https://support.goodle.com/youtube/

YouTube Support Yesterday 7:26 PM
Hi

YouTube Support

youtube(@creator-partners.com

(C HISTORY IS ON

Messages sent with history on are saved

YESTERDAY

Warning

YouTube <yt.warning.1@gmail.com>

To:

Please note that we have noticed that you have a duplicate Adsense account and as a result

We will permanently suspend your YouTube account.

B YouTube

= 3Janat13:38

We've received a complaint that your channel has lots of spam videos. Please check
and edit the spam videos we have marked by clicking on the link below. Otherwise, if
you don't edit spam videos on your channel, your channel will close in 24 hours.

Thank you for your patience in this process.

Click for details

Please reply to us by clictking on Try Chat to contact us if you believe it was the result of unintended behavior

We are waiting for your reply

CARN=T



https://support.google.com/youtube/

Twitch.tv

Dobna granica: 13
https://help.twitch.tv

Fak Twitch Streamer

1 CriticalRole
2 XxQcoOw
3 summit1g
4 Tfue
5 NICKMERCS
6 ludwig
7 TimTheTatman
8 Altoar
9 auronplay
10 LIRIK
1

. oy
e e

1 __unknown__
a

® ‘y{.?aules
X‘b* asanAbi

Y

]

17 MontanaBlackgg
1000000“ Winmaikezus 6 .

Total Payout from August 2019 yntil Octobe

$9,626,712.16
$8,454,427 17
$5,847,541 17
$5,295,582.44
$5,096,642.12
$3,290,777.55 3
$3,290,133.32 7
$3,053,839.94 ‘-
$3,053,341.54
$2,984,653.70
$2,863,780.63
$2,844,985 18
$2,810,480.11
$2,551,618.73
$2,490,584.9¢
$2,401,021.84

$2,391,369 58

The Twitch Demographic

% of Twitch users who are

GENDER

SO B WL

AGE
16 to 24
o 25 to 34
32%
S5 to 64
3%
45 to 54
yes your gender?/Hc¢ |d are you
Question: Which of the following best des v_( ‘l . _WI_ +Jr}.n Bl ey
Source: GlobalWeblndex Q2 2019 Base: 15,853 Twitch
ou : LIoba el

CARN=T



https://help.twitch.tv/

Discord

Dobna granica: 13
https://support.discord.com/

. Add me = claim [80%

- YOU HAVE WIN A OFFICIAL GIVEAWAY

“ OF DISCORD! ok b
B

This is a discord official Giveaways Bot.
We are giving some Rewards to our Community
Randomly.

1 This Bot for claim Nitro Gift & 30 Boost.
2 Click On The Nitro Link !

#® This Kind Of Random Giveaways Are Sponsored By Discord's Staffs!

Discord Message Stats for 2020

250 Million Registered Users

% 963 Million Messages Sent Per Day

25 Billion Messages Per Month

Influencer

MarketingHub

CARN=T



https://support.discord.com/

Dobre sigurnosne prakse

« QOdrzavajte kiberneticku higijenu |

4 Provjerite postavke sigurnosti i privatnost YOU MEAN 1 CANT PROTECT MY DATA ON FACEBOOK BY
« Citajte prije nego sto prihvatite! POSTING A PRIVAGY NOTICE ON MY TIMELINED

« Prijavite sumnjive aktivnosti | FEEL 50 SAFE WITH 10 DIFFERENT - . ’

\, fan™
-
X
(e

SUPER- STIIONB PASSWORDS

LinkedIn Pinterest YouTube
foursquare

Instagram \ ,

NO, YOUR DATA IS SIIBIEGT T0 FAGEBOOK'S TERMS
OF SERVICE YOU AGREED T0 WHEN YOU SIGNED UP

-
!-lim"'ﬁ (’t Neiie: =

BETTER SAVE THEM ALL “I A PLACE
SECURED WITH THE PASSWORD
~"MYPASSWORD"

CARN=T




L B B

A

Kiberneticka
nigijena

Dobra lozinka?

Kompleksnost

Duljina

RazliCitost
Promjenjivost

Upravitelj] lozinkama!
Fraze?

LOZINKA

Upotrebljavati sloZzene
lozinke koje se ne dijele s
drugima te ih redovito
mijenjati | njima upravljati.

HARDVER
Madogradivati svu opremu
te je po potrebi zamijeniti.

Koja su to osnovna pravila
kojih se trebamo pridrzavati?

SOFTVER
Sve programe | aplikacije
redovito nadogradivati.

INSTALACIJE
Ispravno izvoditi sve
nove instalacije, uz

dokumentiranje procesa,

PRISTUP
Definirati korisnicki
pristup sustavu.

ED
| |

SIGURMOSNA KOPIJA
Slgurnosne Kopije koje se
cuvaju odvojeno od
sustava kljuéne su za
minimiziranje stete u
slucaju gubitka podataka.

CARN=T




Tko vidi moju obj

¥ postavke privatnosti
¥ sigurnosne postavke

Who Can See What You Share

We'll walk through the options to make sure your settings are right
for you.

) Profile information
ms Posts and Stories

Blocking

Continue

avu?’

/“\\

How to keep your account secure

You're all set. No security actions are recommended at this time.

" Your password is OK

Two-factor authentication is on

Login alerts are on

Continue

i Privacy and safety

Discoverability

Private account

Personalization and data

Personalization and data

Safety

Who can comment on your videos

Who can React to your videos

Who can Duet with your videos

Whao can send you direct messages

N\

M

.'_'II. | I = i
-

£ '..'|':||'||




Prihvacate li...

¢ Pravila o privatnosti (engl. Privacy policy)?
¢ Uvjete koristenja (engl. Terms of service)?

Before | agree
to 2022. T
need to see

some terms

and conditions.

CARN=T




Ne ignhoriraj, prijavi!

& Sumnjiva aktivhost na toj drustvenoj mrezi - Abuse sluzba/Centar za pomoc

& Racunalno-sigurnosni incident - Nacionalni CERT (incident@cert.hr)
 Kiberneticki zloCin = Policija (policija@mup.hr)

Report This Page

REPORT
ABUSE

All reports are strictly confidential. What best describes this?

(> Spam or scam

() Contains hate speech or attacks an individual

O Violence or harmful behavior

() Nudity, pornography, or sexualy explicit content
(O Duplicate, fake, or miscategorized Page

Is this your intellectual property? m Cancel

I A L& © @

Not Report Save video Duet React
interested

CARN=T



mailto:incident@cert.hr
mailto:policija@mup.hr

KVIZ ©

nttps://kahoot.it/
PIN: 9565899
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https://kahoot.it/

A 4
L] L] L _ ?
Gdje je Ziljac™
Na$ naivac Zeljko Jurié (Ziljac) ima veoma osebujan profil na drustvenoj mrezi Facebook. Svakodnevno objavljuje mnostvo informacija ni
ne sumnjajuci da bi ih netko mogao iskoristiti protiv njega.

Pronadi sljedeée informacije o nasem Ziljcu:
® Mjesto stanovanja
® Datum rodenja

® Gdje i $to radi

® Kako mu se zovu ¢lanovi obitelji

® Koji su mu interesi

® Koiji je stupanj obrazovanja zavrsio

Bonus bodovi ©
® Lozinka

® Ime udruge kojoj pripada
® Adresa vikendice

Vrijeme rjeSavanja: 5-10 minuta

T ——,h CARNCZT




Vase misljenje nam je 1zuzetno vazno
pa Vas molimo da ispunite kratki
upitnik zadovoljstva webinarom:

https://upitnik.carnet.hr/index.php/998863

T ———©  CARNZ=T



https://upitnik.carnet.hr/index.php/998863

Razmijenite svoja Iskustva s kolegama

u sklopu Zajednice prakticara

T ——————© CARNZ=T




Nastavak slijedi...

Webinar: UCimo igrom

Kada: cetvrtak, 11. studenog, u 10 sati

Gdje: MS Teams (obvezne prijave u EMA sustavu)

T ——————© CARNZ=T




| za kraj...

Svakako posjetite CARNET-ovu stranicu Nastava na daljinu
https://www.carnet.hr/usluga/udaljenoucenje/

Snimka webinara bit ce dostupna na Meduzi.

Potvrde o sudjelovanju na webinaru bit Ce dodijeljene u roku od dva tjedna od
datuma odrzavanja.

T ——————© CARNZ=T



https://www.carnet.hr/usluga/udaljenoucenje/

Hvala na paznji!

T ——————© CARNZ=T




